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PATIENT PRIVACY NOTICE 
DETAILED VERSION
(including Data Protection Impact Assessments - PIAs)

Coronavirus (COVID-19) pandemic and your information
The ICO recognises the unprecedented challenges the NHS and other health professionals are facing during the Coronavirus (COVID-19) pandemic.

The ICO also recognise that 'Public bodies may require additional collection and sharing of personal data to protect against serious threats to public health.' The Government have also taken action in respect of this and on 20th March 2020 the Secretary of State for Health and Social Care issued a Notice under Regulation 3(4) of The Health Service (Control of Patient Information) Regulations 2002 requiring organisations such as GP Practices to use your information to help GP Practices and other healthcare organisations to respond to and deal with the COVID-19 pandemic.

In order to look after your healthcare needs during this difficult time, we may urgently  need to share your personal information, including medical records, with clinical and non clinical staff who belong to organisations that are permitted to use your information and need to use it to help deal with the Covid-19 pandemic. This could (amongst other measures) consist of either treating you or a member of your family and enable us and other healthcare organisations to monitor the disease, assess risk and manage the spread of the disease. 

Please be assured that we will only share information and health data that is necessary to meet yours and public healthcare needs. The Secretary of State for Health and Social Care has also stated that these measures are temporary and will expire on 30th September 2020 unless a further extension is required. Any further extension will be will be provided in writing and we will communicate the same to you.

Please also note that the data protection and electronic communication laws do not stop us from sending public health messages to you, either by phone, text or email as these messages are not direct marketing.

It may also be necessary, where the latest technology allows us to do so, to use your information and health data to facilitate digital consultations and diagnoses and we will always do this with your security in mind.

If you are concerned about how your information is being used, please contact our DPO using the contact details provided in this Privacy Notice.
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Privacy Notice for National COVID-19 and Flu Vaccination Programmes
NHS England has established a centralised service for the management of both the COVID-19 and seasonal flu vaccination programmes. This service is supported by a central system, the Immunisation Management System. 
When you attend for your Covid-19 vaccination a record will be made that you have been vaccinated and when. Normally, vaccinations are undertaken in GP settings. However, the delivery of the Covid-19 vaccine is being undertaken in a variety of care settings.   
NHS England is responsible for processing your personal data for the purposes of the national vaccination programme. 
To find out more, you can access the NHS England privacy notice at: 
https://www.england.nhs.uk/contact-us/privacy-notice/

Privacy Notice for Healthy.io
ACR project for patients with diabetes
A programme sponsored by NHS Digital to monitor urine albumin:creatinine ratio (ACR) annually for patients with diabetes. This enables patients with diabetes to test their kidney function from home. We will share your contact details with Healthy.io to enable them to contact you and send you a test kit.  This will help identify patients at risk of kidney disease and help us agree any early interventions that can be put in place for the benefit of your care.  If you do not wish to take part in the service, you have the opportunity to decline when Healthy.io contact you.  If you do not wish to receive any further information from Healthy.io then they will delete any data that they hold about you and we will continue to manage your care within the Practice.  Further information about this is available at: https://lp.healthy.io/minuteful_info/ 

Opt-outs
You have a right to object to your information being shared. Should you wish to opt out of data collection, please contact a member of staff who will be able to explain how you can opt out and prevent the sharing of your information; this is done by registering to opt out online at www.digital.nhs.uk/services/national-data-opt-out-programme This is the National Data opt-out Programme website, or if you are unable to do so or do not wish to do so online, by speaking to a member of staff.
1. OpenSAFELY COVID-19 Service
NHS England has been directed by the government to establish and operate the OpenSAFELY COVID-19 Service and the OpenSAFELY Data Analytics Service. These services provide a secure environment that supports research, clinical audit, service evaluation and health surveillance for COVID-19 and other purposes.
Each GP practice remains the controller of its own GP patient data but is required to let approved users run queries on pseudonymised patient data. This means identifiers are removed and replaced with a pseudonym.
Only approved users are allowed to run these queries, and they will not be able to access information that directly or indirectly identifies individuals.
Patients who do not wish for their data to be used as part of this process can register a type 1 opt out with their GP.
Here you can find additional information about OpenSAFELY 
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[bookmark: _Toc225343186]Introduction

The new General Data Protection Regulation (GDPR) requires the Practice to ensure that our patients are aware of what personal data we hold on them, how we collect that data, how it is stored and with whom it is shared.  

Therefore this fair processing notice explains why Rooley Lane Medical Centre collects information about you and how that information may be used.

All health care professionals who provide you with Direct Care maintain records about your health and any treatment or care you have received previously (e.g. NHS Trust, GP Surgery, Walk-in clinic, etc.). These records help to provide you with the best possible healthcare. 

Please see the list below of information that we hold on you, how it is collected, how it is stored and why we may share it.  Please note that throughout the documentation patients are referred to as ‘Data Subjects’. 
[bookmark: _Toc225343187]What information we hold

As your registered GP practice we hold your health record. This contains sensitive information about you, your health and your wellbeing. The following list provides an example of the type of information (both past and present) that can be held within your record:


Group 1 (basic information)
· Details about you e.g. your name, date of birth, address, marital status, contact telephone numbers, your next of kin and/or carer information (if applicable) and a contact number for them, an email address.

Group 2 (information regarding your health)
· Any contact you have had with the surgery; such as appointments, home visits, telephone consultations, etc.
· Notes and reports about your health 
· Details about your treatment and care 
· Results of investigations such as laboratory tests, x-rays etc
· Referral information 
· Prescription information 
· Past medical history
· New patient registration information including family history

Group 3 (3rd party clinical information which is held electronically) 
·  Relevant information from other health professionals.  For example if you are seen by a clinical 3rd party e.g community staff (District Nurses, Physiotherapist, Midwives, Health Visitors etc).  This information will also be added to your electronic clinical record (unless you decline consent to share this information).
· When you are seen at a hospital this information is also added to your clinical record electronically by the letter being received at the practice and scanned into your clinical record. 
·  Relevant information from relatives or those who care for you

Group 4 (3rd party non-clinical ad-hoc information)
Any other ad-hoc information which has been received at the practice will also be entered into your clinical record e.g. 
· Insurance and/or solicitor information  
· Letters from a patient to the practice 
· Research and/or trial information
· Coroners reports
· Recorded telephone calls
· CCTV images

Group 5 (paper Medical Record Envelope - MRE) 
· Prior to electronic records all health records where held in paper format.  So information prior to 2003 will be held in your paper MRE. 
[bookmark: _Toc225343188]How we collect it

Group 1: 
The information in this group will be collected when you registered at the Practice and/or when changes occur in your circumstances and you inform us of these changes. 

Group 2:
The information in this group will have been collected when you registered at the Practice and from your previous medical history/patient records.  The information will also be added to and/or updated each time you have contact with the practice, information regarding a referral request, investigations/examinations carried out, prescription requests/received etc.
Group 3:
The information in this group will have been collected and/or updated from other external health care professionals e.g. each time you are seen at the hospital, or by a member of the community teams such as District Nurses, Physiotherapists etc. 
Group 4:
The information in this group will have been collected when you have made contact with the practice e.g. in the form of a letter sent in to us, or if you have instructed a 3rd party to act on your behalf e.g. a solicitor or insurance company etc.  If you have instructed a Solicitor, Insurance Company or Research Company to act on your behalf we would never release any information about you without your explicit written consent. 

Depending on the circumstances when a patient dies the clinicians may have to complete a report on certain deaths. 

For monitoring and/or training purposes we recorded all incoming calls to the practice. 
For security and the health and safety of all stakeholders (patients/staff/guests etc) we also have CCTV in and around the building in public areas.  

Group 5:
The information in this group will have been collected from any of the 4 groups above and this information would have been gathered prior to 2003 so would have been in a paper format.  This information will be stored in your paper MRE.   
[bookmark: _Toc225343189]How it is stored and retention period

Storage:
All NHS health records may be electronic, on paper or a mixture of both, and we use a combination of working practices and technology to ensure that your information is kept confidential and secure.

Retention Period:
The Data Protection Act 2018 – Retaining personal data (Principle 5) - does not set out any specific minimum or maximum periods for retaining personal data. Instead the extract below is from the Information Commissioners Office website and says that:

Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
This is the fifth data protection principle. In practice, it means that you will need to:
· review the length of time you keep personal data;
· consider the purpose or purposes you hold the information for in deciding whether (and for how long) to retain it;
· securely delete information that is no longer needed for this purpose or these purposes; and
· update, archive or securely delete information if it goes out of date.

[bookmark: length-of-retention]Although other factors need to be considered as follows: 

Personal Data will need to be retained for longer in some cases than in others. How long you retain different categories of personal data should be based on individual business needs. A judgement must be made about:
· the current and future value of the information;
· the costs, risks and liabilities associated with retaining the information; and
· the ease or difficulty of making sure it remains accurate and up to date.

At the end of the retention period, or the life of a particular record, it should be reviewed and deleted, unless there is some special reason for keeping it. Automated systems can flag records for review, or delete information after a pre-determined period. This is particularly useful where many records of the same type are held.

However, there is a significant difference between permanently deleting a record and archiving it. If a record is archived or stored offline, this should reduce its availability and the risk of misuse or mistake. However, you should only archive a record (rather than delete it) if you still need to hold it. You must be prepared to give subject access to it, and to comply with the data protection principles. If it is appropriate to delete a record from a live system, it should also be deleted from any back-up of the information on that system.
The word ‘deletion’ can mean different things in relation to electronic data. 

[bookmark: _Toc225343190]Please click on the following link for more information on this:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/ 
Why do we [and other organisations] need access to your personal data?

This information means we can provide you with high quality direct care in a safe and effective manner. Being able to see your detailed record allows for an overall picture of your health and wellbeing to be assessed. This then helps us to diagnose and prescribe appropriate courses of treatment to you. This means that the most safe and efficient care is provided to you. We do not want you to have to repeat your medical history and remember every detail, which may or may not be relevant, to every health professional involved in your care. Lack of access to your information may lead to misdiagnosis, inappropriate prescribing of medication or tests and/or ineffective treatment. 
We recognise that you will benefit from other health providers that care for you (either currently or in the future) having access to your electronic health record. This is because they can then make fully informed decisions about the care you require. The reasons for access to the detailed record, mentioned above, apply across the health profession. A shared record ensures that care providers always have the most accurate, up to date information.
In a case where patient data is required for research purposes, we do not provide patient identifiable information. Any data we provide is anonymised or pseudonymised, unless you have given explicit consent.

Anonymised data, is data about you but from which you cannot be personally identified. Anonymised data is any personal data which has been processed so that all identifiers (such as name or NHS number) are removed, minimising the likelihood that the data will identify individuals.

Pseudonymised data is any personal data which has been processed so that all identifiers such as name, address, date of birth and NHS number is removed and replaced with a code which makes it anonymous to those who should not see your identifiable data, but would allow others such as those responsible for providing care to identify an individual. 

Personal identifiable data, is data which relates to a living individual who:
· can be identified either from that data; or
· from that data in conjunction with other information within the possession of the data controller 
[bookmark: _Toc225343191]What do we mean by ‘Direct Care’?

The term ‘Direct Care’ means a clinical health activity concerned with the prevention and investigation and treatment of illness. It includes supporting your ability to function and improve your participation in life and society. It also includes the assurance of safe and high quality care and treatment undertaken by one or more registered and regulated health professionals and their team with whom you have a legitimate relationship for your care purposes.

It does not include access to information for purposes such as insurance, advertising or marketing.
[bookmark: _Toc225343192]How we share your personal data [our practice default]

As your GP practice we have set the following practice settings for all our registered patients whose detailed electronic health record is in our possession and within the clinical computer system, SystmOne. However, we recognise that each of our patients have differing health care needs and you may wish to control yourself how your personal data is shared. This can be done via ‘Your Choice’ stated below.
A) Implied consent to make your record available to all organisations (without verification/security process) for direct care purposes
We assume that you are happy to share your detailed electronic health record to those that care for you.  We therefore, make your record available to all NHS commissioned services using the clinical record computer system, SystmOne. This allows for anyone at these organisations who have the appropriate controls to retrieve your electronic record once you are registered for care. However, these individuals should only legitimately access your record to provide you with care services. They must also record your permission to view your record.
AND/OR
B) Explicit consent to make your record available to all organisations (without verification/security code process) for direct care purposes
We will obtain your explicit consent (permission) to share your detailed electronic health record to those that care for you. By providing your permission, we make your record available to all NHS commissioned services using the clinical record computer system, SystmOne. This allows for anyone at these organisations who have the appropriate controls to retrieve your electronic record, once you are registered for care. However, these individuals should only legitimately access your record to provide you with care services. They must also record your permission to view your record.
Your individual sharing preference will overwrite our organisation’s default sharing setting.
Example of services who might need to view your record
We may also have to share your information, subject to strict agreements on how it will be used, with the following organisations.  These are mainly organisations that will be involved in your direct care and therefore need access to your health record: 
· All GP practices
· Referral triage and Out of Hours call centres (services determining which organisations should care for you)
· Child Health
· Urgent Care (for example A&E, Minor Injury Units and Out of Hours services)
· Palliative Care
· Prisons and custody suites or offender health
· Substance misuse service
· All NHS hospitals – acute and community
· Bradford Teaching Hospitals Foundation Trust
· Bradford District Care Trust services
· NHS Mental Health Services
· Community pharmacies
· Police & Judicial Services
· CQC – Care Quality Commission
· Health and Social Care Information Centre (HSCIC)
· Social Care Services 
· Independent Contractors such as dentists, opticians, pharmacists, coroners 
·    Ambulance Trusts 
·    Voluntary Sector Providers working with or for the NHS, providing services such as social prescribing,    local support groups, health education, advice services, etc.
· Private Sector Providers working with or for the NHS, such as dentists, pharmacies, opticians and care homes.
· Other ‘data processors’ which you will be informed of 

You will be informed who your data will be shared with and in most cases asked for explicit consent for this to happen when this is required.  The only time this would not happen is in regards to life or death situations etc as mentioned above. Under the header - ‘How do we maintain the confidentially of your records’.

In the future we may also use external companies to process personal information, such as for archiving purposes. These companies will be bound by contractual agreements to ensure information is kept confidential and secure.  

The full list of organisations can be seen and updated in your patient online record.
To find out more about these types of organisations please go to the following webpage: https://tpp-uk.com/products/ or talk to a member of your GP practice.
[bookmark: _Toc225343193]Your choice
You may not agree with the health and social care organisations we have chosen to have access to your detailed electronic health record (the practice default). You can therefore control this yourself. Your choice will override our settings. You have the following options:
· No organisations require you to provide a security code (Allowed List) - You can give your permission to allow all NHS commissioned services and local authorities providing health services, using the clinical record computer system, SystmOne, to access your record. This allows for any individual at these organisations (who have the appropriate access controls) to retrieve your electronic record, only after you are registered with them for care. These individuals should only legitimately access your record to provide you with care services and they should always request and gain your consent before doing so.

· All organisations require you to provide a security code (Verification List) - You can require that all health organisations must ask you for a PIN number on your first visit to that service. This allows you to verify/confirm that each individual organisation should have access to your record, as they are legitimately involved in your care. You will require access to either a mobile phone or email account, as a PIN will be sent to you. Alternatively, you will need access to SystmOnline to accept or reject a share request sent to your account by the organisation wishing to view your record. Please contact your GP if you are not enabled for SystmOnline.

· Custom lists - You can put together your own custom lists for access, adding organisations to each of 3 lists i.e. does not require a security code (allowed list), requires a security code (verification list) and cannot access (prohibited list). The functionality for each list will act as described above, but it is you who can determine the level of access, which applies to them. This should be done in conjunction with your GP to ensure you understand the full implications of your decisions. 

· Dissent/Refusal of your permission - You can refuse your permission for your record to become available to all NHS commissioned services and local authorities providing health services, using the clinical record computer system, SystmOne, which prevents us sharing your clinical record to any other organisation involved in your care. Please carefully consider the benefits of sharing your record before choosing this option.

· Marking items as private – If you have had a consultation about a particularly sensitive matter, you can ask for this section of your record to be marked as private. That way, even if you consent for another service to see your record, that consultation will not be shown outside the organisation that recorded it. 

You can make changes to the above* at any time by contacting us or by logging onto your SystmOnline account. (*you cannot add an organisation to the prohibited list yourself, you must speak with your GP first if you wish to do this.)
Available audits
Audits are useful for your understanding about the types of organisation and individual(s) who are viewing your record. They allow you to raise any concerns about potential illegitimate or unnecessary access of your personal data with the relevant person or organisation. The ability to audit record access is a significant benefit of electronic records over paper records as it allows for a visible trail to be available to you in the following ways:
· Alerts - You can opt to receive an alert via SMS or email every time an individual at any health and social care organisation attempts to record your consent to view your record. This means that you can be confident that the appropriate people are viewing your record and you can raise concerns with any organisation where you feel this is not the case.

· SystmOnline Record Audit – You can view which organisations have accessed your electronic health record within SystmOnline. Ability to access this audit in SystmOnline is controlled by your GP. Any concerns about access can be raised with the relevant organisation. 

· Record Sharing List – You can ask your GP practice to show you a list of all health and social care organisations currently caring for you and whether they have recorded your consent or dissent to view your record. If you disagree with the consent options recorded then you, or your GP, should contact those organisations and ask them to amend the setting.
[bookmark: _Toc225343194]How do we maintain the confidentiality of your records? 

We are committed to protecting your privacy and will only use information collected lawfully in accordance with: 
• GDPR
• Human Rights Act 1998 
• Common Law Duty of Confidentiality 
• Health and Social Care Act 2012 
• NHS Codes of Confidentiality, Information Security and Records Management 
• Information: To Share or Not to Share Review 

Every member of staff who works for an NHS organisation has a legal obligation to keep information about you confidential.  All Rooley Lane Medical Centre staff sign a confidentiality agreement at the start of their employment.  They then carryout annual mandatory Information Governance training, which includes all aspects of confidentiality, Data Protection, keeping information secure etc.

We will only ever use or pass on information about you if others involved in your care have a genuine need for it. We will not disclose your information to any third party without your permission unless there are exceptional circumstances (i.e. life or death situations), where the law requires information to be passed on and / or in accordance with the new information sharing principle following Dame Fiona Caldicott’s information sharing review (Information to share or not to share) where “The duty to share information can be as important as the duty to protect patient confidentiality.” This means that health and social care professionals should have the confidence to share information in the best interests of their patients within the framework set out by the Caldicott principles. They should be supported by the policies of their employers, regulators and professional bodies.
[bookmark: _Toc225343195]How to access your personal information 

You have a right under the GDPR to request access to view or to obtain copies of what information the surgery holds about you and to have it amended should it be inaccurate. In order to request this, you need to do the following: 
• Your request must be made in writing to the Practice – for information from the hospital you should write directly to them 
• We are required to respond to you within 30 days 
• You will need to give adequate information (for example full name, address, date of birth, NHS number and details of your request) so that your identity can be verified and your records located 
[bookmark: _Toc225343196]Consent information

When asking for your consent to process your information we will follow the following points:-
· Consent will always be obtained if it is the most appropriate lawful basis for processing your information.  
· The request for consent will be prominent and separate from our terms and conditions.
· We will ask you to positively opt in, this means we will not uses pre-ticked boxes or any other type of consent by default. 
· We will always use clear, plain language that is easy to understand.  If you are uncertain of what anything means, please ask for an explanation prior to signing your consent. 
· We will always specify why we want the data and what we’re going to do with it.
· We give granular options to consent to independent processing operations e.g it will be specific for each processing operation, not vague or blanket consent.
· We will name our organisation and any third parties involved as part of the consent form.
· You have the right to withdraw your consent at any time; this will be included on the consent form.
· You have the right to refuse consent without detriment.
· We do not make consent a precondition of a service if appropriate.
· We offer online services directly to children this will include age-verification and parental consent measures are in place.  Once a child becomes 11 years old the parental consent will be withdrawn (in line with NHS England guidance) and a Gillick Competency test will be carried out on the child.  The 'Gillick Test' helps clinicians to identify children aged under 16 who have the legal capacity to consent to medical examination and treatment. They must be able to demonstrate sufficient maturity and intelligence to understand the nature and implications of the proposed treatment, including the risks and alternative courses of actions.
· We will record how and when we gained your consent and exactly what you were told at the time. 
· We will regularly review consents to check that the relationship, the processing and the purposes have not changed.
· We will refresh consents as appropriate e.g. when changes occur this will include parental consent.
· Any withdrawals of consent will be acted on as soon as we can.  
[bookmark: _Toc225343197]How to object  

Should you have any concerns about how your information is managed at the Practice, please contact the Practice Manager. If you are still unhappy following a review by the Practice, you can then complain to the Information Commissioners Office (ICO) via their website (www.ico.gov.uk). 

If you are happy for your data to be extracted and used for the purposes described in this privacy notice then you do not need to do anything. If you have any concerns about how your data is shared then please contact the practice. 
[bookmark: _Toc225343198]Changes in your details

It is important that you tell the person treating you if any of your details such as your name or address have changed or if any of your details such as date of birth is incorrect in order for this to be amended. You have a responsibility to inform us of any changes so our records are accurate and up to date for you. 
[bookmark: _Toc225343199]Registration with the Information Commissioners Office 

The GDPR requires organisations to register a notification with the Information Commissioner to describe the purposes for which they process personal and sensitive information. 
This information is publicly available on the Information Commissioners Office website www.ico.org.uk 
The practice is registered with the Information Commissioners Office (ICO). 
[bookmark: _Toc225343200]Data Protection Impact Assessment (PIA)

To assess the risk to the data subject all information flow at Rooley Lane Medical Centre will have had a Data Protection Impact Assessment (PIA) carried out and a completed Risk Template to determine the risk.  From this we will then make changes as appropriate to mitigate the risk.  Each PIA and Risk template carried out will be shown with the associated heading in this Privacy Notice. 
[bookmark: _Toc225343201]Who is the Data Controller? 

The Data Controller is:  Rooley Lane Medical Centre
The Data Protection Officer:  can be contacted via the Practice Manager Anita Summerfield (tel 01274 223118) 
[bookmark: _Toc225343202]Legal basis for holding and processing personal data

All Healthcare providers hold data subject information under a duty of confidence and all NHS staff are bound by confidentiality rules.  Healthcare providers generally operate on the basis of implied consent to use data subjects’ information for the purpose of Direct Care, without breaching confidentiality.  Therefore consent for direct care is industry practice in that context.  Due to the changes in the law in regards to GDPR this type of assumed implied consent is not appropriate as a clear affirmative to qualify as explicit consent for special category data.  Therefore we have to identify another lawful basis e.g. Article 9 (2) (h) below. 

Under GDPR, GP Practices have to establish both a lawful basis and a special category condition to process special category data.  The information below is an extract from the Information Commissioners Office Website.  Please click on the link below for more information.

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/ 

The lawful bases for processing are set out in Article 6 of the GDPR. At least one of these must apply whenever we process personal data:           
(a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.
(b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.
(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).
(d) Vital interests: the processing is necessary to protect someone’s life.
(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.
(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)

Due to the nature of the data we hold e.g. special category data; we also have to comply with the conditions for processing special category data Article 9 (2) of the GDPR.  The information below is an extract from the Information Commissioners Office Website and lists the articles that are applicable to GP practices.  Please click on the link below for more information on all the articles.

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/special-category-data/ 

(a) the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject;
(c) processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent;
(e) processing relates to personal data which are manifestly made public by    the data subject;
(f)  processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;
(h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;
(i)  processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy;
[bookmark: _Toc225343203]Data Subjects rights 

You (the patient) are the data subject in this context.
Under GDPR Data Subjects (Patients) have the following rights:

· The Right to Data Portability
This allows individuals to obtain and reuse their personal data for their own purposes across different services. It allows them to move copy or transfer personal data easily from one IT environment to another in a safe and secure way, without hindrance to usability. Some organisations in the UK already offer data portability through the ‘midata’ and similar initiatives which allow individuals to view access and use their personal consumption and transaction data in a way that is portable and safe. It enables consumers to take advantage of applications and services which can use this data to find them a better deal, or help them understand their spending habits.

· Right of Erasure
The right to erasure is also known as ‘the right to be forgotten’. The broad principle underpinning this right is to enable an individual to request the deletion or removal of personal data whether there is no compelling reason for its continued processing. GP practices and other healthcare providers are EXEMPT form this.

· Right of Rectification
Individuals are entitled to have personal data rectified if it is inaccurate or incomplete. If you have disclosed the personal data in question to third parties, you must inform them of the rectification where possible. You must also inform the individuals about the third parties to whom the data has been disclosed where appropriate.

· Right of Access
Under the General Data Protection Regulation (GDPR), individuals will have the right to obtain: confirmation that their data is being processed; access to their personal data; and other supplementary information. These are similar to existing subject access rights under the DPA. The GDPR clarifies that the reason for allowing individuals to access their personal data is so that they are aware of and can verify the lawfulness of the processing.


· Right to Restrict Processing
Under the DPA, individuals have a right to ‘block’ or suppress processing of personal data. The restriction of processing under the GDPR is similar. When processing is restricted, you are permitted to store the personal data, but not further process it. You can retain just enough information about the individual to ensure that the restriction is respected in future.

· Right to be Informed
The right to be informed encompasses your obligation to provide ‘fair processing information’, typically through a privacy notice. It emphasises the need for transparency over how you use personal data.

· Right to Object
Individuals have the right to object to: processing based on legitimate interests or the performance of a task in the public interest/exercise of official authority (including profiling); direct marketing (including profiling); and processing for purposes of scientific/historical research and statistics.

· Rights Related to Automated Decision Making and Profiling
The GDPR provides safeguards for individuals against the risk that a potentially damaging decision is taken without human intervention. These rights work in a similar way to existing rights under the DPA. Identify whether any of your processing operations constitute automated decision making and consider whether you need to update your procedures to deal with the requirements of the GDPR.

Information regarding each of these rights can be found on the Information Commissioners website or by clicking on the link below: 
www.ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
[bookmark: _Toc225343204]Complaints/concerns/queries 

Whilst you are registered at Rooley Lane Medical Centre, we are only the gatekeeper of YOUR health record.  If you have any complaints, concerns or queries about any aspect of how your personal data is collected, held, stored or who it is shared with you have the right to discuss this with us.  You also have the right to change your mind at any time to anything that you have consented to or not consented to.  Please speak to the Practice Manager if you have any concerns, questions or complaints about any aspect of this Patient Privacy Notice.   

If you are still unhappy following a review by the Practice you can then complain to the Information Commissioners Office (ICO). https://ico.org.uk/make-a-complaint/ , telephone: 0303 123 1113 (local rate) 
[bookmark: _Toc225343205]Further information is available from:

www.tpp-uk.com 

www.ico.org.uk 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance    

https://digital.nhs.uk/services/data-security-and-protection-toolkit   

[bookmark: _Toc225343206]Appendix 1

[bookmark: _Toc225343207]INFORMATION FLOWS – details about each flow
Referral process
The practice is frequently required to share data subjects’ personal data – more specifically, personal details and healthcare records between organisations e.g. sharing of data between Rooley Lane Medical Centre and one of the NHS hospitals or Private Clinics.  These could be in the West Yorkshire area or further afield depending on the patients choice.  This is a requirement to ensure that data subjects receive the necessary care and treatment appropriate with their clinical condition(s).  The options for the referral will always be discussed between the Clinician and the Data Subject.  The Data Subject will then give consent (if appropriate) as stated above – sharing in-out.  If the share is agreed this end the ‘referred to’ organisation would still ask the data subject for consent to access the Data Subjects health record. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI01)
 
Patient Call Board
The Practice has an electronic patient call board in the waiting room which is used to call patients into the consulting room.  This is used to save time for the clinicians so that they can call you instantly.  The information shown on the screen includes your name and which clinician you are seeing.  If you have any objection to this information being shown on the screen, please inform the receptionist at the point of booking the appointment so that a note can be added to your appointment.

Please click here to find the completed PIA and Risk template in appendix 2 (PI02)

Recording telephone calls
The Practice will be able to provide patients with a more holistic and personalised care with cloud-based telephony, and features such as, call recording & call back facility and system integration will help to achieve this. The aim of the X-on Surgery Connect platform is to improve communications between healthcare staff and patients resulting in improved outcomes, experience and productivity.
X-on Surgery Connect is approved by NHS England to be used by GP practices and the other systems involved in patient care. NHS England has a lengthy assurance process to make sure they meet the highest standards of safety and security. Your data is safe and is shared only with your GP Practice. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI03)

Recording CCTV images/external hard drive 
For safety and security purposes we have a number of cameras in and around the Practice.  All information is recorded and stored in real time.  This information is on a 30 day cycle so it is constantly being overwritten with newer images.  These images are never looked at unless we have an incident e.g. a theft etc. If there is a need to look at any of the images, this will only be carried out by a member of the Management team.  If necessary the image from the time of the incident may be stored on an external drive, the images would then always be deleted as soon as they are no longer needed. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI04)

Consented information
You may have consented to information being shared about you e.g. you have signed up to one of the following services:-
· Online services 
· Systm online – this is where you have access to your electronic clinical record which includes ordering your prescriptions electronically, booking appointments electronically and accessing your coded clinical record (e.g. long term health conditions).  This information is accessed by you registering for this service; you are then given a username and password.  It is then YOUR responsibility who you allow to access this information.  The practice would always encourage you to not allow anybody else to have access to this information as it is confidential to you, although it is ultimately your choice if you choose to share this access with anybody else.
 
Please click here to find the completed PIA and Risk template in appendix 2 (PI05)

· SMS – this is where you agree to receive a text messaging service from the practice e.g. receiving confirmation of booked appointment, a reminder service for booked appointments.  Any ad-hoc relevant messages that the practice may send you e.g. flu injections.  You have to complete a consent form to sign up to this service.
  
Please click here to find the completed PIA and Risk template in appendix 2 (PI07)

· Email address – you can sign up to receive the Practice Newsletter electronically.  If patents would like to receive the newsletter electronically they can do so by completing an explicit consent form.  By signing this form you can specify what you are giving consent to receive e.g. just the practice newsletter or the practice newsletter and anything else relevant to the practice.  This would include practice events, new services, information regarding surveys or requests from the practice for patient views on different aspects of the services we provide.  PPG and PHC members have also agreed and signed a consent form to state that they are happy to receive emails regarding events and minutes etc. 
 
Please click here to find the completed PIA and Risk template in appendix 2 (PI20)

· Repeat dispensing and/or Electronic Transfer of Prescriptions (ETP) - again this is what you would have signed a consent/nomination form for.  By signing the form you are agreeing that the practice can send your prescriptions electronically to the Pharmacy of your choice (nomination).  You have the right to change your nominated Pharmacy at any time and it should always be your choice of preferred Pharmacies. If you do want to change your nominated Pharmacy you need to sign a form with the new Pharmacy of your choice.  It does not get changed by the Practice.

Please click here to find the completed PIA and Risk template in appendix 2 (PI06)

· Summary Care Record (SCR) – this was introduced a number of years ago.  Prior to it being introduced nationally, it was heavily publicised so that all patients where made aware that they had the option to opt-out of there SCR being shared.  If you have a SCR this can provide those involved in your care with faster secure access to key information about your health from your GP record.  This means if you happen to be seen anywhere else in the country the person providing the care is able to access your basic care record which includes your name, a summary of your health, any allergies you may have and your acute and current medication.  The reason for this information being shared is so that the person treating you is then able to make a thorough assessment of your health needs with the knowledge of your past medical history.  Since this was introduced all new patients now have the option to opt-in or opt-out of this at the point of registration. 
Enriched Summary Care Record (eSCR) – this is a more detailed SCR, it includes all the information listed above but can include other information which you consent to being included.  The reason for this is so that the person providing the care to you has all the relevant history about you not just the items listed above.  The only way this information can be added to your SCR is by you having a discussion with a member of the clinical team and you giving your explicit consent to the relevant information being added to your basic SCR.

Please click here to find the completed PIA and Risk template in appendix 2 (PI08)

· Sharing in-out with other clinical teams – Following the Information Commissioners Office requirements and our Clinical Commissioning Group recommendations our practice has set the following default setting for all our registered patients whose detailed electronic health (and where applicable social care) record is in our possession and within the clinical computer system, SystmOne.  

· Implied Consent to make your record available to all organisations (without verification/security process) for direct care purposes. 

And/Or 

· Explicit consent to make your record available to all organisations (without verification/security code process) for direct care purposes. 

If the record is shareable, the clinical details will only be viewable by clinical teams who are treating the Data subject and only once they have asked the Data subject for permission to access the clinical record. 

Data subjects also have the right to make any part of their record private e.g. not shareable.  All accesses are recorded and auditable.    

More information regarding Choice can be found on Page 7 above. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI09)

Ways we receive mail

Electronically 
Every day the practice will receive electronic mail regarding patients.  This is sent to us electronically via a secure email account.  The mail is then imported into our clinical system and deleted from the email account. 
Some mail is also imported directly into our clinical system e.g. as discussed above in regards to sharing in and out.  

Internal mail
Hospital letters – we have a van man who works on behalf of the hospital trust who brings us our internal mail from the local hospitals.  He also takes our samples with him back to the relevant laboratories to be tested.  

Internal mail from Primary Care Support England (PSCE) – this is the body that transports, collects and stores the medical records for all movements from one GP practice to another.  They also store the records for deceased patients and patients who have moved abroad (although these records are only kept for a certain number of years).  Below is a description of what occurs when a patient registers or moves away from the practice.
· When you register you will complete some documentation, we will then add you onto our clinical system.  Your information will be sent to the clinical server at PCSE, they will then request your previous medical records from your previous practice. 
· Once your previous practice receive the request to send on your medical notes these will be collected by City Sprint (who work on behalf of PCSE).  They will then be taken to PCSE who will then arrange for the records to be sent on to us – again via City Sprint. 
· When a patient is added or removed from a Practice the electronic patient record will be sent automatically via GP2GP if the two computer systems are compatible with each other.  This means your electronic patient record is with your new practice straight away instead of waiting for your paper records to be delivered.  If you move to Scotland or Wales, we will print out your full medical record and then sent to your new practice through City Sprint.

PCSE – also record information on certain areas of your health care e.g. when a smear test was carried out or when children have vaccinations etc.  This information is relevant to keep your information up-to-date and to allow for patients to be added to the appropriate recalls so that you are sent letters when you are due tests/vaccinations etc.  This information can be accessed via the Practice and we keep this up-to-date although these letters are not sent via the Practice. 

External mail
Royal mail – we may receive mail regarding patients in the Royal Mail.  This includes any mail that patients have sent to us e.g. prescription requests etc.  We may also receive mail from other NHS organisations or Health care organisations that do not have an internal method of sending mail to us.
Please click here to find the completed PIA and Risk template in appendix 2 (PI10)

Payments and invoicing for Enhanced Services carried out at the Practice 
Certain elements of the services we provide are classed as enhanced services and are paid for on a cost per patient basis.  This means your information may be shared if you have received treatment, to determine which Integrated Care Board is responsible for paying for you treatment.  This information may include any of the following: your name, address, NHS number and treatment date.  All of this information is held securely and confidentially; it will not be used for any other purpose or shared with any 3rd parties.    

As a practice we also purchase and provide certain injections that are then administered to patients.  For some of the injections we then have to send a prescription (which will include the patients name and address) to the Prescription Pricing Authority.  This has to be sent via external mail so it is always sent by a secure method e.g. recorded delivery.

As previously stated every member of staff who works for an NHS organisation has a legal obligation to keep information about you confidential. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI11)
Please click here to find the Prescription Pricing Authority information under Business Standards in appendix 3 

Mail sent out by the Practice

Royal Mail
Sometimes we have to send mail out to patients e.g. if we are unable to contact patients via the telephone.  If we are unsure of an address we would normally send out a registration questionnaire to an address that does not include any patient identifiable information.  The reason for sending this out is so that we can be sure that we have correct address information for our patients.  Ultimately it is the patients’ responsibility to keep us informed of where they are living so that no mail is sent out to an incorrect address. 

DocMail 
We often have to send out recall letters to patients who are due reviews, injections etc.  This type of letter would often be sent via a 3rd Party company that we use called DocMail.  The only information they are sent is your name, address and the body of the letter.  They have no access to any other parts of your medical record.  They have strict guidelines that they have to follow in regards to your confidentiality and have to comply with GDPR also.  They only hold the information from the data we send for a maximum of 28 days, therefore all information is permanently deleted from their system within 28 days of us sending it. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI12)
Please click here to find DocMail Privacy Notice in appendix 3 

Meetings and minutes
Patients can sometimes be discussed at practice meetings.  As a practice we have to minute every meeting so this may include patient information.  If this occurs the information will only include the patients NHS number and/or names, the minutes are then only available to relevant staff members.  Minutes kept on our practice shared drive and on Teamnet. This could also include complaints raised by a patient or on behalf of a patient.  

Patients attending meetings – we have a Patient Participation Group and Practice Health Champions, both group members attend meetings at the practice.  The minutes from the meetings have to be made available on our Practice Website so the minutes will only include the patients Initials – this is always agreed with the patient when joining the groups.  The groups can also work in our practice waiting room on behalf of the practice e.g. informing patients how to use the Ipad, assisting with completing patient surveys, forms etc.  This work could involve gaining patients personal information, prior to any of the groups helping with this sort of work a DBS check is carried out on the group member and they also read, agree and sign our confidentially agreements. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI13)

Medicine Management 
To assist with the clinical workload and to relieve work pressure on GPs to allow them to spend more time with patients with complex medical needs, the Practice have employed two pharmacists from a 3rd Party organisation called Prescribing Support Service (PSS).  
Having a pharmacist as part of the clinical team within a practice can free up significant GP time as they can manage prescribing, which includes reviewing medicines, reconciliation of letters and discharge forms, addressing patient compliance and managing repeat prescribing systems. 
Key activities the Pharmacist will carry out:-
· Managing repeat prescribing
· Medication reviews
· Processing hospital discharge summaries and letters
· Responding to acute prescription requests
· De-prescribing of unused and unnecessary items
· Complex polypharmacy reviews
· Complex chronic disease reviews
· Medication queries from clinicians, practice team, patients
· GP registrar/medical student education

The company - Prescribing Support Service (PSS) - are bound by contractual agreements to ensure your information is kept confidential and secure.  All staff members will also read, agree and sign our Practice Confidentiality agreement.

Please click here to find the completed PIA and Risk template in appendix 2 (PI15)
Please click here to find PSS Privacy Notice in appendix 3 

Research 
From time to time the practice may be involved in certain research groups if we feel that it would benefit our patients or the NHS.  If we do participate in this it will be either anonymised data e.g. statistical information being passed on to the research company or it may be patient involvement.  If it is patient involvement the research company may want to invite patients who have certain conditions to participate in a trial and/or research.  This will happen by us running a search to identify the patients; all patients will receive a letter explaining about the research and asked if they would like to take part in the research/trial.  If they do they will then have the option to send the consent form to the research company.  At no point prior to the patient consenting to participate in the research, will the company have any patient identifiable information.  All staff involved in the research will be bound by strict confidential guidelines to make sure that your confidential information is kept secure.  
The following link takes you to the NHS Health Research Authority website which gives you information on how your information is processed by the research company. https://www.hra.nhs.uk/about-us/governance/ 

Please click here to find the completed PIA and Risk template in appendix 2 (PI16)

Destruction – confidential waste
Rooley Lane Medical Centre takes the destruction of confidential waste very seriously.  All staff are aware of the importance of confidentiality and complete annual training in this area.  To assist with the destruction of confidential waste we have employed a specialist company to destruct our confidential waste. 

All confidential waste is placed into a locked console (only the Practice Manager has the key).  This is then collected and destroyed on our Practice site by a specialised Shredding Company (Shred-It) every 4 weeks.  This company is also bound by contractual agreements to ensure confidentiality of all information that is being destroyed, please see Shred-Its Privacy Notice below for more information regarding the security measures they have in place to safely destroy our confidential waste.

Please click here to find the completed PIA and Risk template in appendix 2 (PI17)
Please click here to find Shred-It Privacy Notice in appendix 3 

Photocopier and Scanners
The practice uses different office equipment, which is used to process data subject information as follows:-  

Photocopier – this has a hard drive but this is not used/accessed for what we use the machine for e.g. just to photocopy documents.  The hard drive is there for using the machine to its full capacity e.g. it can be used for storing fax numbers, email addresses, linking up to PCs etc.  We have no intention of using the machine this way, so no information is stored. This machine is not linked up to the internet either so there is no way that anyone could gain unauthorised access to the photocopier. 

Scanners – data subject information can be scanned on the scanners and then the information is directly stored straight into our computer system.  Therefore no data subject information is stored on the scanners. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI18)


Clinical Machinery
We have a number of clinical machinery that is used in Practice as follows: 

1. Finger Pulse Oximeter – this is transmitted live to a device as a totally anonymous reading. It is then emailed to a secure NHS email account so that it can be printed off.  The Data subjects name is then handwritten on the printout and scanned into the data subject’s clinical record. The email is then deleted straight away. The Finger Pulse Oximeter does keep the ECGs but it is entirely anonymous e.g. just a reading no other data is stored.
2. Electronic weighing scales – no mechanism to store any data
3. Electronic waiting room Blood Pressure Machine – this machine prints out the data subjects BP reading and pulse, but it is only the reading no other data is added.  This machine has no facility to store the data at all. 
4. Hand held Blood pressure machines that we loan out – these machines have no facility to store any data.
5. Spirometry – this machine is linked directly to our computer system so the data is directly imported into the computer system.  Therefore no data is held on the Spirometer. 
6. 24 hour Blood Pressure – this machine is linked to a ‘cloud’ (a means of storing and accessing data and programs over the internet) through a company called Technomed.  So no data subjects information is held on the machine itself.  Instead the information is stored in the ‘cloud’; this is then linked directly onto our computer system. Please see below for more information.
7. ECG – data subject information is added to a docking station (this is an electronic device), this is then linked to the ‘cloud’ and then imported into the data subject computer record.  The information is then immediately deleted from the docking station so it is not stored on the machine. 

The machinery listed in 1-5 does not hold, store or retrieve any data subject information so they do not require a PIA completing. 
Items 6-7 use a ‘cloud’ to store information so that it can then be accessed and imported into our Clinical System.  We use a ICB recommended company called Technomed for this service. 

Please click here to find the completed PIA and Risk template in appendix 2 (PI19)
Please click here to find Technomed Privacy Notice and web link in appendix 3 

Secure digital platform for trainee healthcare professional (IConnect)
The practice implements a secure digital platform called IConnect which We have a number of clinical machinery that is used in Practice as follows: enables trainee healthcare students, healthcare professionals, supervisors, and trainers to record, share, and review learning and practice-based activities through a role-based login system. Once uploaded, recordings, reflective notes, or case-based discussions can be selectively shared with supervisors, trainers, or peer groups within the organisation, or across partner institutions.
The platform provides tools that enable analysis of recorded practice, structured feedback, and reflective discussion in line with high-quality professional education and training standards. Trainees and professionals can use iConnect to reflect on their clinical practice, receive constructive input from supervisors, and access examples of best practice. Over time, the system supports healthcare professionals to refine their clinical and professional skills, strengthening both individual competence and overall quality of care.
Please click here to find the completed PIA and Risk template in appendix 2 (PI22)


Practice Website – Data Collection & Cookies Policy
We employ a 3rd party company to hold and maintain our Practice Website called My Surgery Website.  For the website to function correctly it uses cookies.  You can delete cookies at any time. Information regarding cookies and what to do to delete them can be found at the bottom of the home page on our Practice website www.rooleylanemedicalcentre.co.uk

You can also view the 3rd party companies Privacy Notice and other information on our Practice Website this will include Data Collection, storage etc.  

Please click here to find My Surgery website Privacy Notice in appendix 3 
[bookmark: _Appendix_2]
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	Ref No
	Name
	Impact Assessment
	Risk Template

	PIO1
	Referral Process
	

	


	PI02
	Call Board
	

	


	PI03
	Recording Telephone Calls
	

	


	PI04
	CCTV
	

	


	PI05
	Systm Online
	

	


	PI06
	Repeat Dispensing and Electronic Transfer of Prescriptions
	

	


	PI07
	SMS
	

	


	PI08
	SCR and eSCR
	

	


	PI09
	Sharing in/out of health records
	

	


	PI10
	Ways we receive mail
	

	


	PI11
	Payments and invoicing 
	

	


	PI12
	How we send mail out
	

	


	PI13
	Meetings and Minutes
	

	


	PI15
	Medicines Management
	

	


	PI16
	Research
	

	


	PI17
	Confidential Waste 
	

	


	PI18
	Office Machinery
	

	


	PI19
	Clinical Machinery 
	

	


	PI20
	Collection of email address
	

	


	PI21
	Accelerated Online Access
	

	

	PI22
	IConnect
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Further information and useful web links – including Privacy Notices and information regarding the companies that we use

If you would like further information please look at the following links 

Information Commissioners Office:
www.ico.org.uk
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/ 
 
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/ 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/special-category-data/ 

www.ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/

NHS & IT systems:
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance    

https://digital.nhs.uk/services/data-security-and-protection-toolkit   
Our Clinical Computer system: 
www.tpp-uk.com 
NHS Research:

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/  



Individual companies we use – Privacy Notices and/or information:

	Company
	Connected to PIA ref number
	Privacy Notice
	Additional information

	My Surgery Website (Practice Website)
	Not applicable
	

	

	DocMail (How we send out letters)
	PI12
	

	



	Shred-It (destruction of confidential waste)
	PI17
	

	


	Business Standards Authority
	PI11
	

	www.nhsbsa.nhs.uk/privacy


	Technomed (ECG Cloud)
	PI19
	https://ecg-od.com/privacy-policy/ 
	

	Numed (Spirometer)
	Not applicable
	https://www.numed.co.uk/privacy-policy 
	



	X-ON (phone provider)
	PI03
	https://help.x-onweb.com/en/articles/108682-privacy-notice 
	


	Teamnet (policies and meeting minutes)
	PI13
	https://agiliosoftware.com/policies/agilio-general-privacy-policy/ 
	

	Interface Clinical Services (Research)
	PI16
	


	

	IConnect
	PI22
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GDPR_ Data Protection Impact Assessment (DPIA) - Surgery Connect v3.pdf
SURGERY CONNECT

Data Protection
Impact Assessment

Step 1: Identify the need for a DPIA

Explain broadly what the project aims to achieve and what type of processing it
involves. You may find it helpful to refer or link to other documents, such as a
project proposal. Complete the checklist to assess whether a DPIA is required.

The Project is designing a product that will:

d Use systematic and extensive profiling or automated decision-making to
make significant decisions about people.

v/ Process special category data or criminal offence data on a large scale.

[ Systematically monitor a publicly accessible place on a large scale.

v Use new technologies.

[ Use profiling, automated decision-making or special category data to help
make decisions on someone’s access to a service, opportunity or benefit.

[ Carry out profiling on a large scale.

d Process biometric or genetic data.

d Combine, compare or match data from multiple sources.

v Process personal data without providing a privacy notice directly to the

individual.

[ Process personal data in a way which involves tracking individuals’ online or
offline location or behaviour.

[ Process children’s personal data for profiling or automated decision-making
or for marketing purposes, or offer online services directly to them.

d Process personal data which could result in a risk of physical harm in the
event of a security breach.

xXon CLOUD COMMUNICATIONS
GOOD CALL 0333 332 0000 = www.x-on.co.uk






SURGERY CONNECT

We consider carrying out a DPIA if we plan to carry out any other:

[ Evaluation or scoring.
Automated decision-making with significant effects.
Systematic
Processing of sensitive data or data of a highly personal nature.
Processing on a large scale.
Processing of data concerning vulnerable data subjects.

Innovative technological or organisational solutions.

OO N 0O s o0

Processing involves preventing data subjects from exercising a right or using
a service or contract.

xXon CLOUD COMMUNICATIONS
GOOD CALL 0333 332 0000 = www.x-on.co.uk






SURGERY CONNECT

Step 2: Describe the processing

Describe the nature of the processing: how will you collect, use, store and delete
data? What is the source of the data? Will you be sharing data with anyone? You
might find it useful to refer to a flow diagram or another way of describing data

flows. What types of processing identified as likely high risk are involved?

Surgery Connect is a telephony system and as such processes call data records
between callers and our customer health organisations

The diagram below shows data flows. Surgery Connect customers access the data
through user consoles

Callers

In and sutbound
telephone
conversations

Surgery Connect
customers

Data is not shared outside the scope of Surgery Connect contracts.

The call data records contain telephone numbers which are considered under GDPR
as non-sensitive personal identifiers and for Surgery Connect there is no
association with patient names or other personal identifiers. Telephone numbers
however are subject to the highest security controls.

Where surgeries have integration with a clinical system such as Emis, connection is
made via the clinical systems’ secure api by passing the telephone number to

xXon CLOUD COMMUNICATIONS
GOOD CALL 0333 332 0000 = www.x-on.co.uk






RGERY CCNNECT

identify the patient’s record. No associated patient data is stored on Surgery
Connect and remains under the domain of the clinical system. [Phone call data is
processed in the normal way during surgery connect processing. The EMIS
integration receives an event on the local client PC to indicate that a phone call has
started.

The application does a local EMIS lookup to get non clinical patient data - name,
date of birth, patient ID. The name and date of birth stays locally within the
application on the PC.

The patient ID is transmitted back to x-on to be stored against the phone call
record as a log of phone calls related to that patient.

SMS -the local application can also send SMS to the active patient. This involved
the patient’s mobile number and sms message content being submitted to us to
deliver the SMS. This is again logged against the patient ID.

Patient ID is not considered a personal identifier in the context of personal
information as it is not of any use except if you have access to the heavily secure
EMIS application at the doctors surgery.]

For surgeries that choose not to record calls, call records are kept for the
contracted data retention period. Call records are retained for a minimum of 12
months in accordance with the absolute minimum specified to meet the NHS
contractual requirement.

Where a user account record with associated call records has been deleted, either
logically or physically, the call recordings may no longer be visible or accessible
from the user interface. The associated call records remain in the secure file storage
for the defined retention period.

Call recordings have the potential to contain sensitive health data including data
from vulnerable data subjects and are subject to the strictest security controls. The
processing per se is not considered high risk.

Data is retained in accordance with the contractually agreed retention period, most
commonly 36 months. The 36 month call retention period complies with the NHS
standard data retention period for calls not part of health records in line with
Records Management Code of Practice for Health and Social Care 2016 data
retention schedules. The code of practice advises the transfer of any relevant
information from call recordings into the main health record through transcription
or summarisation. Call handlers may perform this task as part of the call for
surgeries that have the clinical system integration such as EMIS. Where it is not
possible to transfer clinical information from the recording to the health record the
recording must be considered as part of the record and be retained accordingly.

CLOUD COMMUNICATIONS
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How the individual customers transfer any data they consider to constitute part of
the patient's record to their health record is outside of the scope and under the
control of the individual surgery. Call recordings can be downloaded by surgeries
to their secure data stores outside of the control of Surgery Connect.

All call recording data is permanently deleted by internal processing after agreed
retention periods.

Call data records are subject to Ofcom regulated retention periods.

Describe the scope of the processing: what is the nature of the data, and does it
include special category or criminal offence data? How much data will you be
collecting and using? How often? How long will you keep it? How many individuals
are affected? What geographical area does it cover?

Surgery Connect processes call data records between patients and health
organisations. The call data records contain telephone numbers which can be
considered non-sensitive personal identifiers. Call recordings have the potential to
contain sensitive health data including data from vulnerable data subjects.

The data is operational and the system is active 24x7. Projected figures suggest up
to 100 million call records will be processed per annum.

The number of single callers cannot be sensibly estimated. Most callers and all
health providers will be UK based.

Data is retained in accordance with the contractually agreed retention period, most
commonly 36 months.

All data is permanently deleted by internal processing after agreed retention
periods

x.on CLOUD COMMUNICATIONS
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URGERY CONNECT

Describe the context of the processing: what is the nature of your relationship with
the individuals? How much control will they have? Would they expect you to use
their data in this way? Do they include children or other vulnerable groups? Are
there prior concerns over this type of processing or security flaws? Is it novel in any
way? What is the current state of technology in this area? Are there any current
issues of public concern that you should factor in? Are you signed up to any
approved code of conduct or certification scheme (once any have been approved)?

X-on has no relationship with individual callers. X-on acts as a data processor in
relation to any personal data for and on behalf of the Surgery Connect customer,
who remains the data controller in relation to such personal data.

Voice over IP (VolP) technology is well proven.
X-on is ISO 27001 certified
All data is securely held in UK data centres under the control of X-on as governed

by the NHS IGT (Information Governance Toolkit) regulations. X_on is an approved
supplier

Describe the purposes of the processing: what do you want to achieve? What is the
intended effect on individuals? What are the benefits of the processing for you, and
more broadly?

Surgery Connect provides a telephone system for Surgery Connect customers. X-on
makes the data available to the customer. The benefit to X-on is commercial gain
through providing the system to the customer and X-on has no further interest in
the data processed.

xXon CLOUD COMMUNICATIONS
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Step 3: Consultation process

Consider how to consult with relevant stakeholders: describe when and how you will
seek individuals’ views — or justify why it’s not appropriate to do so. Who else do
you need to involve within your organisation? Do you need to ask your processors
to assist? Do you plan to consult information security experts, or any other experts?

X-on acts as a data processor and has no relationship with individual callers so
seeking their views is not appropriate.

The responsibility for monitoring data protection compliance within the
organisation rests with the Data Protection Officer. It is the responsibility of X-on’s
Network Team to provide adequate protection and confidentiality of all corporate
data and proprietary software systems, whether held centrally, on local storage
media, or remotely, to ensure the continued availability of data and programs to all
authorised members of staff, and to ensure the integrity of all data and
configuration controls.

Step 4: Assess necessity and proportionality

Describe compliance and proportionality measures, in particular: what is your lawful
basis for processing? Does the processing actually achieve your purpose? Is there
another way to achieve the same outcome? How will you prevent function creep?
How will you ensure data quality and data minimisation? What information will you
give individuals? How will you help to support their rights? What measures do you
take to ensure processors comply? How do you safeguard any international
transfers?

xXon CLOUD COMMUNICATIONS
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There are no international transfers.

Processing is necessary for the performance of a contract with our Surgery Connect
customers. X-on acts as a data processor for and on behalf of the Surgery Connect
customer, who remains the data controller in relation to such personal data with
responsibility for communication with individuals.

Step 5: Identify and assess risks

Describe the source of risk and nature Likelihood of | Severity of | Overall
of potential impact on individuals. harm harm risk
Include associated compliance and
corporate risks as necessary.
Remote, Minimal, Low,
possible or significant | medium or
probable or severe high
Telephone number access by an Remote. Our | Minimal - Low
unknown third party. system and It’s just a
network phone
security number
should stop with no
this context
around it.
Call recordings accessed by an Remote. Our | Significant | Low
unknown third party system and If record
network holds
security sensitive
should stop data could
this be a GDPR
data
breach
Call recordings accessed by Possible if Significant | Medium
unauthorised user customer If record
data controls | holds
are weak sensitive
data could
be a GDPR
data

xXcen
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breach
Call recording are deleted when user Remote - Fail to Low
record is deleted recordings keep to
store retention
independent period.
from user PID data
records lost

xXcen
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Step 6: Identify measures to reduce risk

Identify additional measures you could take to reduce or eliminate risks identified
as medium or high risk in step 5:

Measure
approved

Risk Options to reduce or | Effect on Residual

eliminate risk risk risk

Eliminated | Low, Yes/no
Reduced medium
or or high
Accepted
Include instant staff Reduced Medium | Yes
management in the
design of the secure,
browser based user
console that gives
access to call
recordings. Include
e visibility of staff’s
current status

e management of
staff’s group
membership

e remote
management

e see individual call
queue and talk
durations

Call recordings
accessed by
unauthorised user

Call recording are
deleted when user
record is deleted

Recordings store
independent from
user records

Reduced

Low

Yes

CLOUD COMMUNICATIONS
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Step 7: Sign off and record outcomes

Item Name/date Notes

Measures approved by: | Derrick Measham Integrate actions back into project
plan, with date and responsibility
for completion

Residual risks approved | N/A If accepting any residual high risk,

by: consult the ICO before going ahead

DPO advice provided: Callum Guy DPO should advise on compliance,
07/05/2020 step 6 measures and whether

processing can proceed

Summary of DPO advice:

The coverage of this impact assessment is appropriate and covers all relevant data
processing and storage activities at X-on. The measures in place identify and
mitigate risk to the fullest extent possible.

Additionally it should be noted that responsibility for maintaining user
authorisations is largely handed over to the service operators through the web
consoles provided, where remote assistance is provided by X-on support staff on
request from authorised account operators, subject to protocol.

DPO advice accepted Lesley Bensley If overruled, you must explain your

or overruled by: reasons

Comments:

Accepted

Consultation responses | n/a If your decision departs from

reviewed by: individuals’ views, you must explain
your reasons

Comments:
v2 released to clarify that call recordings for a user are retained where the call
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recordings are no longer visible or accessible from the user interface.

This DPIA will be kept Lesley Bensley The DPO should also review
under review by: ongoing compliance with DPIA
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SERVICE AUTHORISATION FORM & Astrazeneca Interface
DATA PROCESSING AGREEMENT Clinical Services

an 1QVIA business

CARDIOVASCULAR RENAL METABOLIC SERVICE: THE
CARDIOVASCULAR RISK REDUCTION TYPE 2 DIABETES SERVICE

The Cardiovascular Risk Reduction Type 2 Diabetes Service is a non-promotional medical service which is funded by AstraZeneca and
delivered by a team of pharmacists employed by Interface Clinical Services, working on behalf of AstraZeneca.

The service supports the adoption of best practice clinical guidelines enabling the practice to implement a systematic approach to
the cardiovascular and renal protection of patients with type 2 diabetes and to ensure patients are being optimally managed in
alignment with clinical guideline recommendations. The service aims to support practices in providing equity of care for patients
with diabetes through a programme of proactive cardiovascular risk assessment and care optimisation by:

e |dentifying cohorts of patients who may benefit from optimisation of current type 2 diabetes management
e  Provision of clinical pharmacist support to invite identified patients in line with protocol inclusion criteria for review
e Supporting sustained quality improvement in the management of patients with type 2 diabetes

Full service details are within the clinical protocol used by the Interface pharmacist to deliver the service.

DATA CONTROLLER

Practice Name: Rooley Lane Med. Centre
Practice Organisation Code: B83042

The Cardiovascular Risk Reduction Type 2 Diabetes Service (the service) is a non-promotional medical service which is funded by
AstraZeneca and delivered by a team of pharmacists employed by Interface Clinical Services (Interface), working on behalf of AstraZeneca.
Cardiovascular Renal Metabolic (CVRM) service modules may be provided to practices meeting specified eligibility criteria where a need has
been identified to review certain patients with CVRM disorders to assess and review the management of their condition.

| authorise Interface Clinical Services Ltd. (Interface), acting on behalf of AstraZeneca, to undertake The Cardiovascular Risk Reduction Type
2 Diabetes Service. | have been provided with information about the service, | am aware of what the service involves, and | accept full
responsibility for communicating details of the service to all members of the practice who will be affected.

I acknowledge and agree that | will retain responsibility and accountability for the service. By signing:

* | consent that NHS organisations, for example my local ICB or PCN, can be informed that this review has been carried out at the practice
and provided with aggregated statistical data. Where there is a likely impact on NHS services, | agree to inform the relevant
commissioners.

¢ Where necessary, | authorise Interface to remotely access the practice clinical system in advance of the review via a secure, encrypted
connection and run, extract, and collate data as required for provision of the service. The patient data identified by the remote searches
can be transferred securely back to Interface systems for processing but all identifiable data other than that described below must be
deleted from Interface systems within 10 days of service completion.

* lauthorise Interface to (on-site or remotely) access the practice clinical system and process the personal data that has been extracted by
the searches to deliver the clinical review service on our behalf and in accordance with my written instructions and in accordance with
the data processing provisions attached.

¢ lunderstand that the decision to change or commence treatment must be made for each individual patient by the prescriber and every
decision to change an individual patient’s treatment must be documented with evidence that it was made on rational clinical grounds.

e Afull description of pharmacovigilance processes will be contained within the clinical protocol document.

* Interface can retain pseudonymised patient level data for 1 year following completion of the service for quality assurance and quality
control purposes on the understanding that all patient identifiable data is removed other than a reference number that Interface cannot
use to re-identify patients outside the practice, for example, EMIS number or SystmOne reporting ID. Where Interface is providing
another CVRM service module to the practice, | consent that this reporting ID may be used to identify and exclude patients from being
seen where appropriate. All data will be fully anonymised after 1 year following completion of the service and retained to create
aggregated statistical data for external reporting and publication purposes.

¢ lunderstand that the quality of the baseline report depends on the quality and completeness of our practice clinical data and that the
Interface pharmacist cannot implement recommendations until | have authorised them.

¢ lacknowledge that AstraZeneca will, in order to comply with the requirements of the ABPI Code of Practice for the Pharmaceutical
Industry (the “Code”), publicly disclose any transfers of value (as defined in the Code), including the monetary value of the service
provided to the practice under this agreement. Such public disclosures will be made on or through the searchable industry (ABPI)
designated platform/website and AstraZeneca websites and will be made on and individual practice basis mentioning the practice name
and address.

Cardiovascular Renal Metabolic Service: The Cardiovascular Risk Reduction Type 2 Diabetes Service is a non-
GB-55816 promotional medical service which is funded by AstraZeneca and delivered by a team of pharmacists employed by j,ne 2024
Interface Clinical Services, working on behalf of AstraZeneca.
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CLINICAL AUTHORISATION OF REVIEW

This section can only be signed by a GP who is a partner or employed by the practice who has the authority to sign on
behalf of the practice.

I warrant that the practice as the data controller has a lawful basis to grant access to our patient data and that patient
data can be processed by Interface as our data processor.

GP Signature: Christian Manby
Christian Manby (Feb 5, 2025 17: :03 GMT)

GP First Name: Christian

GP Surname: Manby

Date: Feb 5, 2025

DATA PROCESSOR AND SERVICE PROVIDER

The Data Controller wishes to formally appoint INTERFACE CLINICAL SERVICES Ltd of 3, Forbury Place, 23
Forbury Road, Reading, RG1 3JH, United Kingdom; Company number 06076464 as its Data Processor for the
above service to ensure that Personal Data is processed in line with Data Protection Legislation. This
agreement sets out the personal data that the Data Processor shall process on behalf of the Data Controller,
the purposes for which the data will be processed and the associated obligations of the Data Processor to
ensure compliance with Data Protection Legislation.

DEFINITIONS
Data Protection Legislation means the UK General Data Protection Regulation (UK GDPR) tailored by the Data
Protection Act 2018, as well as the common law duty of confidentiality.

The terms Data Controller, Data Processor, Data Subject, Personal Data, Personal Data Breach, Processing,
Pseudonymisation, Special Categories of Personal Data have the meanings that are defined in Data
Protection Legislation.

Data Security and Protection Toolkit means the latest NHS Data Security and Protection Toolkit (or any
future toolkit self-assessment format) that has been submitted prior to the date of this agreement.

1. DURATION
1.1 This agreement commences on the date this document is signed and shall terminate on completion of the
service.

2. PERSONAL DATA PROCESSING

2.1 Details of the Personal Data and Special Categories of Personal Data that shall be Processed by the Data
Processor under this agreement and the nature and purpose of the Processing are as set out in the schedule
to this agreement. This agreement applies only to the data listed in the schedule.

2.2 The Data Processor shall Process that Personal Data only in accordance with Data Protection Legislation,
and in accordance with the written instructions of the Data Controller unless required to do otherwise by law.
2.3 If the Data Processor is required by law to Process Personal Data otherwise than in accordance with the
Controller’s written instructions, the Data Processor shall notify the Data Controller of that legal
requirement, unless the law prohibits such notification on important grounds of public interest.

2.4 The Data Processor shall not disclose any personal data to any third party other than to AstraZeneca
where necessary for pharmacovigilance (PV) purposes. AstraZeneca will receive some limited personal data
(patient’s age or age group, gender, and details of the PV event) as a data controller but will not transfer such
data outside of the UK unless to a country that provides equivalent protection for the processing of personal
data.

Cardiovascular Renal Metabolic Service: The Cardiovascular Risk Reduction Type 2 Diabetes Service is a non-
GB-55816 promotional medical service which is funded by AstraZeneca and delivered by a team of pharmacists employed by j,ne 2024
Interface Clinical Services, working on behalf of AstraZeneca.
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2.5 The only sub-processor that Interface will use is CFH Docmail Ltd for patient mailings and permission will
be sought from the practice for this. Interface will not engage any other sub-processors without the
controller’s prior specific or general written authorisation.

3. CONFIDENTIALITY

3.1 All staff employed by the Data Processor have a contractual obligation for confidentiality.

3.2 All staff who access patient data have a Disclosure and Barring Service (DBS) or equivalent screening
check upon commencement of employment and every three years subsequently. Any staff who have direct
contact with patients have an enhanced screening check.

3.3 The Data Processor has up to date cover of Employers Liability Insurance (£5m) and Professional
Indemnity Insurance (£5m) for pharmacy professionals.

4. SECURITY MEASURES

4.1 The Data Processor shall implement appropriate technical and organisational measures to ensure a level
of security appropriate to the Personal Data and the likely risks for the rights and freedoms of Data Subjects.
4.2 The Data Processor will ensure as a minimum, compliance with the security measures set out in the latest
version of the Data Security and Protection Toolkit.

4.3 The Data Processor shall ensure that their employees do not process the Personal Data except in
accordance with this agreement.

4.4 The Data Processor shall ensure that their employees are aware of and comply with this agreement, are
informed of the confidential nature of the Personal Data, do not publish, disclose, or divulge any of the
Personal Data to any third party and have undergone adequate training in the use, care, protection and
handling of Personal Data.

4.5 Devices used for remote access will be encrypted to NHS standards.

5. DATA PROCESSOR OBLIGATIONS

5.1 The Data Processor must assist the Data Controller should any Data Subjects exercise their rights under
data protection legislation in relation to Personal Data being Processed under this agreement.

5.2 The Data Processor shall notify the Data Controller, as soon as reasonably practicable, about any request
or complaint received from a Data Subject before responding to that request.

5.3 The Data Processor shall notify the Data Controller without undue delay if they become aware of a
Personal Data Breach or suspected breach or if any personal data is or is suspected to be lost, corrupted,
used or disclosed to a third party otherwise than in accordance with this section.

5.4 The Data Controller shall consult with the Data Processor before notifying the Information Commissioner
and before notifying any Data Subjects about any such Personal Data Breach.

5.5 The Data Processor will co-operate with Data Controller and take reasonable steps to assist in the
investigation, mitigation, and remediation of a Personal Data Breach.

5.6 The Data Processor will provide assistance to the Data Controller in meeting its obligations including
submitting to audits and inspections, as required by the legislation, and informing the Data Controller if asked to
do anything that infringes data protection legislation.

5.7 The Data Processor shall provide reasonable assistance to the Company with any data protection impact
assessments.

5.8 The Data Processor will provide reasonable assistance in responding to a Subject Access Request.

6. RETURN OR DESTRUCTION OF DATA

6.1 The Data Processor is authorised to collect patient level data for audit and reporting purposes on the
understanding that all patient identifiable data is removed other than a reference number that cannot be
used use to re-identify patients, for example, EMIS number or SystmOne reporting ID. All data is fully
anonymised after 1 year. This data can be used to create aggregated statistical data for external reporting
purposes.

6.2 The Data Processor shall delete or return all other Personal Data (and any copies) on completion of this
service.

7. AUDIT

7.1 The Data Processor shall make available to the Data Controller information necessary to demonstrate
their compliance with Data Protection Legislation.

7.2 At the Data Controller’s cost, the Data Processor shall allow for and contribute to audits conducted by the
Data Controller or its designated auditor.

7.3 The Data Processor shall notify the Data Controller if they believe any of the Data Controller’s instructions
infringe the Data Protection Legislation.

Cardiovascular Renal Metabolic Service: The Cardiovascular Risk Reduction Type 2 Diabetes Service is a non-
GB-55816 promotional medical service which is funded by AstraZeneca and delivered by a team of pharmacists employed by j,ne 2024
Interface Clinical Services, working on behalf of AstraZeneca.





8. RECORDS OF PROCESSING

8.1 The Data Processor must maintain a record of all Processing activities carried out by or on behalf of the
Data Controller including the categories of Processing and a general description of the technical and
organisational measures.

9. VARIATION, FURTHER LEGISLATION AND GUIDANCE

9.1 No variation of this agreement shall be effective unless it is in writing and signed by the parties.

9.2 The parties agree to take account of any amendment to the Data Protection Legislation, and any relevant
guidance issued by the Information Commissioner or the European Data Protection Board.

10. INTELLECTUAL PROPERTY RIGHTS
10.1 No intellectual property rights or obligations are granted or to be implied from this agreement.

11. CONFLICT

11.1 If there is an inconsistency or conflict between any of the provisions of this agreement and the
provisions of any other agreement between the Data Controller and the Data Processor, the provisions of this
agreement shall prevail in relation to Personal Data.

12. LIABILITY

12.1 Neither party shall be liable for any indirect or consequential damages, such as (but not limited to) loss of
revenue, loss of profit, loss of opportunity, loss of goodwill and third-party claims.

12.2 Nothing in this agreement excludes or limits the liability of either party for death or personal injury
caused by such party’s negligence, fraud or fraudulent misrepresentation or any other liability which cannot
lawfully be excluded or limited.

12.3 Each party agrees that it shall have no claim for innocent or negligent misrepresentation [or negligent
misstatement] based on any statement in this agreement.

13. GOVERNING LAW

13.1 This agreement and any dispute or claim arising out of or in connection with it or its subject matter or
formation (including non-contractual disputes or claims) shall be governed by and construed in accordance
with the law of England and Wales.

13.2 Each party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to
settle any dispute or claim that arises out of or in connection with this Agreement or its subject matter or
formation (including non-contractual disputes or claims).

SCHEDULE - DETAILS OF PERSONAL DATA PROCESSING

Subject matter of processing Patient data records held in the healthcare organisation’s system

Data will be processed from the start date of the service as documented in the service Authorisation

Duration of Processing Form until the service has been completed.

Personal Data is processed to provide a clinical review service for patients on behalf of the authorising
Nature/purpose of Processing NHS organisation. Services are designed to assist healthcare organisations implement systematic
approaches to the health and wellbeing of patients with long term health conditions.

Categories of Data Subjects Patients

Type(s) of Personal Data Patient name and address; Demographic data; Health data

Within 10 days of service completion, all Personal Data will be permanently deleted other than a
reference number that Interface cannot use to re-identify patients, for example, EMIS number or

Retenti f dat
etention of data SystmOne reporting ID.

A copy of this form will be made available to both AstraZeneca and Interface Clinical Services.

Cardiovascular Renal Metabolic Service: The Cardiovascular Risk Reduction Type 2 Diabetes Service is a non-
GB-55816 promotional medical service which is funded by AstraZeneca and delivered by a team of pharmacists employed by j,ne 2024
Interface Clinical Services, working on behalf of AstraZeneca.
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ENHANCING DIABETES
CARE THROUGH CLINICAL
REVIEW

CLINICAL PROTOCOL

This service is funded by Ascensia Diabetes Care, and is developed and delivered by Interface
Clinical Services.

CONFIDENTIAL - NOT FOR DISTRIBUTION OUTSIDE THE PRACTICE
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Diabetes Care

SECTION 1: OVERVIEW OF THE SERVICE

INTRODUCTION

The service provides support to general practice to implement and adhere to clinical guidelines for self-
monitoring of blood glucose in adults living with diabetes, and aligns with the wider NHS quality
improvement agenda. The purpose of this service is to optimise the effective use of blood glucose test strips
(BGTS), improving patient education, safety and outcomes for patients.

P Supporting patients through education and self-management advice:

P Ensure appropriate self-monitoring skills and use of equipment, and understanding of quality
and frequency of testing for improved diabetes control

P Provide educational support to patients, improving awareness of hypoglycaemia
symptoms/management, DVLA guidance and brief lifestyle interventions where appropriate
(e.g., signposting to smoking cessation services, diet and lifestyle advice).

P Deliver value to the NHS through rationalising the prescribing of diabetes monitoring
equipment:

P Support adherence to local and/or practice-specified formulary

P Ensure prescribing of blood glucose testing strips is appropriate e.g., Discontinuation where
no longer indicated/reduction where patients are testing more frequently than required

P Align prescribing of blood glucose testing strips to the NHSE 2023 commissioning
recommendations

» Improve clinical outcomes for patients living with diabetes:

P NICE recommends an annual assessment of patient self-monitoring of blood glucose, their
equipment and understanding of their blood glucose results

P Identification of patients who are not self-monitoring their blood glucose levels and may be at
risk of poor diabetes control

P Supporting sustained quality improvement in the management of patients living with diabetes
through:

P Support practices with achievement of NICE-recommended g key care processes through
provision of and coaching on using an audit tool to allow the practice to optimise patient care

P Provision of a post-service report detailing key outputs delivered by the service allowing
practices to evaluate the impact of the review and formulate a strategy for ongoing work

ASC-BGTS-PRO-01 October 2024
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ROLE OF ASCENSIA

Whilst the service is funded and organised on behalf of Ascensia, any change in management arising
from the patient review process remains the choice of the authorising GP/clinician as agreed in this
clinical protocol prior to patient review. The practice remains responsible for the care of their patients
and the lead GP retains full control over the entire process.

PRACTICE RESPONSIBILITIES

Practice staff must be made aware of what the service involves. All relevant healthcare professionals
within the practice (practice manager, practice nurses, practice pharmacists) should be made aware of
the details of the service being offered.

The practice has a responsibility to ensure the lead GP is available to liaise with the Interface pharmacist
to discuss the list(s) of identified patients, to authorise planned interventions and to authorise any
patient communications. Additionally, the practice must have sufficient resource to allow for the
throughput of these clinical interventions to ensure that patient care is enhanced. The practice retains
clinical responsibility for every patient.

INTERFACE QUALITY ASSURANCE AND INFORMATION GOVERNANCE
QUALITY ASSURANCE

Interface operates a robust clinical governance framework which ensures that all working practices
deliver the highest standards of care and safety and reflect the wider NHS strategy for clinical
governance. Interface senior management oversee clinical and information governance
adherence, training, policy creation and the design of procedures. The Clinical Director for
Interface is responsible for ensuring all Interface pharmacists remain abreast of any developments
within the therapeuticarea.

All Interface pharmacists involved in the service:

P Are registered as a pharmacist with the General Pharmaceutical Council (GPhC) or the
Pharmaceutical Society of Northern Ireland (PSNI)

» Have completed internal training on Enhancing Diabetes Care Through Clinical Review
overseen by national and regional lead pharmacists

P Will have a thorough working knowledge of the relevant guidelines and key principles of
diabetes management including:

P NICE guidelines, standards, and recommendations relevant to diabetes
P SIGN guidelines, standards, and recommendations relevant to diabetes

P Will ensure that patient confidentiality is always maintained and are contractually required to
comply with relevant data protection legislation

When undertaking reviews in practices, Interface pharmacists are directly accountable to the lead GP
and must work within the confines of the protocol and the clinical stipulations of the lead GP.

ASC-BGTS-PRO-01 October 2024
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Diabetes Care

DATA PROTECTION AND INFORMATION GOVERNANCE

Interface information governance policies are designed to align with wider NHS policy.

Interface is an NHS Business Partner and completes the Data Security and Protection (DSP) Toolkit, an
online self-assessment tool that all organisations must use if they have access to NHS patient data and
systems. It provides assurance that an organisation is practising good data security and that personal
information is handled correctly, as well as allowing them to measure and publish their performance
against the National Data Guardian’s ten data security standards.

Interface ensure that all working practices comply with the relevant data protection legislation.

SECTION 2: REVIEW PROCESS

The Enhancing Diabetes Care Through Clinical Review service is designed for the benefit of the patient,
the practice and the NHS and uses existing clinical and therapeutic data from the electronic clinical
system to support the practice with the review of patients with diabetes.

SERVICE AGREEMENT SERVICE SETUP

» Brief introduction between
Interface pharmacist & lead GP,
confirming understanding of
the aims, objectives and
conduct of the review

O

» Meeting with lead GP to present » Analysis of patients living with
diabetes to identify cohorts of

patients who may benefit from
further review

» Authorisation form completed

by practice
» Date agreed for remote data

extraction and service to
commence

» Interface pharmacist will require
access to the clinical system
(and a room with a printer for
on-site reviews)

STRATIFICATION AND VIRTUAL NOTES REVIEW

» Interface pharmacist facilitates
interventions and offers remote
consultations to patients

O

CLINICS DELIVERED BY INTERFACE PHARMACIST

» Interface pharmacist discusses » Interface pharmacist documents
any changes to treatment plan authorised interventions onto GP
and provides appropriate system, leaving full audit trail.

baseline data, discuss interventions
following individual assessment,
agree management strategies and
complete the clinical protocol

SERVICE COMPLETION

» Quality Improvement report
presentation and structured
handover to practice team

product training during remote
consultation

ASC-BGTS-PRO-01

Agreed actions communicated to
patient verbally and/or via letter
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SECTION 3: COHORT AND INTERVENTION SCOPE

3.1 STRATIFICATION AND COHORT IDENTIFICATION

BASELINE SEARCH OF PRACTICE CLINICAL SYSTEM

Demographics: Age, gender Number of patients on practice % Achievement of 9 Key Care
diabetes register Processes

Number of patients prescribed diabetes medicines Number of patients not prescribed diabetes
that cause hypoglycaemia (sulphonylureas/insulin) medicines that cause hypoglycaemia

DEMOGRAPHICS AND PATIENT STATUS

Demographics (e.g. age, gender) Palliative care/ end of life care Pregnancy or gestational diabetes
Patients using insulin pumps Patients using continuous blood Recent diabetic emergency
glucose meter (within last 3months)

ASSESSMENT OF BGTS PRESCRIBING

Regular BGTS issuing BGTS issued in past No history of BGTS issues in past
(within past 6months) 6-12months 12months
BGTS prescribing cost past 12months BGTS products utilised

[ J [ ]
@ PRESENTATION OF BASELINE DATA AND PATIENT LISTS TO LEAD GP I:ET?.I.J
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3.2 INTERVENTION SCOPE

NOTES-BASED REVIEW OF PATIENTS RELEVANT HISTORY

* BGTS product currently on prescription (if present)

* Consideration of whether BGTS productin use is in alignment to local/practice-specified formulary
* Frequency of prescription ordering (if present)

* Requirement for self-monitoring of blood glucose in accordance with NICE guidance

MANAGEMENT CHANGES IMPLEMENTED ON PATIENT RECORD

* Interface pharmacist to record all relevant data from any patient contact and/or action taken on
patient's medical record
* Interface pharmacist to update patient medication template where any interventions have been made

REMOTE CONSULTATION WITH PATIENT TO AUGMENT DATA

* Discuss current managementplan and adherence, where patient is contactable

¢ Discuss any changes to management plan and provide appropriate product training, where patientis
contactable

* Checkunderstanding of hypoglycaemia symptoms/management, DVLA guidance and brief lifestyle
advice where appropriate

MANAGEMENT CHANGES COMMUNICATED TO PATIENT

* Management changes discussed verbally with patient during remote consultation, where patientis
contactable

¢ Agreed letter templates sent to patient via Docmail or via text message to inform of management
change and merged onto electronic health record

Unless otherwise specified by the Lead GP the Interface pharmacist will:

Transition BGTS to practice-specified choice

Initiate BGTS for patients on insulin not currently testing

Initiate BGTS for patients on sulphonylureas not currently testing

Add BGTS and lancets compatible with practice specified glucometer to REPEAT therapy

LEAD GP TO SPECIFY:

Cessation of BGTS for patients who are no longer required to self-monitor blood glucose levels:

a. Interface pharmacistto stop BGTS and inform patient using agreed letter template Yes
b. Interface pharmacist to provide list to practice team for prescriptions to be stopped No

Foroption b, please specify team member:

Other, please specify:
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SECTION 4: MANAGEMENT FRAMEWORK

This section should be used to define the products, testing frequency and local formulary to align to
when the Interface pharmacist is making management interventions for identified patients where
appropriate.

4.1 FORMULARY FRAMEWORK

LOCAL FORMULARY TO BE REFERENCED WHEN FORMING INTERVENTION

RECOMMENDATIONS:

LOCAL West Yorkshire Integrated Care Board (WYICB) PUBLICATION DATE:
FORMULARY

4.2 TESTING FREQUENCY

The recommendations made regarding optimal testing frequency for each patient will be based on a clinical
assessment of each individual combined with local guidance and/or direction from the authorising GP.

LEAD GP TO SPECIFY FREQUENCY OF TESTING

Patients prescribed insulin 2-4 times aday, once stable 2-3 times a week
ONE dose per day

Twice daily insulin: 2-4 times a day, once stable 2-3 times a week

Patients prescribed insulin
P >2 times daily insulin: at least 4 times a day

> ONE dose per day
Patients prescribed a 2-4 times per day: when starting/changing dose.
sulfonylurea Once stable, test 2-4 times per week.

4.3 METER AND TESTING STRIPS SPECIFICATION

PRODUCT: PRACTICE SPECIFICATION:
Blood Glucose Contour plus blue, microlet lancets
Meter/Lancets:

Testing Strips: Contour plus

Additional Direction: Variable repeats
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4.4 GP SPECIFICATION TO SUPPORT NON-PHARMACOLOGICAL INTERVENTIONS

Facilitate referral to HCA for g Key care process checks

Additional direction:
Generate 9KCP tool after review

Signpost to local smoking cessation service

Additional direction:
Living Well Stop Smoking Service Bradford 01274 437700

Facilitate referral for weight management support where available locally

Additional direction (criteria and referral pathway):
Book in with Karen HCA

Additional practice direction

(e.g. red-flags for immediate referral into GP clinic, referral for additional tests)
Red flags to refer back to practice- diabetes clinical

4.5 DETAILS OF CLIENT REPRESENTATIVE FOR PRACTICE CONTACT

Following delivery of the service, there is the opportunity for a manufacturer(s) product specialist to conduct
a ‘drop-in’ clinic. The lead GP should specify preference and consent to the sharing of practice contact details
with the manufacturer(s).

LEAD GP TO SPECIFY MANUFACTURER(S) PRODUCT SPECIALIST INVOLVEMENT PI_'I_IIES(SE
Manufacturer(s) product specialist to conduct ‘drop-in’ clinics/meter delivery Yes
Practice consent to share details with manufacturer(s) via email Yes

Manufacturer(s) representative contact details:

claire.portogallo@ascensia.com
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SECTION 5: PATIENT CONSIDERATIONS
CLINICAL EXCLUSIONS

The following groups of patients will be excluded from Interface pharmacist-led consultations and notes-
based reviews. They may be listed and highlighted to the lead GP for further consideration by the
practice.

Under 18s
@ Patients who are pregnant or with gestational diabetes

Patients undergoing palliative/end of life care
Patients using insulin pumps

Recent diabetic emergency (within the last 3 months)

CLINICAL CONSIDERATIONS

The following specific patient groups must be discussed with the lead GP. Unless otherwise indicated by
the GP in the table below, patients meeting these criteria will be included for Interface pharmacist-led

consultation/notes-based review.
MARK TO
EXCLUDE
Housebound patients Include

Patients living in a residential care or nursing home Include

Patients newly diagnosed with diabetes (in the last 6 months) Include

Patients who have changed their monitoring regimen in the last 6 months Include

Additional exclusion criteria and/or direction specified by the lead GP

Type 1 diabetes and ketone testing
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SECTION 6: CLINICAL INTERVENTION AUTHORISATION

LEAD GP TO AUTHORISE CLINICAL INTERVENTION

Unless otherwise specified the Interface pharmacist will:
®* Implementall actions as pre-authorised in section 3.2, onto the practice clinical system (including
transition, initiation, cessation of BGTS and addition of productto patient repeat prescription)

* Deliver remote patient consultations and/or notes-based BGTS reviews in line with sections 2, 3, 4
and 5 of this clinical protocol

® Send appropriate communications to patients via Docmail using approved letter templates

Additional Comments:

By signing:
* |l confirmthat| have discussed, completed and agreed the clinical protocol to provide the
framework for the Interface pharmacist to work within

* lunderstand that the Interface pharmacist will make interventional recommendations, which
may generate workstreams to feed into practice workstreams

* | permit the Interface pharmacist to implement pre-authorised interventions as specified within
section 3.2 of this protocol and update patient medical records accordingly

* lwould like the Interface pharmacist to offer video consultations to appropriate
patients using the consultation software currently utilised within the practice L

Lead GP First Name Christian
Lead GP Surname Manby
Lead GP Signature Chwristion Manby
Christian Manby (Feb 18, 2026 10:45:49 GNIT)
Date Feb 18, 2026
\ J

Omar Katab

Omar Katab (Feb 18, 2026 10:44:45 GMT)
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SECTION 7: CONDUCT OF THE THERAPY REVIEW

Established in 2004, Interface delivers clinical
programmes in GP practices and hospitals throughout
the UK. Interface is an NHS Business Partner and
completes the Data Security and Protection Toolkit
annually.

The ‘Interface clinical pharmacist’ (pharmacist) must
be in possession of a completed service authorisation
form prior to the commencement of any work. The
service authorisation form must be completed in full
and be signed by the lead GP. The lead GP retains
overall responsibility for delivery of the service in the
practice.

Interface only has access to personal data for this
review as a data processor on behalf of a data
controller, the practice, and acts only on instructions
from the data controller. Interface complies with the
obligations equivalent to those imposed on a data
controller to ensure that appropriate technical and
organisational measures are taken against
unauthorised or unlawful processing of personal data
and against accidental loss or destruction of, or
damage to, personal data.

The pharmacist will be available on dates agreed by
the practice.

Prior to this date, an Interface service technology
executive will perform a series of clinical searches on
the GP computer system via a secure, encrypted
connection to identify patients falling within the
scope of the review. The data will be transferred back
to Interface systems through the secure connection.
Interface will then use appropriate technical or
organisational measures to ensure appropriate
security of the personal data until it is deleted after
completion of the review. All remote devices used for
the review are encrypted to NHS standards.

On the agreed first day of the service the Interface
pharmacist will either access the file provided by
service support or, where remote data extraction has
not already taken place, they will conduct the clinical
searches on the GP practice clinical system
themselves. The identified patients are listed to
establish who may benefit from assessment in line
with section 3.1.

A date and time will be arranged for the pharmacist to
discuss the clinical protocol in detail with the
authorising GP prior to commencing individual

ASC-BGTS-PRO-01

patient review. The relevant sections of the clinical
protocol must be completed in full and signed by the
lead GP. Any subsequent alterations to these sections
must be documented in writing. Where the protocol
has been completed via AdobeSign it cannot
subsequently be amended so an addendum document
must be completed to provide additional or
alternative direction.

Working with patients identified by the clinical
system searches, the Interface pharmacist completes
a medical notes-based clinical assessment of each
patient on an individual patient basis to determine if
they meet the protocol inclusion criteria specified by
the GP in section 5 for further consultation. The
pharmacist will only view clinical information relevant
to performing the service. The patient data capture
template will be used by the pharmacist to record all
relevant information relating to individual patients.

Any written materials (including patient education
materials, template letters and text messages) used in
the review will be shown to and approved by the lead
GP prior to use.

When the pharmacist is contacting a patient by
telephone, the pharmacist will make it clear to the
patient that Interface Clinical Services work within the
terms of the relevant data protection legislation and
no patient information will be shared with Ascensia.

Where the pharmacist is sending letters to patients
the approved letter templates, must be used.
Interface uses Docmail, a secure mail management
service provided by CFH Docmail who are an NHS
Business Partner, to send patient mailings with
practice approval. There is a Data Processing
Agreement in place between Docmail and Interface
Clinical Services that requires both parties to comply
with the relevant data protection legislation, maintain
patient confidentiality and ensure security of such
data using appropriate technical and organisational
measures.

The lead GP and practice manager should
communicate relevant information regarding the
review to appropriate personnel within the practice to
ensure that patient queries can be dealt with
effectively.

The pharmacist will undertake remote consultations
(via telephone/video call) to facilitate authorised
management interventions in line with the
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intervention scope, practice-defined management
framework and product selection in section 4.2.

Any direct encounters will be individual to the patient’s
clinical circumstances and can include some or all the
elements in the intervention scope diagram (section
3.2):

* Review of appropriateness of current blood glucose
testing and associated equipment in line with
national or local guidelines

e Assessment of concordance with current blood
glucose testing

* Counselling on use of specific blood glucose testing
equipment
Management of intervention(s) authorised by lead
clinician in line with section 6 of the review protocol

The pharmacist will only give advice relevant to type
diabetes and associated testing and self-monitoring.

Following consultation and/or notes-based review,
proposed management recommendations will be
completed by the pharmacist on the patients’
electronic health record and the patient informed as
necessary by the method agreed with the practice.
The reason for any change in management must
always be clearly documented.

Interface will collect patient level data for audit and
internal reporting purposes. All patient identifiable
data will be removed other than a reference number
that Interface cannot use to re-identify patients, for
example, EMIS number or SystmOne reporting ID.
Anonymised data will be used to create aggregated
statistical data for external reporting and publication
purposes. All data will be fully anonymised after 1
year.

On completion of the service, the practice will receive
an electronic post-service report and a courtesy email
will be sent to the practice manager on completion of
the therapy review to obtain practice feedback via a
satisfaction questionnaire.

Any product quality complaint relating to an Ascensia
product/device identified during the service will be
highlighted to Ascensia. The following information
will be provided as a minimum: practice information,
product/device information and details of the product
quality complaint.

ASC-BGTS-PRO-01 October 2024
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Privacy-Notice-web-platform-iConnect.pdf
iConnect

dhiscons. dlevelap. Share.

What is this Privacy Notice for?

This privacy notice is for this platform

(https://app.irisconnect.com, https://europe.irisconnect.com, https://eu.iconnect-
online.com) and served by iConnect LTD and governs the privacy of its users who
choose to use it.

The notice sets out the different areas where user privacy is concerned and outlines
the obligations & requirements of the users, the platform, and iConnect. Furthermore
the way this platform processes, stores and protects user data and information will
also be detailed within this notice.

Contact and communication

Users contacting this platform and/or iConnect do so at their own discretion and
provide any such personal details requested at their own risk. Your personal
information is kept private and stored securely until a time it is no longer required,
has no use or you request for it to be deleted, in accordance with GDPR.

Every effort has been made to ensure a safe and secure form to email submission
process but advise users using such form to email processes that they do so at their
own risk.

This platform and iConnect use any information submitted to provide you with further
information about the products/services they offer or to assist you in answering any
guestions or queries you may have submitted. This includes using your details to
subscribe you to any email newsletter program iConnect operates but only if this was
made clear to you and your express permission was granted.

Email newsletter

iConnect operates an email newsletter program, used to inform subscribers about
products and services from iConnect. Users can subscribe through an online
automated process should they wish to do so but do so at their own discretion. Some



https://app.irisconnect.com/

https://app.irisconnect.com/

https://eu.iconnect-online.com/

https://eu.iconnect-online.com/
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subscriptions may be manually processed through prior written agreement with the
user.

All personal details relating to subscriptions are held securely and in accordance with
the GDPR.

Email marketing campaigns published by this platform or iConnect may contain
tracking facilities within the actual email. Subscriber activity is tracked and stored in a
database for future analysis and evaluation. Such tracked activity may include; the
opening of emails, forwarding of emails, the clicking of links within the email content,
times, dates, and frequency of activity.

This information is used to refine future email campaigns and supply the user with
more relevant content based around their activity.

In compliance with GDPR subscribers are given the opportunity to unsubscribe at
any time through an automated system. This process is detailed at the footer of each
email campaign. If an automated un-subscription system is unavailable clear
instructions on how to unsubscribe will by detailed instead.

External links and embedded content

Although this platform only looks to include quality, safe and relevant external links,
users are advised adopt a policy of caution before clicking any external web links
mentioned throughout this platform. iConnect is not responsible for the links and
content used in platform added by its users.

External links are clickable text/ banner/image links to other websites
Embedded content includes videos from other platforms such as Youtube, Vimeo,
Wista etc.

iConnect cannot guarantee or verify the contents of any externally linked website or
embedded content despite their best efforts. Users should, therefore, note they click
on external links or content at their own risk and this website and iConnect cannot be
held liable for any damages or implications caused by visiting any external links
mentioned.
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Social media platforms
Communication, engagement, and actions taken through external social media
platforms that this platform and iConnect participate on are custom to the terms and
conditions as well as the privacy policies held with each social media platform
respectively.

Users are advised to use social media platforms wisely and communicate/engage
upon them with due care and caution in regard to their own privacy and personal
details. This platform nor iConnect will ever ask for personal or sensitive information
through social media platforms and encourage users wishing to discuss sensitive
details to contact them through primary communication channels such as by
telephone or email.

This platform may use social sharing buttons which help share web content directly
from web pages to the social media platform in question. Users are advised before
using such social sharing buttons that they do so at their own discretion and note
that the social media platform may track and save your request to share a web page
respectively through your social media platform account.

Shortened links in social media

This platform and iConnect through their social media platform accounts may share
web links to relevant web pages. By default, some social media platforms shorten
lengthy URLs (web addresses).

Users are advised to take caution and good judgment before clicking any shortened
URLSs published on social media platforms by this website and iConnect. Despite the
best efforts to ensure only genuine URLSs are published many social media platforms
are prone to spam and hacking and therefore this website and iConnect cannot be
held liable for any damages or implications caused by visiting any shortened links.

Data where we are the data controller

Our Personal Data Protection Policy governs the use and storage of your data.




http://www.irisconnect.com/uk/support/gdpr/personal-data-privacy-policy/



Data Collected

Live chat
history

Screen
recordings from
support session

CRM data —
inclusive of
Name, Email
address,
mobile number,
address, emails
and phone call
summaries,
DPO
information

Platform usage
and metrics
data

Email address,
Full name, Job
Title

Reason for data
collection

Providing
technical support

Providing
technical support

Provide account
management

System
improvements

To provide
newsletter/
marketing
communications

Where data
is
processed

Zendesk

Bomgar

Podio

iConnect
system

1.Mailchimp,

2. iConnect
platform

*Covered by Safe Harbour Agreement
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Where
datais
stored

EEA

Locally

Ireland
(AWS)

Ireland
(AWS)

1. USA*

2. Ireland
(AWS)

How long Basis of
data is kept Processin
for g

Records
deleted after
1-year

Legitimate
interest

Automatically
deleted after
90 days

Legitimate
interest

Retained
whilst
organisation
remains a
customer or
deleted by the
user. Once an
organisation
requests all
records to be
deleted, data
will be
removed from
the back-ups
within X
months

Legitimate
interest

Retained
whilst
organisation
remains a
customer or
deleted by the
user. Once an
organisation
requests all
records to be
deleted, data
will be
anonymised

Legitimate
interest

If requested Consent
to
delete/unsubs

cribe
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How long we keep it

Please see Data Retention Policy for more information on our personal data
retention schedule.

Where your data is processed and stored

iConnect has confirmed that any sub-processors we are using to host your data
meet GDPR and we have a relevant sub-processor agreement in place.

Protecting your data

iConnect takes data protection and security very seriously. Your data will only be
available to staff who need access to it, we only use sub-processors who use
market-leading cloud data security processes.

Further information about our processes we have in place for protecting your data
can be found in our:

Data Retention and Secure Disposal Policy

Incident Response and Data Breach Policy

Personal Data Protection Policy

Third parties

We will only share email address and usage data with our iConnect regional partner
which manages your specific area. These partners have been certified by iConnect
to exclusively represent us in specific regions. Use of this data by our partners will
only be with regards to iConnect.

iConnect only shares data with our regional partners listed below and no other third
parties.

Below is a list of our regional partners:
SmartMove: North England

Impact Matters: South West England

Equis Consulting: London

M4L Solutions: Midlands and East of England




https://www.irisconnect.com/uk/support/gdpr/data-retention-policy

https://www.iconnect-online.com/gdpr/data-retention-policy/

https://www.iconnect-online.com/gdpr/data-breach-response-and-notification-procedure/

https://www.iconnect-online.com/gdpr/personal-data-privacy-policy/

http://www.smartmoveit.co.uk/

http://www.impactmatters.co.uk/site/

http://www.equisconsulting.org.uk/

http://www.m4lsolutions.com/
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| am learner — Scotland

Do.lt: Netherlands

VIA University College: Denmark
JAMK - Finland

Data where we are the data processor (and you are
the data controller)

Any data you upload, including videos, comments, profile picture, attachments etc
are managed by the user, controlled by the organisation and processed by IRIS
Connect as outlined in the Organisation agreement and EULA. Please refer to this
for further information.

What are your rights?

Under GDPR you may request a copy of personal information held about you by this
website’s email newsletter program. A small fee will be payable. If you would like a
copy of the information held on you please see our Data Subject Access Request

procedure

Should you believe that any personal data we hold on you is incorrect or incomplete,
you have the ability to request to see this information, rectify it or have it deleted.
Please contact us through Data Subject Access Request Form.

In the event that you wish to complain about how we have handled your personal
data, please contact Data Protection Officer at simeon@irisconnect.co.uk or in
writing at iConnect, Unit 11, Hove Business Centre, Fonthill Road, Hove, BN36HA.
Our Data Protection Officer will then look into your complaint and work with you to
resolve the matter.

If you still feel that your personal data has not been handled appropriately according
to the law, you can contact Information Commissioner’s Office and file a complaint
with them.



http://iamlearner.net/

https://www.coachenreflect.nl/

https://en.via.dk/

http://www.jamk.fi/fi/Etusivu/

https://www.iconnect-online.com/gdpr/data-subject-access-request-procedure/

https://www.iconnect-online.com/gdpr/data-subject-access-request-procedure/

https://www.iconnect-online.com/gdpr/data-subject-access-request-procedure/
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Resources and further

information

GDPR

Privacy and Electronic Communications Regulations 2003

Privacy and Electronic Communications Reqgulations 2003 — The Guide
Twitter Privacy Policy

Facebook Privacy Policy

Google Privacy Policy

Linkedin Privacy Policy

Mailchimp Privacy Policy

WordPress Privacy Policy




https://gdpr-info.eu/

http://www.legislation.gov.uk/uksi/2003/2426/contents/made

https://ico.org.uk/

http://twitter.com/privacy

http://www.facebook.com/about/privacy/

http://www.google.com/privacy.html

http://www.linkedin.com/static?key=privacy_policy

http://mailchimp.com/legal/privacy/

https://wordpress.org/about/privacy/
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Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Patient referrals

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		Depends if relevant e.g Family History

		



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		· 

		



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		3/4/18



		Process assessed

		Referral process







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The sharing of data subjects’ health information between organisations.



The practice is frequently required to share data subjects’ personal data – more specifically, personal details and healthcare records between organisations e.g. sharing of data between Rooley Lane Medical Centre and one of the NHS hospitals or Private Clinics.  These could be in the West Yorkshire area or further afield depending on the patients choice.  This is a requirement to ensure that data subjects receive the necessary care and treatment appropriate with their clinical condition(s).  



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information.



		Where is the information being collected from and why?



		Data subjects and IT system.



		How often is the information being collected?



		During consultations, which are on an as-needed basis.



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of effective healthcare treatment.



		When and how will the information be processed?



		Recorded during consultations onto the Systm1 clinical system.



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Asking the data subject to confirm details and ensuring the correct patient record is used when recording the information.



		What are the consequences if data is inaccurate?



		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health.



		How will processes ensure that only extant data will be disclosed?



		Only the information which is pertinent to the referral will be used; this is extracted onto a medical template using the IT system.



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.





		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records and viewing how information has been processed in the Patient Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Yes, as above and the Patient Privacy Notice includes more information.



		Why will this information be shared; is this explained to data subjects?



		Yes, to facilitate the necessary examination and treatment of data subjects.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which also includes either a written statement or consent form, signed by the data subject



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 















































Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The referral process is fundamental to effective patient healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the referral process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 3/4/18



[Version 1.0 Reviser A Summerfield – document created] 
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		Appendix 3 Risk Template - Referral Process

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI08/5-18		5/10/18		Patients not aware that they have been opted into this service previously. Although information can only be viewed with the patients consent.		Insignificant		Minor		Low		AS (PM) 		AS & DW to update the Privacy Notice, poster for the waiting room explaining the need to share data.  New patient pack updated with positive opt-in actions for data sharing.		Likely		Minor		Low		Privacy Notice updated.  Waiting room poster in progress.  New Patient pack updated.		Completed		5/22/18
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Sheet3
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Impact Assessment template.docx
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[bookmark: _Toc505696925]The Data Protection Impact Assessment – Patient Call board

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		· 

		



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 









If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA































		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		3/4/18



		Process assessed

		Patient Call board







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The linking or matching of data subjects’ health information which is already held?



The practice use technology as a way of working more efficiently.  One of the systems used is an electronic call board.  This will show data subjects personal data on the call board which is located in the Practice waiting room. No other organisations can see this information and it can only be viewed from the waiting room or the rooms nearby.  



All patients have the choice to not have their personal data on this call board.  To request this, the patient will need to speak to any member of the practice team at the point of booking their appointment.



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		If the clinician uses the call board they will call the patient into the consulting room by the patient name being shown on the call board. 





		Where is the information being collected from and why?



		Systm One - our computer system.  Patient names will be shown on the call board as described above.





		How often is the information being collected?



		As and when each clinician uses the call board to call the patients into the consulting room.





		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of efficient working.  



		When and how will the information be processed?



		Once the clinician clicks on the call button the data will be on the call board for 5-10 seconds only.  





		Is the use of the information linked to the reason(s) for the information being collected?

		The information is already in the computer system.  The call board is an ‘add on’.





		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?

		The information comes from the patient’s computer record. So this should already be accurate. 





		What are the consequences if data is inaccurate?



		Wrong patient could be called in. 





		How will processes ensure that only extant data will be disclosed?

		Only information which is pertinent to the appointment will be used.  







		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.





		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.





		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or by submitting a Subject Access Request (SAR). 





		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records and viewing how information has been processed.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.





		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		No information goes outside of the practice in regards to this. 



		Why will this information be shared; is this explained to data subjects?



		No – as above.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		No – as above



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to  Primary Care Support England. 

























Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]

The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.







Review requirements



The patient call board process is fundamental to effective patient healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the patient call board process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 3/4/18



[Version 1.0 Reviser A Summerfield – document created] 
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		Appendix 3 Risk Template - Patient Call Board

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI02/5-18		4/3/18		Make sure all Data subjects are aware that their data is being displayed on the call board in the waiting room. Make sure they are aware that they can request that this information is not shown.		Likely		Major		High		AS (PM) 		AS & DW to update privacy notice on the website, produce a poster for the waiting room explaining the need to use the call board and options the patients have to decline this usage. Add information to the new patient pack. 		Likely		Minor		Low		Privacy notice updated and pending upload.  Waiting room poster in progress.  New patient pack updated.		Ongoing 		All completed 25/05/2018
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Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Recording telephone calls

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		Depends who makes the telephone call.

		



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		· 

		



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.



















[image: Z:\Documents\signs\Rooley Lane Medical Centre_sign 2_no tel.jpg]





		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		14/10/21



		Process assessed

		Recording telephone calls







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, telephone lines, online access, etc.



As part of the practices PMS/GMS contract we a required to move to a safe & secure cloud based telephony system. Practices will be able to provide patients with a more holistic and personalised care with cloud-based telephony, and features such as, call recording & call back facility and system integration will help to achieve this. The aim of the X-on Surgery Connect platform is to improve communications between healthcare staff and patients resulting in improved outcomes, experience and productivity.



X-on Surgery Connect is approved by NHS England to be used by GP practices and the other systems involved in patient care. NHS England has a lengthy assurance process to make sure they meet the highest standards of safety and security. Your data is safe and is shared only with your GP Practice. 



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information



		Where is the information being collected from and why?



		Data subjects and/or parent/carer etc.  All information is recorded for monitoring and training purposes as stated above. 





		How often is the information being collected?



		During each telephone call into the practice.  



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		For monitoring and training purposes including if a patient made a complaint about a telephone call they had with a member of staff or any discrepancies with information they have received. 



		When and how will the information be processed?



		All calls coming in and out will be recorded. It will stay on the telephone server and only listen to if there is a genuine reason to listen to it e.g. for training and/or monitoring purposes.  



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		It is recorded in real time and so it is an accurate account of each telephone call.  



		What are the consequences if data is inaccurate?



		As above it can only be accurate data that is freely given by the data subject and the member of staff. 

 



		How will processes ensure that only extant data will be disclosed?



		The only information discussed will be what the data subject wants to disclose. 



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access everyones data e.g. the Management Team staff must adhere to the NHS policy for the use of IT equipment. Each person can only access the recordings of their own calls.



		What controls are in place to safeguard only authorised access to the data?



		Each person needs to login to the cloud. 



		How is data transferred; is the process safe and effective?



		If the data is needed then calls can be listened to online. However, once logged in calls can also be downloaded and again only used by the management team.  The information will only be stored for however long is necessary depending on the circumstances around why it has been listened to.  



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access their information if requested by submitting a SAR within the timeframe of the calls being recorded. 



		How can data subjects verify the lawfulness of the processing of data held about them?



		By reading our Impact assessment and privacy notices. 



		How do data subjects request that inaccuracies are rectified?



		This would only occur if a patient gave wrong information or questioned the information given by staff.  If this was inaccurate we would be happy to discuss this.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Not normally unless there was a legal requirement to do so.



		Why will this information be shared; is this explained to data subjects?



		As stated above.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which will also include either a written statement or consent form, signed by the data subject



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		All recordings are overwritten after 6 months.  



		What is the disposal process and how is this done in a secure manner?



		It is a continuous 6 month cycle, so the data is automatically overwritten. 



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		The data is stored in the cloud on X-Ons servers. 























Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The recording of telephone calls is fundamental to monitoring and training purposes of the healthcare that we provide.  The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the Recording of Telephone calls process (no matter how minor they may seem).  



Mandatory review date: [25/3/2028]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 14/10/21



[Version 1.0 Reviser A Summerfield – document created] 

[Version 2.0 Reviser D Whitfield – Redid for X-ON new phone system

[Version 2.0 Reviser D Whitfield – no current changes
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Sheet1

		Appendix 3 Risk template - Recording Telephone Calls 

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI03/5-18		10/14/21		Data subjects are made aware that their data is being recording each time they contact the surgery by phone as we have a message on the phone system. 		Remote		Minor		Insignificant		AS (PM) 		AS & DW to produce statement for website, poster for the waiting room explaining telephone calls are recorded and options to not have call recorded.		Remote		Minor		Insignificant		Statement written and uploaded.  Waiting room poster produced.  Privacy Notice updated.  		Completed		10/15/21
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Impact Assessment template.docx
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[bookmark: _Toc505696925]The Data Protection Impact Assessment – CCTV system

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		· 

		



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.



























		Appendix 1 - Data Protection Impact Assessment Report







		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		3/4/18



		Process assessed

		CCTV cameras







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc.



For safety and security purposes we have a number of cameras in and around the Practice.  All information is recorded and stored in real time.  This information is on a 30 day cycle so it is constantly being overwritten with newer images.  The images are never looked at unless we have an incident e.g. a theft etc. If there is a need to look at any of the images, this will only be carried out by a member of the Management team.  If necessary the image from the time of the incident may be stored on an external drive, the images would then always be deleted as soon as they are no longer needed. Depending on the incident the Practice may be required to share the images with the Police if appropriate.  



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Images of people in and around the building. 



		Where is the information being collected from and why?



		We have numerous cameras outside and inside the building.  They are placed in different areas to capture as much activity in and around the building as possible for security purposes.  



		How often is the information being collected?



		It is being recorded 24 hours per day.  



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		It is used to maintain a safe and secure environment for all stakeholders.  



		When and how will the information be processed?



		The information is constantly being recorded, but it is only accessed if we have a genuine need to access it e.g. a theft etc.   



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		It is recorded in real time and so it is an accurate account of what is occurring.    



		What are the consequences if data is inaccurate?



		Not applicable.  



		How will processes ensure that only extant data will be disclosed?



		The only information recorded is real time information and this will only be looked at if an incident occurs.  If we have an incident the image from that timeframe only may be stored if necessary otherwise all information will be overwritten every 30 days.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data e.g. the management team.  Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		The PC is password protected and only the Management team has access to this. 



		How is data transferred; is the process safe and effective?



		If the data is needed then it will be transferred to an external hard drive which is again only used by the management team and password protected.  The information will only be stored for however long is necessary depending on the circumstances e.g. a theft etc.  



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Due to the nature of this and that other data subject information will be visible, access to the images must be requested by the Police so to not breach any other Data subjects rights.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By reading our Impact assessment and privacy notices. 



		How do data subjects request that inaccuracies are rectified?



		Not applicable as it is recording real time images.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Not normally unless there was a legal requirement to do so.



		Why will this information be shared; is this explained to data subjects?



		As stated above.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, the Police must produce the appropriate documentation before images are disclosed.  



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		All images are overwritten every 30 days.  



		What is the disposal process and how is this done in a secure manner?



		It is a continuous 30 day cycle, so the images are automatically overwritten. 



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		It is stored on a standalone hard drive (which has no internet connection) which is connected to the CCTV monitor.  If the images are needed they are placed on an external hard drive but then deleted when no longer needed.  



















Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The recording of images from the CCTV system is fundamental to the safety and security of all stakeholders coming in to the Practice.  This includes all patients, staff and visitors to the Practice.  The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the CCTV system (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 17/4/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - CCTV

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI04/5-18		4/17/18		Data subjects should be aware that their image is being recording each time they come to the practice as we have notices up.   		Remote		Minor		Insignificant		AS (PM) 		AS & DW to update the privace notice and produce more posters in the waiting room to make more patients aware of this.		Remote		Minor		Insignificant		Privacy notice updated.  Waiting room posters completed.  		Completed		5/22/18





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Systm Online Services

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		· 

		



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		3/4/18



		Process assessed

		Systm online access







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc.



Systm online is where patient have access to their own electronic clinical record which includes ordering prescriptions electronically, booking appointments electronically and accessing their coded clinical record (e.g. long term health conditions).  This information is accessed by patients registering for this service; they are then given a username and password.  It is the patients’ responsibility to decide who they allow to access this information e.g. carer/spouse etc.  The practice would always encourage patients not to allow anybody else to have access to this information as it is confidential to the patient, although it is ultimately the patients’ choice if they choose to share this access with anybody else. 



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information



		Where is the information being collected from and why?



		Data subjects and IT system 



		How often is the information being collected?



		During consultations, information from 3rd parties e.g. hospital correspondence etc. 



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of effective healthcare by the patient being more in control of their own health records.



		When and how will the information be processed?



		Once the patient has access to their online health care record they are then able to utilise all the online services e.g. order prescriptions, make/cancel appointments, view their own health record etc.



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Asking the patient to confirm details and ensuring they inform the practice immediately of any inaccuracies in the data.



		What are the consequences if data is inaccurate?



		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the patient will be visible.  At present this is not the patients complete Health care record, although this may become available in the future. 



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records and viewing how information has been processed in the Patient Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Yes, the Patient Privacy Notice details this information.



		Why will this information be shared; is this explained to data subjects?



		Yes, all patients who sign up to this service have to give explicit consent by signing the online services consent form.  



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which also includes either a written statement or consent form, signed by the patient.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient.



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed.



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 

































Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



The Systm Online Services process is an additional enhancement for the patient so that they are more involved in their own healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the Systm Online Services process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 3/4/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Systm Online Service

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI05/5-18		4/17/18		Data subjects have to sign a specific consent form to register for online services.  Information is explained and given to the Patient at the time of registering, access is then by a specific username and password.    		Likely		Moderate		Medium 		AS (PM) 		AS & DW to update the privacy notice and consent form e.g. making sure patients understand that it is their responsibilities to keep the username/password confidential.		Remote		Minor		Low		Policy updated.  Amendments made to the consent form.		Completed		5/23/18





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Repeat Dispensing (RD) and Electronic Transfer of Prescriptions (ETP)

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		· 

		



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		3/4/18



		Process assessed

		Repeat dispensing (RD) and/or Electronic Transfer of Prescriptions (ETP)







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc.



Repeat Dispensing (RD) – patients have the option to sign up to this service if they are on stable medications that are unlikely to change for long periods of time.  A clinician has to check and approve that the patient is appropriate for this service prior to it commencing.   RD is a process by which the clinician will prescribe up to 12 months’ worth of prescriptions at a time – the number of months varies depending on medication/patient suitability.  The future dated prescriptions will then be held electronically and drawn down (dispensed) each month by the patients’ nominated pharmacy.   



Electronic Transfer of Prescriptions (ETP) – this is a process which the patient would have signed a consent/nomination form for.  By signing the consent form the patient is agreeing that the practice can send prescriptions electronically to the patients nominated Pharmacy.  Patients have the right to change their nominated Pharmacy at any time and it should always be the patients’ choice of preferred Pharmacies.



Assessing the risk:

		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?

		Personal details, healthcare information.



		Where is the information being collected from and why?

		Data subjects and IT system. 



		How often is the information being collected?

		During consultations, information from 3rd parties e.g. hospital correspondence etc. 



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?

		To enable Data subjects the provision of more efficient ways of ordering and/or collecting prescriptions. 



		When and how will the information be processed?



		ETP - once Data subjects have signed up to ETP their prescriptions will be sent electronically to their nominated Pharmacy.  

RD – as above but the prescriptions will be stored electronically and then dispensed monthly by the nominated pharmacy.



		Is the use of the information linked to the reason(s) for the information being collected?

		 Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Medication is added to the Data subjects’ computer record by a clinician or the Practice Pharmacist.  The medication could be either initiated by the practice or elsewhere e.g. the hospital. 

Data subjects are encouraged to always check their medication to ensure it is accurate and to inform the practice immediately of any inaccuracies in the data.



		What are the consequences if data is inaccurate?



		Incorrect medication being prescribed to the Data subject; delay in treatment and or referral; potentially adverse impact on Data subjects’ health.



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the Data subject will be visible.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services e.g. they can see what medication they are on, but they are unable to see what has been sent via ETP or RD.  This information could be requested by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records (as above) and viewing how information has been processed in the Patient Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Yes, the Patient Privacy Notice details this information.



		Why will this information be shared; is this explained to data subjects?



		Yes, all data subjects who sign up to this service have to give explicit consent by signing the ETP and/or RD services consent form.  



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which also includes either a written statement or consent form, signed by the data subject.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient. 

When a data subject leaves the practice all outstanding medication is cancelled.





		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed.



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?

		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 





Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The Repeat Dispensing (RD) and Electronic Transfer of Prescriptions (ETP) Service process is an additional enhancement for the patient which is a more efficient service as they do not have to collect a prescription from the practice.  They are then sent electronically straight to the nominated Pharmacy.  The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the Repeat Dispensing (RD) and Electronic Transfer of Prescriptions (ETP) Service process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 3/4/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Repeat Dispensing and Electronic transfer of Prescriptions 

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PIO6/5/18		5/9/18		Ensure all Data subjects are aware that their data is being stored electronically.  This is so the Pharmacies can access this information to dispense the medication.		Remote		Moderate		Low		AS (PM) 		Data subjects sign a consent form when opting into this service, this will be updated to include an explanation that the data is stored electronically. 		Remote		Minor		Insignificant 		Consent forms updated.  		Completed		5/22/18

																 





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – SMS Services

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		· 

		



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		3/4/18



		Process assessed

		SMS services







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc.



SMS services is where patients agree to receive a text messaging service from the practice e.g. receiving confirmation of booked appointment, a reminder service for booked appointments, relevant health promotion messages e.g flu campaign, practice related information messages e.g. new services the Practice Health Champions are offering.  Patients must complete an explicit consent form to sign up to this service.  Patients have the options to opt-out of this service at any time by informing a member of the practice team.



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details e.g. name and telephone number from a signed consent form



		Where is the information being collected from and why?



		Data subjects and IT system to consent to SMS services.



		How often is the information being collected?



		On signing up to the services and then ad-hoc when information changes.



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To allow an alternative method of contacting patients to enable the provision of effective healthcare.  



		When and how will the information be processed?



		Once the patient has consented to this service it will be processed immediately.  The consent form will then be recorded in the patients’ record and then destroyed.  



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Asking the patient to confirm details and ensuring they inform the practice immediately of any changes to the information e.g. change in mobile number. 



		What are the consequences if data is inaccurate?



		Incorrect information in the patient record which could result in an SMS being sent to the wrong patient. This could result in a breach. 



		How will processes ensure that only extant data will be disclosed?



		Only the information which the patient has given explicit consent to will be sent via SMS.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		An SMS can only be generated through Systm One (our computer system).  Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted



		How data is transferred; is the process safe and effective?



		The data is transferred electronically using Systm One and the patients’ network provider.  



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Not applicable.



		How can data subjects verify the lawfulness of the processing of data held about them?



		They will have given explicit consent to what they would like to receive. 



		How do data subjects request that inaccuracies are rectified?



		Patients can request that information held about them can be changed by speaking to the receptionist.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Not for SMS.  The information will only be sent to the nominated mobile number.



		Why will this information be shared; is this explained to data subjects?



		No.  



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		 Not applicable.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 







































Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The SMS Service process is an additional enhancement for the patient so that we have more ways to contact the patient with relevant information regarding their health.  It is also a system to help the patient manage their appointments as it is an appointment reminder service.  The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the SMS Services process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 3/4/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - SMS service

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI07/5-18		4/17/18		Data subjects have to sign a specific consent form to register for SMS services.  Information is explained and given to the Patient at the time of registering.    		Frequent 		Moderate		High		AS (PM) 		AS & DW to make changes to the consent form so that it is more specific with explicit consent for each type of SMS that may be sent. 		Remote		Moderate		Low		Privacy Notice updated. Amendments made to the consent form.  Poster added to the waiting room  re inform us if they change their number.		Completed		5/23/18





Sheet2





Sheet3






Impact Assessment template.docx
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[bookmark: _Toc505696925]The Data Protection Impact Assessment – Summary Care Record (SCR) and enriched Summary Care Record (eSCR) 

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		· 

		



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.





























		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		10/5/18



		Process assessed

		Summary Care Record (SCR) and Enriched Summary Care Record (eSCR)







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The sharing of data subjects’ health information between organisations.



Summary Care Record (SCR) - From May 2018 – This is a process whereby the patient signs a consent form giving explicit consent to enable healthcare professionals, authorised with an NHS smartcard, to view relevant information extracted from the GP record, limited to allergies, sensitivities and medication.



*******Summary Care Record (SCR) Prior to May 2018 – this was introduced a number of years ago.  Prior to it being introduced nationally, it was heavily publicist so that all patients where made aware that they had the option to opt-out of their SCR being shared.  If patients did not opt-out they were automatically opted-in to this service.  From 25/5/18 this will change in that all new patients will have the option to opt-in or opt-out of this at the point of registration.******** 



Enriched Summary Care Record (eSCR) – this is a more detailed SCR, it includes all the information listed above but can include other information which the patient consents to being included.  The reason for this is so that the person providing the care to the patient has all the relevant history about the patient not just the items listed above.  The only way this information can be added to the patients SCR is by the patient having a discussion with a member of the clinical team and giving explicit consent to the relevant information being added to the basic SCR.



Assessing the risk:

		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?

		Personal details, healthcare information



		Where is the information being collected from and why?

		Data subjects, 3rd Parties e.g. other health care professionals and IT system.  



		How often is the information being collected?

		During consultations, information from 3rd parties e.g. hospital correspondence etc. 



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable other health care professionals access to health information about Data subjects to enable the provision of effective healthcare treatment.   



		When and how will the information be processed?



		Recorded during consultations onto Systm1 clinical system and or information gathered by 3 parties e.g. hospital consultations etc.



		Is the use of the information linked to the reason(s) for the information being collected?

		 Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?

		Asking the data subject to confirm details and ensuring the correct patient record is used when recording the information



		What are the consequences if data is inaccurate?

		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the Data subject will be visible.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access this information using online services e.g. they can see what medication they are on, sensitivities etc.  This information could also be requested by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records (as above) and viewing how information has been processed in the patient privacy notice. 



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Yes, the Practice Patient Privacy Notice details this information.



		Why will this information be shared; is this explained to data subjects?



		Yes, all data subjects who sign up to this service have to give explicit consent by signing the opt-in/out SCR or eSCR consent form.  



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be consented by the Data Subject before the third party can access the SCR or eSCR. 



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient. 





		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 















Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 

To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The Summary Care Record (SCR) and Enriched Summary Care Record (eSCR) is an additional enhancement which is fundamental to effective patient healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the Summary Care Record (SCR) and Enriched Summary Care Record (eSCR) process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 10/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Summary Care Record (SCR) and Enriched Summary Care Record (eSCR)

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PIO8/5/18		5/9/18		Data subjects where automatically sign up to this if they did not opt out.  Although they will always be asked before a health care profession accesses their record.		likely 		Moderate		Medium		AS (PM) 		Consent form has been changed so that Data subjects now have to give explicit consent e.g. they have to either opt-in or opt-out when registering at the practice.  		Remote		Minor		Insignificant 		Consent forms updated.  		Completed		5/22/18
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Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Sharing of Health Records 

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		· 

		



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		10/5/18



		Process assessed

		Sharing of Health Records







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The sharing of data subjects’ health information between organisations.



Sharing of health records – This service uses a secure computer system that allows the sharing of full electronic records across different NHS care services.  Following the Information Commissioners Office requirements and our Clinical Commissioning Group recommendations our practice has set the following default setting for all our registered patients whose detailed electronic health (and where applicable social care) record is in our possession and within the clinical computer system, SystmOne.  



· Implied Consent to make your record available to all organisations (without verification/security process) for direct care purposes. 



And/Or 



· Explicit consent to make your record available to all organisations (without verification/security code process) for direct care purposes. 



If the record is shareable, the clinical details will only be viewable by clinical teams who are treating the Data subject and only once they have asked the Data subject for permission to access the clinical record. 



Data subjects also have the right to make any part of their record private e.g. not shareable.  All accesses are recorded and auditable.    



More information regarding this can be found on the Practice Privacy Notice.   



Assessing the risk:

		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information.



		Where is the information being collected from and why?



		Data subjects, 3rd Parties e.g. other health care professionals and IT system.  



		How often is the information being collected?



		During consultations, information from 3rd parties e.g. hospital correspondence etc. 



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable other health care professionals access to health information about Data subjects to enable the provision of effective healthcare treatment.   



		When and how will the information be processed?



		Recorded during consultations onto the Systm1 clinical system and or information gathered by 3 parties e.g. hospital consultations etc.



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Asking the data subject to confirm details and ensuring the correct patient record is used when recording the information.



		What are the consequences if data is inaccurate?



		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health.



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the Data subject will be visible.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment. Other organisations will need to ask for consent before accessing the record.  This may also include a verification code/



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access this information using online services e.g. they can see what medication they are on, sensitivities etc.  This information could also be requested by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records (as above) and viewing how information has been processed in the patient privacy notice. 



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Yes, the practice Patient Privacy Notice details this information.



		Why will this information be shared; is this explained to data subjects?



		Yes, all data subjects who sign up to this service have to give explicit consent by signing the Sharing of Health records opt-in consent form.  



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be consented by the Data Subject before the third party can access the patients’ health record.  



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient. 





		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to  Primary Care Support England. 





















Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



The Sharing of Health Records is an additional enhancement which is fundamental to effective patient healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the Sharing of Health Records process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 10/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Sharing of Health Records - in/out 

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PIO9/5/18		5/11/18		Practice default is implied consent (if no previous consent given).  Data subjects can change consent and/or add the need to have a verification so they are asked permission prior to anyone assessing their health record. So all patients will be opted into implied consent unless they tell us otherwise.    		likely 		Moderate		Medium		AS (PM) 		Consent forms are readily available so that Data subjects can change their consent to explicit consent e.g. they have to either opt-in or opt-out as and when they want to.  All new patients will complete this form as part of the new patient pack.   		Remote		Minor		Insignificant 		Consent forms updated.  Privacy policy updated, information added to our website and notice put our for 4 weeks prior to us making the change.  DW will also send the patient letter to all patients who have previously chosen not to share to make sure that this is still relevant.		ongoing		 
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Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – All mail received regarding patients (electronic, Fax machine and post)

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		· 

		



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		3/4/18



		Process assessed

		Mail 







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The sharing of data subjects’ health information between organisations.



We receive mail in a number of ways, the main areas are as follows:



Electronically 

This is sent to us electronically via a secure email account.  The mail is then imported into our clinical system and deleted from the email account.  



Fax machine

This is normally only used in an emergency situation e.g. to inform us of urgent test results etc that need to be dealt with urgently for the health and wellbeing of a patient. 



Internal mail

Clinical letters e.g. Hospital letters can be sent to us either in paper format or electronically. 



Please see the privacy notice for more information regarding each area.



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal detail and healthcare information.



		Where is the information being collected from and why?



		Data subjects, IT system and 3rd Party organisations.



		How often is the information being collected?



		During consultations, which are on an as-needed basis.





		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of effective healthcare treatment.



		When and how will the information be processed?



		Recorded during previous consultations with 3rd party organisations which are then sent to the practice in one of the formats mentioned above.  This is then scanned/entered on to the Data subjects’ clinical record.



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		The information has been sent via a 3rd party organisation.  



		What are the consequences if data is inaccurate?



		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health.



		How will processes ensure that only extant data will be disclosed?



		All information will be relevant and current.



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption, via a safe haven fax machine or via internal mail or royal mail depending where the information is being sent from.  The method is determined by the sender. 



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records and viewing how information has been processed in the Patient Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Yes, the Practice Patient Privacy Notice details this information.



		Why will this information be shared; is this explained to data subjects?



		Yes, to facilitate the necessary examination and treatment of data subjects.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		 Yes, authority must be provided by the third party which also includes either a written statement or consent form, signed by the data subject.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient.



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed.



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to  Primary Care Support England. 

















Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



The process for the way we receive mail regarding patients is fundamental to effective patient healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the ways that we receive mail process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 14/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - The different ways that we receive patient mail

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI10/5-18		5/14/18		Patients may not be aware how their information is sent to us and processed.  		remote		moderate		low		AS (PM) 		The privacy policy includes information regarding how we receive, process and store information from 3rd parties.  This will be widely available for patients to read. 		remote		minor		insignificant 		Privacy Policy update.		Completed		5/23/18
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Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Payments and invoicing for treatment 

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		· 

		



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		14/5/18



		Process assessed

		Payments and invoicing for treatment







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The sharing of data subjects’ health information between organisations.



Certain elements of the services we provide are classed as enhanced services and are paid for on a cost per patient basis.  This means your information may be shared if you have received treatment, to determine which Clinical Commissioning Group (CCG) is responsible for paying for your treatment.  This information may include any of the following: your name, address, NHS number and treatment date.  All of this information is held securely and confidentially; it will not be used for any other purpose or shared with any other 3rd parties.    



As a practice we also purchase and provide certain injections that are then administered to patients.  For some of the injections we then have to send a prescription (which will include the patients name and address) to the Prescription Pricing Authority.  This has to be sent via external mail so it is always sent by a secure method e.g. recorded delivery.



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information.



		Where is the information being collected from and why?



		Data subjects and IT system.



		How often is the information being collected?



		During consultations, which are on an as-needed basis.



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of effective healthcare treatment and for the practice to be paid for the enhanced service.



		When and how will the information be processed?



		Recorded during consultations onto the Systm1 clinical system.



		Is the use of the information linked to the reason(s) for the information being collected?



		Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Asking the data subject to confirm details and ensuring the correct patient record is used when recording the information.





		What are the consequences if data is inaccurate?



		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health.



		How will processes ensure that only extant data will be disclosed?



		Only the information which is pertinent to the patient will be recorded.



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption or if it is to be sent to the prescription pricing authority this will be sent by recorded delivery. Please see our Patient Privacy Notice for more information regarding the Business Services Authority.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records and viewing how information has been processed in our Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Yes, the Patient Privacy Notice details this information.



		Why will this information be shared; is this explained to data subjects?



		Yes, to facilitate the payment to the practice for providing the enhanced treatment to the data subjects.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which will include either a written statement or consent form, signed by the data subject.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient.

Please also see the Business Services Authority information in the Patient Privacy Notice.  



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 

Please also see the Business Services Authority information in the Patient Privacy Notice.  





















Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



The payments and invoicing process is a requirement from the Clinical Commissioning Group (CCG) to allow the practice to be paid for providing the enhanced services to our patients to provide an effective healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the payments and invoicing process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 14/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Payments and Invoicing 

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI11/5-18		5/14/18		Patients may not be aware that their information may be shared to enable the practice to be paid for the enhanced services provided to the patients. 		Remote		Moderate		Low		AS (PM) 		AS to produce inforamtion in the patient privacy policy, include the poster explaining the business authority standards. 		Remote		Minor		Insignificant		Policy updated and includes the poster.		Completed		5/22/18





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – All mail sent out from the practice regarding patients (electronic, Fax machine and post)

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		· 

		





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		14/5/18



		Process assessed

		Outgoing Mail and Docmail







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”



We send mail out in a number of ways; the main areas are as follows:



Sometimes we have to send mail out to patients e.g. if we are unable to contact patients via the telephone or for health campaign appointments e.g. reviews and/or flu injections etc. Depending on the letter it can be sent directly from the practice using royal mail or if it is a campaign etc we may use a 3rd party called DOCMAIL.



Royal Mail - this is used for ad-hoc letters.  We always try to contact the patient by telephone first but if we are unable to contact the patient then we may send out a letter to the home address.  Therefore it is imperative that we are kept up-to-date with correct contact details.  



Docmail – we often have to send out bulk letters to patients who are due reviews, injections etc.  This type of letter would often be sent via a 3rd Party company that we use called Docmail.  The only information they are sent is your name, address and the body of the letter.  They have no access to any other parts of your medical record.  They have strict guidelines that they have to follow in regards to your confidentiality and have to comply with GDPR also.  They only hold the information from the data we send for a maximum of 28 days, therefore all information is permanently deleted from their system within 28 days of us sending it. If you would like to decline from us using this 3rd Party please inform the receptionist so that we can record your decision. Please see the privacy notice for more information regarding each area.



Electronically - Mail can sometimes be sent electronically, if we do this it is always via a secure computer system with end to end encryption.



Fax Machine -Occasionally urgent mail has to be faxed.  When this occurs Fax Numbers are always checked before faxing and they are always sent to safe haven fax machines. 



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?

		Personal detail and healthcare information.



		Where is the information being collected from and why?

		Data subjects, IT system and 3rd Party organisations.



		How often is the information being collected?



		During consultations, which are on an as-needed basis.



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of effective healthcare treatment.



		When and how will the information be processed?



		Information is constantly being gathered and recorded in the data subjects’ clinical record.  From this information the practice may have the need to contact the data subject e.g. when a review becomes due.  



		Is the use of the information linked to the reason(s) for the information being collected?

		 Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		The information will have been gathered by the data subject during consultations or from a 3rd party so it should be accurate.  



		What are the consequences if data is inaccurate?



		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health.



		How will processes ensure that only extant data will be disclosed?

		All information will be relevant and current.



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted



		How is data transferred; is the process safe and effective?



		If we have to contact the data subject via one of the mail methods listed above it will always be processed safely and effectively as described below: - 

The data is transferred electronically using end-to-end encryption, via a safe haven fax machine, via royal mail or via DOCMAIL depending what information is being sent.   



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or by submitting a SAR



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records and viewing how information has been processed



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?

		Yes, the practice privacy policy details this information.



		Why will this information be shared; is this explained to data subjects?

		Yes, to facilitate the health care provisions for data subjects.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which includes either a written statement or consent form, signed by the data subject



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?

		GP records are retained for a period of 10 years following the death of a patient



		What is the disposal process and how is this done in a secure manner?

		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 











Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The process for the way we receive mail regarding patients is fundamental to effective patient healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the ways that we receive mail process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 14/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk template - The ways we send out mail to patients

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI12/5-18		5/14/18		Patients may not be aware how their information is sent out from us.  They may not realise the importance of keeping our records up-to-date, so that mail is not sent out to the wrong address.		remote		major		medium		AS (PM) 		The privacy policy includes information regarding how we send mail out to patients.  This will be widely available for patients to read. We will include a produce a poster explaining how important it is to keep the practice up-to-date with correct contact information		remote		moderate		low		Waiting room poster in added.  Rivacy Policy updated.		Completed 		5/22/18





Sheet2





Sheet3






Impact Assessment template.docx
[image: Z:\Documents\signs\Rooley Lane Medical Centre_sign 2_no tel.jpg]



[bookmark: _Toc505696925]The Data Protection Impact Assessment – Meetings and minutes (Teamnet)

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		· 

		



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.































		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		14/5/18



		Process assessed

		Meetings and minutes







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new practice policies and protocols relating to the use of data subjects’ personal information.



Meetings and minutes - Patients can sometimes be discussed at practice meetings.  As a practice we have to minute every meeting so this may include patient information.  If this occurs the information will only include the patients NHS number and/or names, the minutes are then only available to relevant staff members.  Minutes kept on our practice shared drive and on Teamnet. This could also include complaints raised by a patient or on behalf of a patient 



Patients attending meetings – we have a Patient Participation Group (PPG) and Practice Health Champions (PHC), both group members attend meetings at the practice.  As we have to minute all meetings and make these available on our Practice Website it has been mutually agreed that we will only include initials in the minutes.  The groups can also work in our practice waiting room on behalf of the practice.  This work could involve gaining personal patient information, so all our PPG and PHC members have a DBS check carried out  prior to them working with other patients.  Every group member also reads, agree and signs our practice confidentially agreements. 



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal detail and/or healthcare information



		Where is the information being collected from and why?



		Data subjects, IT system and 3rd Party organisations.



		How often is the information being collected?



		During consultations and/or attendance at our PPG/PHC meetings.



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of effective healthcare treatment if it is a clinical meeting. 

For the purpose of the minutes if it is a group meeting.



		When and how will the information be processed?



		Information will be recorded in the minutes.  If it is a clinical meeting only relevant team members will have access to the minutes. 

If it is a group meeting these minutes will be widely available but will only include initials.   



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		The information will be discussed at the meeting and minuted.  This information will then be checked for accuracy at the next meeting.   



		What are the consequences if data is inaccurate?



		Incorrect minutes.  



		How will processes ensure that only extant data will be disclosed?



		All information will be relevant and current.



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data – clinical meetings. Staff must adhere to the NHS policy for the use of IT equipment.

Group meetings – only initials are added.  These are then widely available on the practice website.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted



		How is data transferred; is the process safe and effective?



		No data is transferred.     



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information by submitting a SAR



		How can data subjects verify the lawfulness of the processing of data held about them?



		By reading the Practice Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		The information from the clinical meetings will not be shared outside of the practice. 

Patient group meetings – this information will be available to everyone via our practice website – but this only includes initials as agreed with the group members.  



		Why will this information be shared; is this explained to data subjects?



		As above.



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Not applicable.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		The minutes do not have a retention period, this is so so that they may be referred to regarding a complaint and if our legal team are involved.



		What is the disposal process and how is this done in a secure manner?



		If it is decided that we don’t need them anymore, we can securely delete on Teamnet and on our network drive



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		The data is stored on our secure computer system and on Teamnet which is a secured website. 















Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



The process above describes the way we write up the minutes from all meetings held in practice.  The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the way that we write up the minutes (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 14/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Meetings and minutes

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI13/5-18		5/14/18		Patients may not be aware that their information may be discussed at an inhouse clinical meeting.  		remote		minor		insignificant		AS (PM) 		The privacy policy includes information regarding how we minute meetings.  This will be widely available for patients to read. 		remote		minor		insignificant 		Policy updated.		Completed		5/22/18





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Medicine Management and Prescribing Support Services (PSS)

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		· 

		



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		14/5/18



		Process assessed

		Medicine Management and Prescribing Support Services 







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The collection, use or sharing of existing data subjects’ health information.



To assist with the clinical workload the Practice has employed two pharmacists from a 3rd Party organisation called Prescribing Support Service (PSS).  More detailed information can be found on the detailed Patient Privacy Notice.  



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information.



		Where is the information being collected from and why?



		Data subjects and IT systems to provide appropriate healthcare.



		How often is the information being collected?



		During consultations, information from 3rd parties e.g. hospital correspondence etc. 



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable an effective medicines optimisation services. 



		When and how will the information be processed?



		As and when data subjects have changes to their medication. 

As and when NICE (National Institute for Health and Care Excellence) guidelines and/or CCG changes are made.



		Is the use of the information linked to the reason(s) for the information being collected?



		Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Medication is added to the Data subjects computer record by a clinician or pharmacist.  The medication could be either initiated by the practice or elsewhere e.g. the hospital. 

Data subjects are encouraged to always check their medication to ensure it is accurate and to inform the practice immediately of any inaccuracies in the data.



		What are the consequences if data is inaccurate?



		Incorrect medication being prescribed to the Data subject; delay in treatment and or referral; potentially adverse impact on Data subjects health



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the Data subject will be visible.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		The data is not transferred.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services e.g. they can see what medication they are on.  This information could also be requested by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records (as above) and viewing how information has been processed.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		No patient identifiable information is shared outside of the practice.  

The medicine management team may process statistical information only. 



		Why will this information be shared; is this explained to data subjects?



		As above.   



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which also includes either a written statement or consent form, signed by the data subject



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient. 

When a data subject leaves the practice all outstanding meds etc are cancelled



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 























Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The employment of external staff from a 3rd Party Organisation is it assist with the clinical workload and is an additional enhancement for the team, which means we are able to provide a more efficient service to our patients.  The service is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to this service/role (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 9/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk template - Medicine Management and Prescribing Support Services 

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI15/5/18		5/14/18		Ensure all Data subjects are aware that their data is being accessed via a 3rd Party organisation who are working on behalf of the Practice and that there are measure in place to ensure that the data subjects information is kept secure at all times.		Remote		Moderate		Low		AS (PM) 		Update the Patient Privacy Notice to explain what measures are in place to keep their information safe and secure.  		Remote		Minor		Insignificant 		Privacy Notice updated 		Completed		5/22/18

																 





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Research groups

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		· 

		



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		15/5/18



		Process assessed

		Research groups







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised).



From time to time the practice may be involved in certain research groups if we feel that it would benefit our patients or the NHS.  If we do participate in this it will be either anonymised data e.g. statistical information being passed on to the research company or it may be patient involvement.  If it is patient involvement the research company may want to invite patients who have certain conditions to participate in a trial and/or research.  This will happen by us running a search to identify the patients; all patients will then receive a letter explaining about the research and asked if they would like to take part in the research/trial.  If they do, they will then have the option to send the consent form to the research company.  At no point prior to the patient consenting to participate in the research, will the company have any patient identifiable information.  All staff involved in the research will be bound by strict confidential guidelines to make sure that your confidential information is kept secure.  



The Patient Privacy Notice has more information regarding this.



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details (maybe), statistical healthcare information.



		Where is the information being collected from and why?



		Data subjects and IT systems.



		How often is the information being collected?



		Ad-hoc. 



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable patients to take part in clinical research and support the Governments strategy for UK life Sciences by delivering research in the NHS across all disease areas. 



		When and how will the information be processed?



		As and when the research is taking place. 



		Is the use of the information linked to the reason(s) for the information being collected?



		Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		All data is added to the data subjects’ record by either a clinician or from a 3rd party organisation clinical letter.  The information originated from the Data subject or a clinician.



		What are the consequences if data is inaccurate?



		Incorrect medication being prescribed to the Data subject; delay in treatment and or referral; potentially adverse impact on Data subjects’ health.

For research purposes this could mean wrong information being used for the research.



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the Data subject will be visible. 

For research purposes this may just be statistical data. 



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.

Please also see the Patient Privacy Notice for information regarding the research company. 



		What controls are in place to safeguard only authorised access to the data?



		As above. 

Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted.



		How is data transferred; is the process safe and effective?



		If data is transferred it will be end-to-end encryption or by the patient signing a consent form to be involved. 



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or this information could be requested by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records (as above) and viewing how information has been processed in the Patient Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		If patient identifiable information is shared outside of the practice it will only be done with explicit consent from the data subject including an opt-in consent form.  



		Why will this information be shared; is this explained to data subjects?



		As above this is explained with the consent form.   



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which also includes either a written statement or consent form, signed by the data subject



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient. 

When a data subject leaves the practice all outstanding meds etc are cancelled.



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then confidentially destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?

		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 





Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 

To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



The involvement with Research Groups is an additional enhancement that the practice is involved in.  This is to assist with the Governments strategy to research all disease areas and to help with local statistics so that we can help shape a better NHS for our practice population. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the Research Groups process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 15/5/18



[Version 1.0 Reviser A Summerfield – document created] 

image2.tiff

Probability

Severity of Impact/Consequences

Minor | Moderate
Frequent]
i Medium
Likel
i/ Low Medium
Remote.
Insignificant|  Low

Major

Medium







image1.jpeg

Medical Centre
\___








Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Participating with Research Groups

		Research Groups		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI16-5/18		5/15/18		Data subjects may not be aware that their data may be used by research groups i.e. statisical data.  All Data Subject level data will be explicit consent, so they will be aware of this. 		Remote		Minor		Insignificant		AS (PM) 		Update the Patient Privacy Notice to explain what measures are in place to keep their information safe and secure.  		Remote		Minor		Insignificant 		Privacy Notice updated 		Completed		5/15/18

																 





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Confidential waste destruction – Shred-it

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		· 

		



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		15/5/18



		Process assessed

		Confidential Waste destruction - Shred-it  







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The collection, use or sharing of existing data subjects’ health information.



All confidential waste is placed into a locked console (only the Practice Manager has the key).  This is then collected and destroyed on our Practice site by a specialised Shredding Company (Shred It) every 4 weeks.  This company is also bound by contractual agreements to ensure confidentiality of all information that is being destroyed.  Please see the Patient Privacy Notice for more information from the company.  





Assessing the risk:

		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		All confidential waste which includes Data subjects information.



		Where is the information being collected from and why?



		All confidential waste from the practice to be destructed.



		How often is the information being collected?



		Daily. 



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		The information is not being used. 



		When and how will the information be processed?



		The waste will be placed in locked consoles and then every 4 weeks Shred-It will come on site and collect the waste.  This will then be destroyed on site and a destruction certificate will be given after each visit.



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Not applicable.



		What are the consequences if data is inaccurate?



		Not applicable.



		How will processes ensure that only extant data will be disclosed?



		Not applicable.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. All staff have been security checked and trained in confidentiality.  Please see the Practice Patient Privacy Notice for more information which includes the companies Privacy Notice.



		What controls are in place to safeguard only authorised access to the data?



		As above.

Security measures are in place for all Shred-it staff 



		How is data transferred; is the process safe and effective?



		As above.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Not applicable as this is confidential waste.



		How can data subjects verify the lawfulness of the processing of data held about them?



		As above



		How do data subjects request that inaccuracies are rectified?



		As above



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Not applicable as above. 



		Why will this information be shared; is this explained to data subjects?



		As above.   



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		As above



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		Please see the Practice Patient Privacy Notice for more information which includes the companies Privacy Notice.



		What is the disposal process and how is this done in a secure manner?



		As above



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		As above 

























Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



Rooley Lane Medical Centre takes the destruction of confidential waste very seriously.  All staff are aware of the importance of confidentiality and complete annual training in this area.  To assist with the destruction of confidential waste we have employed a specialist company who then destruct our waste every 4 weeks.  Our Patient Privacy Notice includes more information about the company and security measures they have in place to make sure that any data subject information is destroyed safely and effectively.  The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the confidential waste destruction process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 15/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Tempalte - Confidential Waste destruction (Shred-it)

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI17/5-18		5/15/18		Ensure all Data subjects are aware that we use a 3rd Party organisation for our confidential waste destruction.  		Remote		Minor		Insignificant		AS (PM) 		Update the Patient Privacy Notice to explain what measures are in place to keep their information safe and secure.  Include Shred-it privacy information.		Remote		Minor		Insignificant 		Privacy Notice updated 		Completed		5/23/18

																 





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Office equipment e.g. Photocopier, fax machine and scanners

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		· 

		



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		15/5/18



		Process assessed

		Office equipment  







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc



The practice uses different office machinery in our day to day working, as follows:-

Photocopier, fax machine and scanners. 



Assessing the risk:

		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information.



		Where is the information being collected from and why?



		Data subjects, IT systems, 3rd party organisations.



		How often is the information being collected?



		Ad-hoc, throughout the day.



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable an effective and efficient way of processing data e.g. to have the information available in real time.



		When and how will the information be processed?



		Information could be scanned, faxed or photocopier throughout the day. 



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes.



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Information is recorded/gathered by a clinician or the data subject.



		What are the consequences if data is inaccurate?



		Incorrect data entry; delay in treatment and or referral; potentially adverse impact on Data subjects health.



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the Data subject will be visible.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted. 



		How is data transferred; is the process safe and effective?



		The data is securely transferred as follows:-

Photocopier - this is a direct copy of the information.

Fax - this information is only faxed to a safe haven fax machine and ours is also a safe haven machine. 

Scanners – the information is scanned straight into our computer system.  

See privacy notice for more information about each piece of machinery.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services. This information could also be requested by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records (as above) and viewing how information has been processed on the Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		Faxed information will be sent to a 3rd party, but this method is only used when we have no other method or it is urgent e.g. an urgent referral request needs sending etc.  



		Why will this information be shared; is this explained to data subjects?



		As above.   



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which also includes either a written statement or consent form, signed by the data subject



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient. 

When a data subject leaves the practice all outstanding meds etc are cancelled



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to  Primary Care Support England. 

No information is stored on any of the machinery – please see the privacy notice for more information on each piece of machinery. 

















Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



All office machinery can only be used by trained members of the team and all machinery is kept in our clerical offices.  Before purchasing equipment and training staff we make sure that processes and procedures are in place to keep all data subject information safe and secure. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to any office machinery and/or processes/procedures for using the machinery (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 15/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Office equipment 

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI18/5-18		5/15/18		Data subjects may not be aware that we sometimes fax, photocopy or scan their personal information.   		Remote		Minor		Insignificant		AS (PM) 		Update the Patient Privacy Notice to explain what measures are in place to keep their information safe and secure.  		Remote		Minor		Insignificant 		Privacy Notice updated 		Completed		5/15/18
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Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – ECG and 24 hour BP machines and Technomed storage cloud

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		· 

		



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		

		· 



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		24/5/18



		Process assessed

		ECG and 24 Hour BP machine incTechnomed ECG Cloud







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The collection, use or sharing of existing data subjects’ health information.



To assist with providing effective and efficient health care to our patients we use a number of different clinical machinery.  (Please see the Privacy notice for a full list).  Most of the machinery only generates figures e.g. Blood pressure reading etc so PIAs are not needed on those types of machinery. 



Although two of the machines use a ‘cloud’ (a means of storing and accessing data and programs over the internet) to store data subject information so that it can be assessed, retrieved and imported into the Practices computer system.  The company we use to provide this service is called Technomed.  





Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details, healthcare information.



		Where is the information being collected from and why?



		Data subjects, clinical machinery (either ECG or BP monitor) and IT systems.



		How often is the information being collected?



		During consultations, which are on an as-needed basis



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To enable the provision of effective healthcare treatment.



		When and how will the information be processed?



		The machinery will be used and then the data is stored in the ‘cloud’, this will then be retrieved and imported into the Systm1 clinical system.



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Asking the data subject to confirm details and ensuring the correct patient record is used when recording the information.



		What are the consequences if data is inaccurate?



		Incorrect patient record updated; delay in treatment and or referral; potentially adverse impact on patient health



		How will processes ensure that only extant data will be disclosed?



		Only information which is pertinent to the patient will be used. 



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the data. Staff must adhere to the NHS policy for the use of IT equipment. 

Please see the additional information regarding Technomed in the Patient Privacy Notice.



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted



		How is data transferred; is the process safe and effective?



		The data is transferred electronically using end-to-end encryption.



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Data subjects can access limited information using online services or by submitting a SAR.



		How can data subjects verify the lawfulness of the processing of data held about them?



		By accessing their records and viewing how information has been processed in the Patient Privacy Notice.



		How do data subjects request that inaccuracies are rectified?



		Data subjects can request that information held about them be changed by asking for an appointment with the data controller.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		The information is stored in the cloud using end-to- end encryption.  The Patient Privacy Notice details this information



		Why will this information be shared; is this explained to data subjects?



		This is a method to allow the information from the machine to be imported into the data subjects clinical record to assist with providing efficient healthcare.  



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		Yes, authority must be provided by the third party which includes either a written statement or consent form, signed by the data subject.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient.

Please see the information from Technomed in the Patient Privacy Notice.



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed.



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to  Primary Care Support England. 

































Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.





Review requirements



The ECG and BP monitors use a ‘cloud’ service provided by Tecnomed.  This service is fundamental to effective patient healthcare. The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the ‘cloud’ storage company (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 24/5/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - ECG and BP machines storage (Cloud) 

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI19/5-18		5/24/18		Data subjects maybe unaware that their data is being stored in the 'cloud' when having an ECG and/BP carried out.		likely		Major		High		AS (PM) 		AS update the Privacy Notice.  Consent form for BP will include information regarding storage on the cloud.  Patients will be informed of storing information on the cloud prior to having the ECG. 		Remote		Minor		Insignificant		Policy update, consent form updated.  Nursing team instructed to inform patients about the cloud prior to carrying out the ECG. 		Completed		5/24/18





Sheet2





Sheet3






Impact Assessment template.docx
[bookmark: _Toc505696925]The Data Protection Impact Assessment – Email address

This document is to be used to conduct a DPIA at Rooley Lane Medical Centre.



Step 1 – Determining the need



		DOES THE PROCESS INVOLVE ANY OF THE FOLLOWING:

		YES

		NO



		The collection, use or sharing of existing data subjects’ health information?



		

		· 



		The collection, use or sharing of additional data subjects’ health information?



		

		· 



		The use of existing health information for a new purpose?



		

		· 



		The sharing of data subjects’ health information between organisations?



		

		· 



		The linking or matching of data subjects’ health information which is already held?



		

		· 



		The creation of a database or register which contains data subjects’ health information?



		

		· 



		The sharing of data subjects’ health information for the purpose of research or studies (regardless of whether the information is anonymised)?



		

		· 



		The introduction of new practice policies and protocols relating to the use of data subjects’ personal information?



		

		· 



		The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc?



		· 

		



		Any other process involving data subjects’ health information which presents a risk to their “rights and freedoms”?



		

		· 





If the answer is yes to one or more of the above questions, a DPIA is required; proceed to Step 2.



Step 2 – See appendix 1 for assessing the risk, recording the DPIA and the report



Step 3 – See appendix 2 for Risk mitigation 



Step 4 – See appendix 3 for Risk template (separate document if this is electronic version)



Step 5 – Reviewing the DPIA



The review process is detailed in the report.
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		Appendix 1 - Data Protection Impact Assessment Report



		Practice name

		Rooley Lane Medical Centre



		Data controller

		Dr Donald Young



		Date of assessment

		24/5/18



		Process assessed

		Email Address







Overview:



Rooley Lane Medical Centre currently adheres to internal policies and national legislation and guidance for all processes that involve personal data. To ensure that the practice is compliant with the GPDR, which comes into effect on 25th May 2018, a review of all processes is being undertaken.



The need:



Having completed Step 1 of the DPIA, when asked “Does the process involve any of the following”, this question merited a “yes” response: The introduction of new technology in relation to the use of data subjects’ personal information, i.e. new IT systems, phone lines, online access, etc.



Patients are able to sign up to receive the Practice Newsletter and/or ad-hoc information regarding the Practice electronically.  To allow for this the patient will sign an explicit consent form specifying what information they would like to receive.  The email address would then be added to a distribution list. Patients have the options to opt-out of this service at any time by informing a member of the practice team.



Practice Health Champions (PHC) and Patient Participation Group (PPG) members also have an email group so that minutes and relevant information about the teams can be sent electronically.  All members have agreed and signed up to this when they become PHC and/or PPG members.



Assessing the risk:



		Information collection – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject



		What information is being collected and how?



		Personal details e.g. name and email address will be included on the signed consent form



		Where is the information being collected from and why?



		Data subjects to consent to receiving emails from the Practice.



		How often is the information being collected?



		On signing up to the services and then ad-hoc when information changes.



		Information use – Is the data obtained for specified, explicit and legitimate purposes?



		What is the purpose for using the information?



		To allow an alternative method of contacting patients to enable the provision of effective healthcare.  



		When and how will the information be processed?



		Once the patient has consented to this service it will be processed immediately.  The consent form will then be recorded in the distribution list.   



		Is the use of the information linked to the reason(s) for the information being collected?



		 Yes



		Information attributes – Personal data shall be accurate and, where necessary, kept up to date



		What is the process for ensuring the accuracy of data?



		Asking the patient to confirm details and ensuring they inform the practice immediately of any changes to the information e.g. change in email address. 



		What are the consequences if data is inaccurate?



		Incorrect information which could result in the patient not receiving the emails.  



		How will processes ensure that only extant data will be disclosed?



		Only the information which the patient has given explicit consent to will be sent via email.  



		Information security – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		What security processes are in place to protect the data?



		Only authorised users can access the distribution list.  Staff must adhere to the NHS policy for the use of IT equipment



		What controls are in place to safeguard only authorised access to the data?



		Regular audits of access to healthcare records. All users have an individual log-on and the system is password restricted



		How data is transferred; is the process safe and effective?



		The data is transferred electronically.    



		Data subject access – Personal data shall be accurate and, where necessary, kept up to date



		What processes are in place for data subject access?



		Not applicable.



		How can data subjects verify the lawfulness of the processing of data held about them?



		They will have given explicit consent to what they would like to receive. 



		How do data subjects request that inaccuracies are rectified?



		Patients can request that information held about them can be changed by speaking to a member of the management team.



		Information disclosure – Personal data shall be processed in a manner that ensures appropriate security of personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures



		Will information be shared outside the practice; are data subjects made aware of this?



		No.  The information will only be sent to the nominated email address.



		Why will this information be shared; is this explained to data subjects?



		No.  



		Are there robust procedures in place for third-party requests which prevent unauthorised access?



		 Not applicable.



		Retention of data – Personal data shall be kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed



		What are the retention periods associated with the data?



		GP records are retained for a period of 10 years following the death of a patient



		What is the disposal process and how is this done in a secure manner?



		At the end of the retention period the records will be reviewed and if no longer needed then destroyed



		Where is data stored? If data is moved off-site, what is the process; how can data security be assured?



		Patient data is stored electronically on the IT system (Systm1) and hard copies of patient records are sent back to Primary Care Support England. 







































Appendix 2 Risk mitigation chart.  Use with Appendix 3 Risk mitigation template 



To assess the risk of this process, this risk matrix was used:



[image: ]



The risk for this process has been recorded on the risk template and the risk register; these detail the mitigating actions taken to reduce the risk. The risk template is shown separately in Appendix 3.



Review requirements



The email address process is an additional enhancement for the patient so that we have more ways to contact the patient with relevant information regarding our newsletter and/or ad-hoc practice information.  The process is to be continually monitored to assess the effectiveness of the process; this can be achieved through internal audit.



This DPIA is to be reviewed when there are changes to the email address process (no matter how minor they may seem).  



Mandatory review date: [1/5/2020]



Signature:



Name: Anita Summerfield



Role: Practice Manager



Date completed: 3/4/18



[Version 1.0 Reviser A Summerfield – document created] 
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Risk template.xlsx
Sheet1

		Appendix 3 Risk Template - Email address service

		Ref Number 		Date		Risk		Risk score						Owner		Mitigating actions		Score Post Action(s)						Progress		Status		Date Closed

								Probability		Impact		Status						Probability		Impact		Status

		PI20/5-18		5/24/18		Data subjects have to sign a  consent form stating they would like to receive emails from us.  This was previously only for the newsletter.      		remote		minor		insignificant		AS (PM) 		AS to update privacy notice.  DW to make changes to the consent form so that it is more specific with explicit consent for each type of mail they would like to recieve. 		Remote		minor		insignificant		Privacy Notice updated. Amendments made to the consent form.  Information added to the new pateint pack		Completed		5/24/18
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bma-aatr-dpia-template.docx
NHS England Accelerated Access Programme

Data Protection Impact Assessment dated 06 October 2023

Prepared by the BMA GPC EnglandSubmitting controller details





		Name of controller

		Rooley Lane Medical Centre



		Subject/title of DPO

		GP Practices - Data Protection Officer



		Name of DPO



		Daljeet Sharry-Khan 
Scorex House (East)
1 Bolton Road
Bradford
BD1 4AS





Step 1: Identify the need for a DPIA





		Explain broadly what project aims to achieve and what type of processing it involves. Summarise why you identified the need for a DPIA:



		Pursuant to regulation 71ZA-71ZB of the National Health Service (General Medical Services Contracts) Regulations 2015/1862 and Regulation 64ZA-64ZB of The National Health Service (Personal Medical Services) Agreements Regulations 2015/1879 (referred to together herein as “the Regulations”) and forced changes to General Practitioner (“GP”) Practices’ (“Practices") contracts for services. GPs and Practices whose contracts have been so changed are now obliged to provide their patients with the facility to access their prospective medical record on or after 31 October 2023. It is understood that the requirement is for both (a) the facility to be provided no later than 31 October, and (b) medical records added to or received into the GP-held record on or after the 31 October to be made available to patients online from that date.



It is clear that a GP’s obligations pursuant to the Data Protection Act 2018 (“DPA 2018”) and UK GPDR as a primary statute override any contrary obligations which may appear pursuant to the Regulations as it could not have been NHS England/The Secretary of State’s intention, nor could it be legally permissible, to override a GP’s duties imposed by an Act of Parliament.



The new requirements require a different way of processing. They require changes to the way that GPs and Practices as data controllers of the GP-held medical record process their patients’ personal data and, as such, a DPIA is required by law.












Step 2: Describe the processing



		Describe the nature of the processing: 



		There will be very limited changes to the way in which the data that forms medical records is collated, used and stored, save where a GP or Practice creates a new document by redacting an existing document. However, we do not consider this to be a significant change in the nature of the data processing.



The source of the data will remain the same, that being from primary, secondary and community care providers within the health service.



The most significant change is that the data will be automatically made available for patients to view online through the NHS app or NHS website where the patient has the requisite NHS account and login details set up. Such access is required to be provided automatically, unless: (1) the patient has opted out; (2) the information contained in the medical record is “excepted information” i.e. if a GP would not be required to disclose such information pursuant to Article 15 of UK GDPR and (3) the serious harm test in Part 2 of Schedule 3 of the DPA 2018 applies (i.e. the GP has decided it will be potentially harmful for the patient to have access). 



The definition of processing under the UK GDPR is very broad (“any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction”). That broad definition includes making a computer record of personal data accessible online to the data subject.



The information in a patient’s medical records amounts to ‘personal data’ as defined by Article 4(1) of the UK GDPR, which falls within the special categories identified in Article 9 of the UK GDPR.









		Describe the scope of processing: 



		The information in a patient’s medical records amounts to ‘personal data’ as defined by Article 4(1) of the UK GDPR, which falls within the special categories identified in Article 9 of the UK GDPR. In addition, it is highly likely that other special categories of personal data will form part of the patient’s medical record such as data revealing racial or ethnic origin, religious or philosophical beliefs, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation etc. 



The medical record will also include non-special category personal data such as a name, an identification number, location data, an online identifier or one or more factors specific to the physical, physiological, mental, economic, cultural or social identity of that natural person.



The data will be collected and processed whenever a patient interacts with primary or secondary health care services, chiefly by GPs adding consultation notes together with correspondence between primary, secondary and community care providers including hospitals, pathology labs, and other out-patient clinical settings. The data amounts to a patient’s medical record and is not deleted.



Direct access to a patient’s own medical record is open to any individual with a NHS identification number who is registered with a general practice, which represents almost every individual in England. They can access their own medical record through the NHS app or NHS website to the extent that parts of their medical record have been made available.







		Describe the context of the processing: 



		GPs and Practices play a vital role in the health system by being the trusted primary source of health provision for over 50 million patients in England. GPs build up deep and enduring relationships of trust with their patients and are expected to ensure the accuracy and security of the medical records of their patients. They are responsible for their patient’s care from cradle to grave.



Patients have little control over their own medical records and generally do not input any data directly on to them save for limited circumstances where a patient supplies their doctor with information or photos by SMS text message or where a photograph and data provided by a patient in another way is added into the medical record.



In the 2010 Conservative party manifesto, David Cameron said “you’ll be able to check your health records online in the same way that you do your bank account.” Thereafter in the Conservative Party manifesto of 2015, the 2010 pledge was repeated stating “we will give you access to your own electronic health records”. It is therefore likely that the public have some awareness of the Government’s commitment to make access to their patient data readily available online. The exact mechanism for this may come as a surprise to some patients and we believe that there is very little public knowledge around the new requirements for GPs to provide the facility for online access to all patients no later than 31 October 2023.



Children’s medical records will be available to their parents or legal guardians by proxy.



The position in respect of those individuals who lack capacity is currently unclear as the Regulations are silent in relation to access for carers/legal guardians. It is assumed that where appropriate a carer/legal guardian could be granted access to the medical record.



GPs and Practices have not selected the technology platform upon which digital access to patient records is given, nor are they and the BMA privy to the data security measures which NHS England and the technology companies have built into the software save for the requirement to provide a password, finger print or Face-ID on login. However, as a key piece of the Government’s IT infrastructure, we expect that the DHSC and NHS England will have taken all necessary precautions to build, develop and test a secure data platform though we are not in a position to confirm that the platform is properly secure.



We believe that NHS patients put the data security of their medical records as a very high priority and would expect that the system is totally secure given the utmost confidential nature of the data. The security of patients’ confidential medical data is repeatedly the subject of national news where concerns are raised about such data being used unlawfully for secondary uses by government contractors. The security of NHS patients’ data is clearly a matter of significant public interest.











		Describe the purposes of the processing:



		The BMA is supportive of patients having online access to their medical record as long as it is done in a way that is safe for patients and GPs. However, it did not agree to GPs being placed under a contractual requirement to provide all patients with access unless they have opted out – the processing that is the subject of this DPIA. This processing requirement is being imposed upon GPs through regulations and unilateral variations of contract, despite reasoned objections from the BMA. 



The purposes of the processing are therefore twofold (a) to ensure GPs and Practices do not breach their contracts and (b) to enable patients who would benefit from their prospective medical record being available online to be provided with the facility to access it online.



The legal requirement for this processing is underpinned by government policy and regulations made pursuant to the same. The Government say that there is “widespread international consensus about the benefits to patients and the effectiveness of the health system to provide digital access to personal health information”. By providing online access to a patient’s medical record, the Government believes that this will make the delivery of primary care health resources more efficient, by giving access and control of test results and referral correspondence to the patient it will relieve pressure on GP practices by saving time on fielding enquiries. Further, the Government believes that online access will promote better long-term health for patients, supporting prevention and improving health outcomes by encouraging patients to engage more fully with their medical records and manage their health conditions.














		Consider how to consult with relevant stakeholders:



		We believe that there will be a number of patients who do not wish to have online access to their medical records. For this reason, if resources allow, ahead of the Government’s implementation date and in any event before patients are automatically given access to their medical records, GPs and Practices will be encouraged to contact their patients asking whether they wish to have access. For those patients who confirm that they do not wish to have access, a SNOMED CT code “Online access to own health record declined by patient” (SCTID: 1290331000000103) (“SNOMED 103”) code may be applied to their record which will indicate that their record should not be available for viewing by the patient online and any existing access rights should be revoked.



We do not believe that the DHSC or NHS England have consulted adequately with a wide variety of patient stakeholders across the country in relation to this new processing which they have required to be carried out and GPs and Practices have not been provided with the outcomes of any such consultation. In addition, we are not aware of any publicity campaign by NHS England or triangulation with essential external stakeholders. 







Step 3: Consultation process

Step 4: Assess necessity and proportionality





		Describe compliance and proportionality measures:



		In providing online access, GPs are processing their patients’ personal data within the meaning of Article 4(2) of UK GDPR. Article 6(1)(c), (d), (e) and (f) provide a lawful basis for processing patients’ special category data, together with Article 9(2)(h). Processing data in this way allows patients to view their online medical record in accordance with the Government’s amended Regulation and GMS/PMS contracts.



We maintain that there is a more appropriate way to allow patients to have online access to their medical records, which would rely on patients actively opting in to access rather than being provided access automatically. 



An ‘opt in’ process would have the following advantages:  

· It would give patients and GPs more control over the roll out of online access; 

· It would allow GPs and Practices to speak directly with the patient during a consultation or by other means of communication to discuss the merits of having online access and whether such access is suitable and appropriate for that patient in all of the circumstances; 

· It would allow the patient to give proper informed consent and would, in our view, make it more likely that the patients who do wish to access their medical records online will understand the full benefits of the system; 

· It would help to safeguard access to patients’ data and accord with Article 5(1)(f) UKGDPR, which requires appropriate security; and it would allow an opportunity for GPs to identify patients who may be at risk from coercive control of their medical records via a partner accessing their records on the NHS App or NHS website without their permission.



The BMA has advocated for an opt-in process but the DHSC has proceeded to establish a contractual obligation for GPs to provide access no later than 31 October 2023, except for patients that have opted out.
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Step 5: Identify and assess risks



		

		Describe source of risk and nature of potential impact on individuals 

		Likelihood of harm



(Remote/Possible/Probable)

		Severity of harm



(Minimal/Significant/Severe)

		Overall risk



(Low/Medium/High)





		1.

		Risk of misfiling and inaccuracies within patient record: 



GPs and their staff may inadvertently misfile special category data on the wrong patient file. This may allow a third party accessing their own patient file to access data belonging to another. Such a circumstance could arise by simple administrative error, compounded by poor resourcing. Such a data breach would likely go undiscovered unless the third party drew the practice’s attention to the breach, but it is possible that a third party may maliciously share the data more widely.



In addition, these errors constitute a data breach and therefore the practice Data Protection Officer must decide within 72 hours whether to report the incident to the ICO and the patient. 



		Possible or probable

		Significant or severe

		Medium to high



		2. 

		Risks to children and vulnerable patients:



Children and vulnerable patients have particular risks which are set out below: 



1. Children – we understand that a child’s parent or legal guardian can have online access to their child’s medical record from birth to 16, and that the child will have access or could obtain access to their records as early as 11. There are a number of risks associated with this, for example: 



(i) A child with access to their own medical records is unlikely to understand the significance of the data and may be vulnerable to being coerced into sharing their medical records amongst their peer group and online by social media in circumstances which are inappropriate; 



(ii) A Gillick-competent young person may not wish their parent to continue to have access to their online medical records or may prevail upon a GP to conceal information from their medical records and thus their parent(s) or legal guardian. This may particularly be the case where the young person is accessing family planning advice, or wishes to make a disclosure to a GP about physical, sexual or psychological abuse within the family or elsewhere; 



(iii) As a looked-after child moves from legal guardian to legal guardian, there is a risk that multiple people have access to the child’s medical records when they have no legitimate legal or practical interest in accessing those records. There is a risk that social services do not update the GP in a timely fashion as to the child’s current legal guardian(s). This is particularly relevant where a child is moving from one foster placement to another in quick succession.



2. Coercive control and domestic abuse - there is a real risk that the victims of domestic abuse and coercive control would be forced to disclose their medical records to their abuser. An abuser (unknown to the GP) may already have access to or control over their victim’s mobile phone or NHS App and would therefore automatically gain access to their prospective medical record when ‘switch on’ occurs pursuant to GPs contractual obligation. This is particularly concerning where a GP may be a vital source of external help and where a GP would note the abuse by, for example, documenting injuries within the medical record or documenting contraceptive use or a termination of pregnancy procedure. An abusive partner is likely to be keen to note that their victim does not report the true nature of the mechanism of any inflicted injury. This may lead to the victims of domestic abuse/coercive control failing to report particular issues to their GP or reporting it and suffering the negative consequences from their abuser. This has potential to have a serious impact on the patient/doctor relationship and the confidence of patients to disclose issues of a deeply personal nature to their GP.



3. Mental Health - people who suffer significant mental health issues, and particularly those who self-harm or are suicidal, often are very focused on their medical condition such that their medical records could provide a trigger point for a spiral of self-harm or suicide. This could be envisaged as very concerning when a patient views online documents about their mental health assessments late in an evening when little support is available to the individual. GPs would ordinarily control patient access to any records which are likely to trigger episodes of significantly poor mental health.
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Medium to high



		3. 

		Risk of premature diagnosis: 



There is a risk that a patient would first learn about a significant diagnosis by seeing their own medical records before their GP or hospital specialist has the opportunity to discuss their diagnosis, prognosis and treatment options with them. There is also a risk that less serious diagnostic results or diagnoses are misunderstood by patients who use the internet or other independent sources instead of their GP. The risk that a patient reacts negatively to either a real significant diagnosis or misunderstands their clinical situation may give rise to the patient self-harming or experiencing significant psychological trauma.



		Possible it could happen

		Significant if it happens

		Unknown



		4. 

		Risk to resources:



There are numerous ways in which GP resources will be expended in relation to this matter, some of which are covered in other risks within this DPIA. In addition to those, see below: 



1. A patient reviewing their medical records, and in particular correspondence or diagnostic results from secondary care, may fail to understand medical terminology used within the records. Additional GP time will be expended in explaining relevant terminology. Patients may require this service out of hours when the GP Practice is closed; 



2. GPs are best placed to understand their patients’ medical needs and in particular how each individual patient might react to correspondence highlighting a particular diagnosis. Correspondence received from secondary care may not be sensitive to the patients’ clinical, and in particular, psychological requirements therefore GPs will be required to carefully review each and every piece of correspondence in a timely fashion to ensure that the patient’s needs can be effectively managed; 



3. As matters currently stand, third party and other redactions required pursuant to the DPA 2018 are not routinely made unless a patient requests a copy of their medical record, at which time such redactions are made. GPs must now ensure that all such redactions are made to all correspondence before that entry is filed so as to comply with their obligations pursuant to the DPA 2018.
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Significant to be in breach of data protection obligations to third parties.
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		5.

		Risk that the IT infrastructure is not secure:



It is recognised that GPs have no control over the IT infrastructure that will host the online medical record and have not been involved in the development or testing of it. No warranties have been given by NHS England or the DHSC over the security or robustness of the IT infrastructure and there is a risk that third parties may gain access to patient records and/or make those records available online. As data controller, GPs have assumed the legal risk for the data on the medical record but have no control over the IT infrastructure upon which it is hosted. It is therefore impossible to gauge the risk to patients, but it is at least possible that malicious actors could be able to obtain access to medical records.





		Possible it could happen

		Significant if it happens

		Unknown







Step 6: Identify measures to reduce risk





		

		Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5



		

		Risk

		Options to reduce or eliminate risk

		Effect on risk



(Eliminated/reduced/accepted)

		Residual risk



(Low/medium/high)

		Measure approved



(Yes/no)



		1.

		Risk of misfiling and inaccuracies within patient record



		Routine use of the NHS number in any primary search, in addition to the checking of name, date of birth and address when adding entries to medical records. This will require additional administrative resourcing. Practices may also wish to consider a two stage process, by which work is checked, improving quality control. It is recognised that not all correspondence uses the patient’s NHS number particularly that which emanates from secondary care providers. This reduces the effectiveness of the mitigation measure and additional resources will be required to ensure accuracy.



		Reduced

		Medium – even with stringent processes the risk of human error and the significant number of interactions with patient data is such that mistakes are bound to occur.

		Yes



		2. 

		Risks to children and vulnerable patients



		1. Children - 

(i) Only allow the child to have access in circumstances where it’s thought clinically responsible to do so.



(ii) To remove parents’ or legal guardians’ access in circumstances where the GP feels it’s appropriate or to make certain entries on the medical record unavailable to the patient/parent/guardian.



(iii) So far as the GP is able to remind each set of those legally responsible for the child and who have access to online medical records to request the practice revoke and reprovision access each time another adult takes responsibility for the child’s welfare in order that only those who are currently responsible for the child’s welfare are able to access the child’s records. However the GP has ultimately no control over this mitigation process. GPs also to check how many proxy users have access and ensure that each of those users requires access and such access is appropriate. 



2. Coercive control and domestic abuse – it is accepted that although GPs will be aware that some of their patients are the victims of domestic abuse or coercive control, this will not be apparent in every case. Where a patient specifically draws the GP’s attention to this issue, remote access should be removed or the utmost care should be taken to ensure that only those entries which are appropriate are available to the patient for viewing. The risk of a GP not being aware of a patient who is the victim of domestic abuse or coercive control is high (recent government data shows that 1 in 20 relationships are coercive in nature), therefore the most appropriate mitigation step would be for the GP to speak with each patient before online access is granted (the ‘opt in’ model) in order that the GP can ensure that the patient understands the scope of access and is content that it is safe and appropriate for the patient to be granted access.



3. Mental health – for those individuals where the GP feels that access to their medical records would be a triggering factor in self-harm or suicide, access should be withheld/withdrawn. A GP will not always know whether a patient’s access to their medical records would trigger self-harm and/or suicide therefore a GP should review the clinical appropriateness of providing online access to medical records with a patient before it is given and this should be kept under review to ensure that the patient is providing informed consent and that the GP is discharging its clinical and legal duties to the patient.
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		3.

		Risk of premature diagnosis



		It is accepted particularly where third party correspondence, for example from secondary care or community providers or diagnostic results, are placed on the patient file that the GP may not have had the opportunity to properly review and forewarn and counsel the patient before the record is made accessible to the patient. It is not practical or appropriate for all GPs to routinely conceal all correspondence from secondary care/diagnostic results from patients and the IT system does not permit the GP to configure a delay on the records being made available to the patient. As such the only effective mitigation appears to be for GPs to withhold access to online patient records until the GP has properly explained this risk to the patient and the patient has provided informed consent that they accept this type of risk (an opt-in process) This would allow patients to understand and manage the risks of accessing their own medical records particularly in circumstances where they have undertaken diagnostic tests for a significant illness or have a progressive disease.



		Reduced

		Medium

		Yes



		4.

		Risk to resources



		1. Unless all clinicians in primary, secondary and community care settings are aware of this issue and when corresponding provide “patient friendly” explanations there is no mitigation step that will not require GPs to spend additional resources. It is recognised that such mitigations are not possible in every case in any event and would require a sea change in NHS policy with its own resource implications.

 

2. The only mitigation is to not provide online access for those who may be triggered or at risk of serious harm by viewing clinical documents without explanation from a GP. 



3. There is no mitigation step in order for GPs to comply with their obligations under the DPA. Additional time will need to be devoted to dealing with redactions. 



		Not reduced

		High

		No effective mitigation



		5. 

		Risk that the IT infrastructure is not secure



		GPs have not been provided with sufficient information about the IT infrastructure to be able to put into place sensible mitigation for a risk which is unknown. If and until NHS England/DHSC provide such assurances that satisfy the data controller that the data is secure, the only mitigation step available is to restrict access to all patients as this eliminates the risk of malicious third party actors obtaining information by this means. 



		Eliminated

		Low

		Yes



		[6.]

		[Capability of redaction software]

		[1. Where a document includes clinically important information, a separate copy of the document should be created, saved to the patient record, and the unredacted version of the documents should be hidden from patient view. 



2. Clinicians should make the redaction and make a copy - see above.



Necessary redactions may inadvertently be missed, given the resource pressures on GPs and their staff, the daily number of documents to be reviewed along with patient interactions. No system can be completely without error and there are no mitigations which can fully protect third parties.] 



		Eliminated













Accepted

		Low













Low

		Yes













Yes









		Item

		Name/position/date

		Notes



		Measures approved by:

		

		Integrate actions back into project plan, with date and responsibility for completion





		Residual risks approved by:



		

		If accepting any residual high risk, consult the UCO before going ahead





		DPO advice provided:

		Dal Sharry-Khan

		DPO should advise on compliance, step 6 measures and whether processing can proceed



		Summary of DPO advice:



As this is part of The National Access to Health records online Programme. which is bringing in a change around how patients access their GP records through the NHS App or other patient facing applications, which will impact record keeping procedures. 



All practices to implement and adhere to national changes before going live date for this programme.



















		DPO advice accepted or overruled by: 



		

		If overruled, reason why:



		Comments: 















		Consultation responses reviewed by:

		

		If your decision departs from individuals’ views, you must explain your reasons



		Comments: 

















		This DPIA will be kept under review by: 

		

		The DPO should also review ongoing compliance with DPIA





Step 7: Sign off and record outcomes
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[bookmark: _heading=h.a5b1hu7qlkk1]Screening Questions



Answering “Yes” to any of the following screening questions represents a potential Information Governance risk factor that will have to be further analysed to ensure those risks are identified, assessed and mitigated through a Data Protection Impact Assessment (DPIA) (For further guidance on the questions below, please click here): 

		Question 

		Category

		Screening Question

		Yes

		No



		#1

		Systematic and Extensive Profiling with Significant Effects

		

Will the service/project use systematic and extensive profiling or automated decision-making to make significant decisions about people?

		☐

		☒



		#2

		Large Scale Use of Sensitive Personal Data

		Will the service/project process special category data or criminal offence data on a large scale? 

		☐

		☒



		#3

		Public Monitoring

		Will the service/project systematically monitor a publicly accessible place on a large scale?  

		☐

		☒



		#4

		New Technologies

		Will the service/project use new technologies?  

		☒

		☐



		#5

		Denial of Service

		Will the service/project use profiling, automated decision-making or special category data to help make decisions on someone’s access to a service, opportunity or benefit? 

		☐

		☒



		#6

		Large-scale Profiling

		Will the service/project carry out profiling on a large scale?  

		☐

		☒



		#7

		Biometrics

		Will the service/project process biometric data?  

		☐

		☒



		#8

		Genetics

		Will the service/project process genetic data?

		☒

		☐



		#9

		Data Matching

		Will the service/project combine, compare or match data from multiple sources?  

		☐

		☒



		#10

		Invisible Processing

		Will the service/project process personal data without providing a privacy notice directly to the individual?  

		☐

		☒



		#11

		Tracking

		Will the service/project process personal data in a way which involves tracking individuals’ online or offline location or behaviour?  

		☐

		☒



		#12

		Targeting of Children or Other Vulnerable Individuals

		Will the service/project process children’s personal data for profiling or automated decision-making or for marketing purposes, or offer online services directly to them?  

		☐

		☒



		#13

		Risk of Harm

		Will the service/project process personal data which could result in a risk of harm in the event of a security breach?  

		☒

		☐



		#14

		Location of Processing

		Will the processing of personal data take place in a country outside of the UK?

		☒

		☐



		#14.1

		Location of Processing

		If you have selected ‘Yes’ above, where? 





		Video: Dublin, Ireland (Amazon Web Services)

AI Analysis of video transcripts: Sweden (Microsoft Azure) - Optional Feature









		Summarise why you identified the need for a full DPIA, or provide your reasons for not completing a full DPIA. 





		The organisation wishes to implement iConnect, a secure digital platform that enables trainee healthcare students, healthcare professionals, supervisors, and trainers to record, share, and review learning and practice-based activities through a role-based login system. Once uploaded, recordings, reflective notes, or case-based discussions can be selectively shared with supervisors, trainers, or peer groups within the organisation, or across partner institutions, subject to approval by Data Protection Officers.

The platform provides tools that enable analysis of recorded practice, structured feedback, and reflective discussion in line with high-quality professional education and training standards. Trainees and professionals can use iConnect to reflect on their clinical practice, receive constructive input from supervisors, and access examples of best practice. Over time, the system supports healthcare professionals to refine their clinical and professional skills, strengthening both individual competence and overall quality of care.

This data processing has a number of risk considerations which must be taken into account:

1. Use of New Technologies 

 The AI analysis tools within the iConnect system are supplementary and optional but can potentially introduce new risks. The iConnect implementation and advice on how to use them reduces the risks associated with such processing such as not supporting automated decision-making, profiling, or large-scale analysis of personal data.

 While digital video platforms are becoming mainstream for trainee professional development, the system is still relatively new to the sector and therefore may be considered an innovative organizational solution.



2. Processing of Genetic Data



Whilst the processing of genetic data may only occur incidentally, through captured conversations with patients, it remains possible. A DPIA is therefore required when processing special category data, as this type of information is highly sensitive and, if misused or exposed, could cause significant harm such as discrimination, loss of privacy, or damage to an individual’s rights and freedoms.

3. Processing and Storage Outside the UK
 iConnect involves the processing and storage of personal data in jurisdictions outside the UK, namely, in the EU. While that may be considered a risk, the data storage in the EU is compliant with UK data security regulations, such as the UK GDPR and the Data Protection Act 2018 (DPA 2018), because the UK government has made an adequacy decision for the EU, recognizing its data protection regime as providing an equivalent level of protection.

4. Risk of Harm

Whilst the processing of special category data may only occur incidentally, through captured conversations with patients, it remains possible. A DPIA is therefore required when processing special category data, as this type of information is highly sensitive and, if misused or exposed, could cause significant harm such as discrimination, loss of privacy, or damage to an individual’s rights and freedoms.





Section A: Data Protection Impact Assessment



[bookmark: _heading=h.5xecui6ofa16]Section 1: Nature of the Processing



		Describe the nature of the processing:

how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?



		

Data Collection:

Video data is collected via the dedicated iConnect ‘Record’ mobile application which encrypts the video locally and automatically uploads to the user’s account on the iConnect servers. All data in transit is encrypted. Once the upload is completed the video is automatically deleted from the local device. 

For further information about the Record app - see here



Data Access:

Data is accessed via the iConnect platform. This is a highly secure closed system which operates role-based login and privacy by design. Once the video is uploaded only the user who recorded the video has full access to it.  

Further information about the iConnect security measures and controls can be found here



The user has control of the deletion and sharing of the video. Sharing between users of the same organisation is enabled by default. By mutual agreement DPOs at different organisations may vary this scope to enable sharing between users at their organisations under the auspices of a separate data sharing agreement. 



Downloading of video is disabled by default. 

Further information about iConnect’s approach to downloading can be found here



Sharing can only take place via the iConnect web platform via user accounts. If user A shares a video with user B, user B does not have the ability to share or download the video. 

Further information regarding sharing can be found here.



iConnect operates strict controls over who may access data and protocols for gaining permission from clients if access is required.



SARs can be managed through the videos being tagged automatically by date and the user who recorded it. Additional data of title and tagging is recommended to be added by the user post recording. 



Administration:

The following users will be set up as system administrators:

1) Dr. Christian Manby

2) Dr. Victoria Isaacson

3) Dr. Victor Animasahun



Administrators have access to thumbnail images drawn from the videos uploaded, so that they can see a basic preview of the content to ensure that all video uploaded is appropriate.  



Further information regarding the roles and responsibilities of administrators can be found here.



Data Compliance and Safeguarding

Appropriateness will be based upon the videos meeting the purpose of the data processing; user professional development, and to consider any safeguarding needs are being met.

Thumbnails provide a general overview of a video to highlight any obviously inappropriate content. When reviewing the thumbnails, if the admin has any concern of the content and appropriateness of the recording they can request full access via the feature within the platform. The admin can also delete any video from this interface. 



Further information regarding the safeguarding features of the system can be found here. 



Personal Data

Personal data that will be captured within the iConnect system includes:

1) User account information:

User’s avatar (profile picture), email address/username, first name and second name

2) Video data:

Recordings will include faces and voices of anyone present within the room, although this can be minimised through the use of camera placement/audio only mode/ anonymisation mode and the editing feature. 



Further information on data minimisation tools of the iConnect system, can be found here.



Video will be gathered with full knowledge of data subjects. This will be made clear to the patients by the healthcare professionals  conducting the recording and in compliance with the NHS Guidance on recording patients consultations for training, education and assessment purposes.


The purpose for data collection is for professional development.





		1.1. 

		Is this a change to an existing process?



		☐ Yes

		

		☒ No



		1.2. 

		Describe the scope of the processing:

Thinking about the proposed processing of personal data, describe the flows of personal data, i.e., where it is first collected, where it is used, how it is used, where it is shared, how it is stored and when it is deleted. 



		

Collection of data:

The nature of the data collection is video of patient consultations with both real patients and role play. The video may be anonymised via the use of the iConnect anonymisation feature. If the video is not anonymized, the participants’ appearance will be apparent. 



The anonymisation feature will be off by default, however the organisation may decide to utilise this feature for particular needs such as with data subjects who require additional safeguarding, or when sharing data outside of the organisation. 



Additionally, if the user refers to the patient by name, the video may include the name of and appearance of a data subject.  



The organisation plans to enable each user to use the system several times per year. Therefore we envisage an average of 20 recordings of an average duration of 15 min, so 5 hours per year, per user. 



The recording start and end time are controlled by the individual user. Recordings can range from a few minutes to full consultations. 



All members of organisation staff and all patients are potentially subject to data processing within the iConnect.



iConnect recordings will be exclusively restricted to learning environments on the organisation site.  The devices used for video capture are mobile devices that can record sections of a room (less than 180 degrees), however dual view recordings with two devices used at the same time may be used.



The aim of the recording is to capture as much of the environment as possible. Both staff and patients will be recorded in the video, so that the system can provide a high-quality professional development experience to the user. It is understood that the personal data of both staff and patients will be processed by the system.



Use of data:

Only a small proportion of this data is likely to be shared between users and an even smaller fraction shared via inter-organisation collaboration.



Within the iConnect platform, users are able to share with other users within their organisation, who also have an iConnect account. Sharing can only take place via the platform. 



The platform supports collaboration with other users from other organisations. This must be requested and then approved by the organisation’s administrators. Further information regarding sharing can be found here

Sharing can only take place via the iConnect web platform via user accounts. If user A shares a video with user B, user B does not have the ability to share or download the video. 

Further information regarding sharing can be found here.



iConnect operates strict controls over who may access data and protocols for gaining permission from clients if access is required.



Storage of data:

Data will be stored with the iConnect platform for the entirety of its lifecycle. Any requirements to export outside of the platform must be approved by the administrator and enabled by iConnect. 



Data Retention/Deletion of data:

Customer data is deleted by the user when no longer required or by the organisation in line with their data retention policy or by iConnect in line with its data retention policy. 



The organisation will keep the data whilst it is still needed for user professional development.

The organisation will delete data when:

- it is no longer useful for the user’s professional development. This will be managed by the individual users who will review their recordings as required by their organization policy. This will be communicated to the users via the system administrators named above.

- the user leaves the organisation. This will be managed by the administrator.  



Many videos will cease to be useful after an initial round of review and feedback and will be deleted. 

 



		1.2.1.

		Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?



		The data subjects are the healthcare professionals and the patients. 

· The healthcare professionals will have control over what and when to record and who it will be shared with.

· The patients will have the option to opt out of being recorded or can request the camera does not capture them either through the use of the anonymisation filter, camera placement, or using audio recording only.



There has always been a degree of concern within society pertaining to the collection of video data, however, once the purpose, scope and security measures are explained, this tends to lead to very low levels of objection.  Patients will be informed by our privacy notice and will have the right to opt out of being recorded.

There are no known security flaws in the iConnect system which has operated for over a decade without incident. The iConnect system is a mature platform which is well supported and has a high level of compliance with data security best practices. 



iConnect has completed the DSPT, and is annually certified with Cyber Essentials Plus





		1.3. 

		Is what you are proposing to do part of a project?





		☐x No, this is separate from any project. 



		☐ Yes, it is part of the [project name] project.



		1.4. 

		How many individuals’ personal data will be involved?



		Base on the usage per user above this would be up to 20 patients per user. The practice has up to 6 GP trainees over the course of a 12 month period. 





		1.5.

		How many people with have access, or already have access to, the personal data? (i.e., data subjects themselves, organisation staff, third party organisation etc.)



		Only the administrators and the GP trainees would have access to the system.





		1.6. 

		Where does the personal data come from, i.e., from data subjects themselves, multiple sources or other organisations?



		Data comes from data subjects





		

[bookmark: _heading=h.v02flleaktez]Section 2: Necessity and Proportionality



		



		2.1. 

		Have you considered any other methods to achieve your purpose that are less privacy-intrusive? (For example, collecting fewer personal data items or using a different method entirely that perhaps doesn’t use personal data).



		

		☒ Yes

		☐ No



		2.1.1.

		Explain your answer to 2.1.



		The only alternative to video-based observation and professional development is in-person observation and monitoring. The limitations of this, covering time, ineffectiveness, and lack of scalability lead to video being deemed the only effective approach for professional development, both in terms of cost and results.





		2.2. 

		Will all data items that you collect (see Section 3 below) serve a specific, justifiable purpose?



		

		☒ Yes

		☐ No



		2.1.2.

		Explain your answer to 2.2. 

Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for  you, and more broadly?



		Purpose, Intended Effects & Benefits

Significant educational and clinical research shows that the quality of healthcare professionals, and therefore the quality of their training and ongoing professional development, is the single largest controllable factor affecting patient outcomes and the safety of care. Consequently, there are multiple statutory and regulatory requirements for healthcare staff to engage in and promote continuous professional learning within and across healthcare organisations. Yet, such obligations are often difficult to achieve given the barriers of time, distance, staffing pressures, and cost.

These barriers can be overcome through the use of secure digital video and collaboration technology. By removing the practical obstacles to effective professional learning, we can engage more healthcare professionals more frequently in high-value development activities such as reflecting upon their practice, analysing and refining their impact on patient care, observing examples of best practice, and giving and receiving high-quality contextualised feedback from supervisors.

In educational settings, 95% of users using iConnect report improvements in their professional practice. Our objective is to achieve these same benefits in the healthcare context, supporting trainees, supervisors, and practising professionals to continually improve. In turn, this will lead to safer, higher-quality care and improved outcomes for patients, with significant and wide-reaching societal benefits.

Why is the use of video necessary to achieve these objectives?

There is now a substantial body of evidence demonstrating that the use of video enhances both healthcare professional self-reflection and clinical supervision and training, as it helps to address fundamental cognitive biases and flaws in recollection that arise during practice.

 For trainees, video-based learning provides a powerful tool for structured training, enabling them to observe and reflect on their own performance, receive targeted feedback from supervisors, and access a wider range of examples of best practice. 

Video also supports a higher frequency of supervisory interactions, as well as broader access to training opportunities, than traditional in-person observation methods alone.

We therefore deem it justifiable to collect the data items listed with this document. 





		2.3. 

		How will you intend to prevent or manage function creep? (For example, if it is established that additional personal data will be required, who will you report this to, how will you consider this?)



		Function creep will be avoided through our commitment to the use of iConnect solely for the use of training and professional development. 



This is a requirement of the iConnect system and stated within the DPA:



4.4 Management of Use:

The iConnect system is for professional development, educational research and learning development, consequently, you agree:

4.4.1 To ensure that the use of the system is aligned with the stated purpose and that the system is not used for surveillance of staff or learners

Users will be made aware of this during their iConnect training and a communication will be sent out to all staff from the system administrators.



Additionally, we will maintain an ongoing open door policy for staff to be able to report use of the system which is not aligned with the purpose.

 



		2.4.

		How will you ensure that the data you collect is accurate and minimised to what is necessary?



		Data Retention

Data will be minimised to what is necessary through ensuring the users only record and retain what is useful for their professional development. This will be managed by the individual users who will review their recordings on a monthly basis. This will be communicated to the users via the administrators and added to the organisation’s data retention policy. 



Additionally data will be deleted when the trainee GP leaves the training practice. This will be managed by the iConnect administrator. 



Reporting

We will have a clear procedure for users to be able to report inaccurate data which will be communicated by the Administrators



Minimisation tools

iConnect has several tools that assist users achieve data minimisation such as editing and anonymisation. See these articles on data capture and data retention.

Quality of Video Data: iConnect ensures that the video data is of high quality and clearly captures the necessary details, sufficient to fulfil the purpose for the data processing. This involves having good resolution, good quality microphones and tripods to aid the recording quality and to avoid misinterpretation. Videos can be easily edited within the platform if any discrepancies are identified. Please see here for editing information.

Metadata Accuracy: Users will be instructed to ensure that the metadata associated with the video data, such as title, comments and tags are accurate. These elements can be easily edited within the platform if any discrepancies are identified.

Data Storage and Handling: By using iConnect system for storage this will ensure the data is robustly and securely stored to prevent data corruption or loss. Regular backups and data integrity checks are part of their security measures and controls.

User Training: We will ensure staff who will use the iConnect system are trained in proper procedures to ensure consistency and accuracy in recording and processing the data.





		2.5.

		Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?



		We will operate a multi-faceted stakeholder engagement and consultation. We will actively inform patients including the purpose and provide them with clear mechanisms to ask questions and object to processing.

We will engage users from the healthcare profession in a programme of orientation and induction which makes clear the system's privacy by design model, as well as their rights and obligations in the use of the system. 

We will clearly communicate that the use of the system is on an opt-in basis. 

We will engage our network manager in a review of the iConnect system to ensure that it is compatible with our network and does not present a security risk.





		

[bookmark: _heading=h.l0v9pnlesf4]Section 3: Special Characteristics



		



		This section considers the special characteristics of the personal data that could be processed. The law establishes that certain types of personal data presents greater degrees of risk than others, and as a consequence has to be treated differently.





		



		Please identify whether the personal data will include any of the following categories:



		3.1.  

		Category:

		Yes

		No



		3.1.1.

		Name (User only. Needed for the user account)

		☒

		☐



		3.1.2.

		Address (home or business)

		☐

		☒



		3.1.3.

		Identifying Number (WCCIS)

		☐

		☒



		3.1.4.

		Email Address (User only. Needed for the user account)

		☒

		☐



		3.1.5.

		Date of Birth

		☐

		☒



		3.1.6.

		Employee Number

		☐

		☒



		3.1.7.

		Driving Licences 

		☐

		☒



		3.1.8.

		IP Address

		☐

		☒



		3.1.9.

		Financial Information…………………………...

If “Yes”, does this include credit card info?.....

		☐

		☒



		

		

		☐

		☐



		

		If “Yes” to 2.1.9., please provide additional details about all financial information collected/processed:



		





		3.2. 

		Special Category Data (sensitive personal data):





		3.2.1

		Information about the racial background of an individual(s)

		☐

		☒



		

		If “Yes”, please provide additional details about the personal data:



Likely to be collected through video and audio recordings



		3.2.2

		Information about the ethnicity of an individual(s)

		☒

		☐



		[bookmark: _heading=h.xeebq6egli3z]

		If “Yes”, please provide additional details about the personal data:



Likely to be collected through video and audio recordings



		3.2.3

		Information about the physical or mental health of an individual(s)

		☒

		☐



		

		If “Yes”, please provide additional detail about the personal data:



Likely to be collected through video and audio recordings



		3.2.4

		Information about the religion or philosophical beliefs of an individual(s)

		☒

		☐



		

		If “Yes”, please provide additional details about the personal data:



Possibly collected through video and audio recordings





		3.2.5

		Information about the sexuality of an individual(s)

		☒

		☐



		

		If “Yes”, please provide additional details about the personal data:



Likely to be collected through video and audio recordings



		3.2.6  

		Information about the political views of an individual / individuals

		☐

		☒



		

		If “Yes”, please provide additional details about the personal data:



		3.2.7

		Information about the Trade Union membership of an individual / individuals

		☐

		☒



		

		If “Yes”, please provide additional details about the personal data:



		3.2.8

		Genetic information of an individual / individuals

		☒

		☐



		

		If “Yes”, please provide additional details about the personal data:



Possibly collected through video and audio recordings





		3.2.9

		Biometric data of an individual / individuals

		☐

		☒



		

		If “Yes”, please provide additional details about the personal data:



		3.2.10

		Information about the criminal offences or conviction(s) of an individual / individuals (including alleged offences or convictions).

		☐

		☒



		

		If “Yes”, please provide additional details about the personal data:



		





		



		[bookmark: _heading=h.161z8gd1yw6u]Section 4: Lawfulness of Processing



		



		 In order to assess the level of risk associated with the personal data and its proposed use, it is necessary to look to the justification for processing.





		

On what basis will the personal data be processed? Tick all relevant conditions below.



For information on the Lawful Bases set out below, click here.



Please note that if you have identified that the processing will involve special category data (2.2). above, then additional conditions for processing detailed in 3.7. – 3.16. will need to be identified. 



For more information on the lawful bases for processing special category personal data, click here. 





		4.1. 

		Processing is necessary for the performance of a contract between the organisation and the individual / individuals whose data is being processed.

		

	☐



		4.2. 

		Processing is necessary for compliance with a legal obligation



If so, what legislation places this obligation on the organisation?

		

	☐



		4.3. 

		Processing is necessary in order to protect the vital interests of the individual or individuals whose data is being processed.

		

	☐



		4.4. 

		Processing is necessary for the performance of a public task.



		

	☐



		

		What legislation supports the public task being carried out? 

Does the processing actually achieve your purpose? 

Is there another way to achieve the same outcome? 

How will you prevent function creep? 

How will you ensure data quality and data minimisation? 

What information will you give individuals? 

How will you help to support their rights? 

What measures do you take to ensure processors comply? 

How do you safeguard any international transfers?



Answer below:



		



		4.5.

		Processing is necessary for legitimate interests. (Legitimate Interest Assessment required, seek DPO advice). 

		

    ☐



		4.6.

		Processing is based on the consent of an individual(s). (Seek DPO advice)

		    ☒



		4.6.1.

		If consent (3.6) has been selected, then please answer the following: 



Can an individual(s) withdraw their consent with ease and whenever they want to? *



*Individuals should be able to withdraw consent at any time and every step the processing of their information without detriment. It should be as easy to withdraw consent as it is to give it. Consent requires prior information and an explicit indication of the consent, separate from other individual options (like accepted terms and conditions)

		Yes:











   ☒

		No:











☐



		4.6.2.

		If consent has been selected, please indicate the consequences of withdrawal and refusal of consent for both the individuals and the organisation. (For example, will the service to the individual be terminated?)



		Lawful Basis for Processing

The lawful basis for processing video data in the context of health care professional development and training is Consent

Providing Consent

Patients will be asked prior to recording if they consent to being recorded

Following a positive response the user will start the recording and get the consent from the patient recorded on the video.

At the end of the recording, before stopping the recording the user will again ask the patient if they still consent and then will subsequently save or delete the file.

A note will be made on the patients file that the consultation was recorded so it will be easy to locate later on if consent is withdrawn.

Withdrawing Consent

Users can contact the organisation if they subsequently decide to withdraw their consent. 



Is there another way to achieve your objectives:

User reflection central to professional development is virtually impossible to achieve meaningfully without the use of video. 

To provide users with the same frequency of high impact professional learning interactions would be impossible for the organisation through other means. The process of experiencing high quality teaching and giving and receiving high quality feedback, in the absence of video collaboration, would require in-person consultation observation.  

In-person consultation observation represents a subjective one-off experience, with no record for analysis and discussion post event. This leads to low quality professional discussion with lower impact upon professional practice. 

Additionally in-person observation requires another professional to be available to provide the physical observation and debrief process. Within a busy organisation environment this will entail significant additional cost for the organisation as we would have to employ more cover staff to free up the observer. 

The process of providing high quality examples of teaching practices is even more difficult to achieve through other means. It is difficult to know when it would occur so you would have little control of whether the observing user would get the experience they would need from their observation. Furthermore, the organisation would like all staff to have a shared understanding of what a high quality practice looks like. It is physically impossible to fit the entire teaching staff in a single classroom on the off chance a particular high strategy will be demonstrated with sufficient quality.

Finally inter-organisation collaboration would be very difficult through other means. It would have all of the drawbacks already identified with the addition of significant travel and accommodation costs.  

Function Creep:

We will prevent function creep by making a clear declaration of purpose and maintaining an ongoing open door policy for staff to be able to report use of the system which is not aligned with the purpose.

Data quality and data minimisation:

The iConnect system will collect high quality video and audio sufficient to fulfil the purpose. We will ensure that all analysis and data entry is as accurate as possible. We will have a clear procedure for users to be able to report inaccurate data. Video data will not be kept for longer than its useful purpose in line with the organisation’s data retention policy. 

Information and rights: 

Organisation staff will be informed via our onboarding consultation and training process, the administrators will be responsible for ensuring that staff are aware of their rights and know how to exercise them. Patients will be informed via appropriate notices and will have a clear pathway to raise their objections. 

Compliance of Processors

We have engaged with iConnect to ensure their policies and procedures are compliant with the GDPR.



		

For the processing of special category data, you need to identify a legal basis (4.1 – 4.6) as well as at least one of the conditions below (4.7 – 4.16):





		4.7. 

		The processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law

		☐



		4.8.

		The processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent

		☐



		4.9.

		The processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects

		☐



		4.10.

		The processing relates to personal data which are manifestly made public by the data subject

		☐



		4.11.

		The processing is necessary for reasons of substantial public interest, which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

		☐



		4.12.

		The processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity

		☐



		4.13.

		The processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law

		     ☒



		4.14.

		The processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy

		     ☒



		4.15.

		The processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

		☐



		4.16.

		The data subject (or subjects) has given explicit consent. (Seek DPO advice)



		☐



		4.16.1.

		If consent (3.16) has been selected, then please answer the following: 



Can an individual(s) withdraw their consent with ease and whenever they want to? *



*Individuals should be able to withdraw consent at any time and every step the processing of their information without detriment. It should be as easy to withdraw consent as it is to give it. Consent requires prior information and an explicit indication of the intent to consent, separate from other individual options (like accepted terms and conditions)

		Yes:











☐

		No:











☐



		4.16.2.

		If consent has been selected, please indicate the consequences of withdrawal and refusal of consent for both the individuals and the organisation. (For example, will the service to the individual be terminated?)



		



		[bookmark: _heading=h.l5yuyofhw5a6]Section 5: Secondary Uses of Personal Data





		This section examines whether the processing will involve secondary uses of personal data, for example by re-using information which was gathered for a different purpose originally.  



		



		5.1.

		Will the proposed processing involve the use of existing personal information for new purposes?

(For example a CRM system that will enable certain data about clients to be combined with other data and used in a new way.)

		Yes:





☐

		No:





☒



		5.1.1.

		If, yes, will the proposed processing be compatible with the original purposes for which the personal data were first collected?

		Yes:

☐

		No:

☐



		5.1.2.

		Please explain your response to question 5.1.1.



		



		



		[bookmark: _heading=h.nfacmpq4ptga]Section 6: The Rights of the Data Subject



This section examines whether the rights of individuals are protected and supported. 





		Individuals have the following rights in respect to the processing of information about them. They are:

· The right to be informed;

· The right of access (Subject Access Request);

· The right to rectification;

· The right to erasure (deletion);

· The right to restrict processing;

· The right to data portability;

· The right to object;

· Rights in relation to automated decision making and profiling.



You can find more information on these rights here.  





		6.1. 

		Will the proposed processing be communicated to the data subjects in a privacy notice? 

		Yes

☒

		No

☐



		6.2. 

		Will the proposed processing enable the data subjects to exercise their rights of access.

		Yes

☒

		No

☐



		6.3. 

		Will the proposed processing enable personal data to be rectified?

		Yes

☒

		No

☐



		6.4. 

		Will the proposed processing enable personal data to be erased? *under certain circumstances

		Yes

☒

		No

☐



		6.5. 

		Will the proposed processing enable data subjects to exercise their right to restrict processing? *under certain circumstances

		Yes

☒

		No

☐



		6.6. 

		Will the right to data portability be supported by the proposed processing? *under certain circumstances

		Yes

☒

		No

☐



		6.7. 

		Will the right to object be supported by the proposed processing? *under certain circumstances

		Yes

☒

		No

☐



		6.8. 

		Will the proposed processing involve automated decision making or profiling?

		Yes

☐

		No

☒



		



		



		[bookmark: _heading=h.tx0rnc52wwu]Section 7: Accuracy and Currency of Personal Data as a Safeguard





		7.1. 

		Will the proposed processing be supported by checks on the accuracy of personal data.

		Yes

☒

		No

☐



		

		If ‘Yes’, explain how:



		Quality of Video Data: iConnect ensures that the video data is of high quality and clearly captures the necessary details. This involves having good resolution, good quality microphones and tripods to all aid the recording quality and to avoid misinterpretation. Videos can be easily edited within the platform if any discrepancies are identified. Please see here for editing information.

Metadata Accuracy: Users will be instructed to ensure that the metadata associated with the video data, such as title, comments and tags are accurate. These elements can be easily edited within the platform if any discrepancies are identified.

Data Storage and Handling: By using iConnect system for storage this will ensure the data is robustly and securely stored to prevent data corruption or loss. Regular backups and data integrity checks are part of their security measures and controls.

User Training: We will ensure staff are training who will use the iConnect system in proper procedures to ensure consistency and accuracy in recording and processing the data.





		7.1.2. 

		Describe the possible impact on an individual, considering the  possible consequences of processing  outdated information for the individuals concerned. For instance, in some cases, an incorrect date of birth for an individual could be a LOW impact, whereas in other contexts an incorrect address for an individual could have a HIGH impact; the converse could be true in other circumstances:



		

		Mostly HIGH

		☐





		

		Mostly MEDIUM

		☐





		

		Mostly LOW



Low has been selected here due to the purpose of the data collection on iConnect. The data is being used solely for professional development. Therefore, if video data or user account data that is being processed and stored within iConnect is not accurate or up to date there is limited impact to that professional development process or any secondary impacts.

		☒





		



		



		[bookmark: _heading=h.59sdb8vm7v1a]Section 8: Third parties and Commercial Partners





		8.1. 

		Is it likely that the proposed processing will involve third parties or require a contract or other written agreement (Data Processing Agreement)?

		Yes

☒

		No

☐

(If selected, please proceed to the next Section).



		8.1.1.

		If Yes to 7.1., please list the organisations that will require a contract:



		iConnect and the organisation will enter into a Data Processing Agreement. A copy of which can be found here





		8.1.2. 

		Is it likely that the organisation will engage with sub-contractors (known as sub-processors)



These are listed within Appendix B of the DPA



		Yes

☒

		No

☐



		8.2. 

		There are a number of different terms used in data protection legislation to describe the roles taken by organisations in their dealings with third parties. Consider the following definitions, and select the position that best described the organisation’s role in the proposed processing:



		

		A CONTROLLER: 

A natural or legal person or organisation which determines the purposes and means of processing personal data.

		

☒





		

		A PROCESSOR:

A natural or legal person or organisation which processes personal data on behalf of a controller. The organisation’s Contractors and suppliers are usually processors if they process personal data solely on its behalf.

		

☐





		

		A JOINT CONTROLLER (Controller in common):

A natural or legal person or organisation which, with another Controller or Controllers jointly determines the purposes and means of processing personal data.

		

☐





		



		[bookmark: _heading=h.hy75yi1rrnwz]Section 9: Security Measures





		9.1. 

		What technical and organisational security measures are in place for the proposed processing? (Please list the proposed security measures, for example, locks, passwords, device encryption etc.):



		The iConnect system is a closed system that requires user authentication to record and access uploaded data. Taking into account the existing policies that are in place with regard to cyber security and passwords, no additional measures are required. 


Please follow this link to access a full list of iConnect’s security measures and controls.





		9.2.

		Will staff involved in the proposed processing require additional and specific data protection training? 

		Yes

☒

		No

☐



		9.3.

		(For ICT System procurement) Have you sought advice surrounding the systems security from the ICT Cyber Security Manager?

		Yes

☐

		No        N/A

☒          ☐





		9.3.1.

		Please detail the advice given, or why you do not need to seek advice from, the Cyber Security Manager, including any identified risks:



		iConnect is used by 1000s of organisations internationally. They have very high security standards and have achieved Cyber Essentials Plus and conform to NIST standards.



All data covered under this DPIA will be processed and stored by iConnect. 





		9.4

		Will the proposed processing involve storage or transfer via the cloud?

		Yes

☒

		No

☐



		



		[bookmark: _heading=h.s2iuotebm452]Section 10: Retention of Personal Data



		



		10.1

		How long is it intended to keep the personal data for as part of the proposed processing? (Tick which apply)



		10.1.1.

		The personal data will be destroyed after the completion of the proposed processing.

		☐





		10.1.2.

		Information is to be retained for a specific period after the completion of the proposed processing.



		☒





		

		For how long?





		As long as the user remains an employee of the organisation or until the data is no longer useful for the user’s professional development. Users will review their recordings on a monthly basis.





		



		

[bookmark: _heading=h.sv7ccak16p3k]Section 11: International Transfers of Personal Data



This presents a risk as not all countries ensure the same level of protection for personal data.



		



		11.1. 

		Will the proposed processing involve transferring, storing and/or disclosing personal data to a country or territory outside of the European Economic Area (EEA)?



The EEA consists of the following countries: Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Liechtenstein, Lithuania, Luxemburg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, and Sweden. 

		Yes

☐

		No

☒



(If selected, please proceed to the next Section).



The data is processed in Ireland, Dublin



		11.1.1. 

		If yes is selected in 10.1., are measures in place to ensure an adequate level of security if personal data are transferred outside the EEA?



		Yes

☐

		No

☐









		11.2. 

		If personal data is transferred outside of the EEA, how will the safeguards be set out? (Tick which apply)



		11.2.1.

		Standard Contractual Clauses (SCCs)

		☐





		11.2.2.

		Binding Corporate Rules

		☐





		11.2.3.

		Other

		☐





		11.2.3.

		If any of the above have been selected, please provide an explanation. 



		



		

[bookmark: _heading=h.aqiltjdclkx2]Section 12: Consultation Process



This section describes when and how individual’s views will be sought, or details why it is not appropriate to do so. 



		



		12.1. 

		Do you need to consult with relevant experts, e.g. Equality Officer, or the Legal Department

		Yes

☐

		No

☒



		12.2.

		Do you need to consult with relevant data subject groups?

		Yes

☐

		No

☒



		12.2.1. 

		If you have already consulted with data subject groups, please provide further details



		It was deemed not necessary to consult with either the users or patients due to the requirement of Public Task to provide user professional development. The data subjects will however we able to raise any questions or concerns with the organisation who will deal with these on a case by case basis.



		12.3. 

		Do data processors need to have an input to this assessment?

		Yes

☐

		No

☒



		



		Section 13

		Documentation 



Please provide a copy of, or a link to, any supporting data protection documentation, such as a privacy notice (either produced by the service or a third party), sharing agreements or contracts etc.



		iConnect Data Processing Agreement 
https://rooleylanemedicalcentre.co.uk/privacy-policy







[bookmark: _heading=h.h37strkq5x07]Section B: Identification and Assessment of Risk:



The following grid is to be completed using the organisations Risk Assessment Matrix included in Section D below. A type of risk might include individuals trying to attack or access a new ICT system/application.

		Risk Number

		Describe the source of risk and nature of potential impact on individuals 

(Include associated compliance and corporate risks as necessary)

		Probability of Harm:

		Impact of Harm:

		Overall Risk



		

		

		1 – 5

		1 – 5 

		1 - 25



		#01

		Data breach  

 

		2

		2

		4



		#02

		Subjects not expecting their data to be processed in this way





		2

		1

		2



		#03

		The system not being used for the intended purpose









		2

		1

		2



		#04

		Individual patients withdrawing consent on an ad hoc basis









		3

		1

		3







[bookmark: _heading=h.cnxyicis83pr]Section C: Identification of Measures to Mitigate Risks outlined in Section B:



The following grid should encompass all risks identified in Section B. Measures to mitigate risks can include for example double factor authentication (to reduce the risk of an individual’s attempts to access a new ICT system/application inappropriately. 

		Risk Number

		Option to Reduce or Eliminate Risk

		Effect on Risk

		Residual Risk

		Measure Approved



		

		

		Eliminated, reduced or accepted

		1 – 25 

		Yes/No



		#01

		



The iConnect system adheres to the highest standards of data protection and security. 



Further information about the iConnect security measures and controls can be found here



Password policy strictly enforced throughout the organisation







		Reduced

		1

		Yes



		#02

		



Clear privacy notices, patients, staff and trainees engaged and informed. Home organisation agreement aligned with use and clear pathways to opt out open to all parties







		Reduced

		1

		Yes



		#03

		

A clear organisationwide statement of purpose and an open door policy for users to report instances of the system being used in a way which is not aligned with purpose.  



Training provided to all users. 





		Reduced

		1

		Yes



		#04

		Use of data minimisation strategies to not capture certain data subjects  - anonymisation/editing/camera positioning or not recording some consultations if patients have opted out.



		Reduced

		1

		Yes



		Risk assessment completed by:

		Dr Christian Many



		Date:

		22/4/26



		Date considered by Data Protection Officer:

		Approved  - Daljeet Sharry-Khan



23/04/2026








[bookmark: _heading=h.lby7jyv10fnc]Section D: Risk Assessment Matrix:



Each risk should be assessed against the likelihood of an incident occurring and the severity of the consequences should one arise.



		Likelihood



		Almost Certain

		Could happen at any moment



		Very likely

		Repeatedly encountered



		Likely

		Likely to occur several times



		Unlikely

		Unlikely to occur



		Improbable

		Remote likelihood of occurring



		Impact



		Catastrophic

		May result in the highly costly loss of major tangible assets or resources; or may significantly violate, harm or impede an organization’s reputation, or interest; or may result in human death or serious injury. 



		Major

		Loss of face, costly to remediate,  could be combined with other factors to elevate the impact 



		Moderate

		Chance of service or information loss combined with inconvenience to business.



		Minor

		No loss of information, temporary loss of service  



		Insignificant

		Cannot be exploited or information safe.
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My Surgery Website

Important Information

The health and medical information contained within this website is intended solely for the patients of this practice and should never be used as a substitute for seeking advice from your GP. 

1. Accuracy

Whilst we have made every attempt to ensure the accuracy and validity of all information provided on this website, the practice does not accept responsibility for events arising from the use of the information provided. Advice offered to patients, while being as accurate and complete as possible, should not be used as a substitute for a consultation with the patient's own doctor. 

2. Links

All links from this website are provided for information and convenience only. We cannot accept responsibility for sites linked to, or for the information found there. A link does not imply an endorsement of a site; likewise, not linking to a particular site does not imply lack of endorsement. This privacy notice does not cover the links within this site linking to other websites. We encourage you to read the privacy statements on the other websites you visit 

3. Website Availability

We cannot guarantee uninterrupted access to this website, or the sites to which it links. We accept no responsibility for any damages arising from the loss of use of this information. 

4. Medical Information on the Internet

If you use the Internet for medical information then please be aware of the following points: 

· Review more than one site and attempt to obtain a balanced view

· Check for the authors' names and qualifications - anonymous information is less likely to be sourced accurately

· Uses sites that are regularly updated

· Be aware that advertising might influence the site contents - check for commercial sponsorship

· Avoid online consultations and diagnoses

· Information sourced from outside the UK might describe treatments not available here

5. Data Collection

We collect information from users who communicate with us via the website, aggregate information on which pages users access or visit, and information volunteered by the viewer (such as survey information and/or site registrations). The information we collect is used to improve the content of our product and the quality of our service. 

As a data controller, the Company is required to notify the Information Commissioner’s Office that it is processing personal data. The Company is registered in the register of data controllers. Data controllers must renew their notification with the Information Commissioner’s Office on an annual basis. Failure to notify constitutes a criminal offence. Any changes to the register must be notified to the Information Commissioner’s Office within 28 days of taking place. The Designated Officer shall be responsible for notifying and updating the Information Commissioner’s Office. 

[bookmark: cookies]6. Cookies

You can be assured that My Surgery Website does not use cookies to track your activity online. 

6.1 My Surgery Website Limited does not set first party cookies on this website containing any personal data unless specifically instructed to do so by the user. For example, if a user requests to be remembered on a form then a cookie is set to retain the form data for next time. 

6.2 The Web Site uses third-party Cookies to collect anonymous traffic data about your use of this website. This information is stored by Google and subject to their privacy policy, which can be viewed here: http://www.google.com/privacy.html. Google Analytics collects information such as pages you visit on this site, the browser and operating system you use and time spent viewing pages. The purpose of this information is to help us improve the site for future visitors.These cookies are not used to track you or your activity but if you do not wish these cookies to be stored on your computer, disable cookies in your browser settings. 

6.3 You may delete Cookies at any time. See the help in your internet browser to find out how to delete your cookies. 

Cookies Used

The following cookies are set by Google Analytics: 

__utma Cookie
A persistent cookie - remains on a computer, unless it expires or the cookie cache is cleared. It tracks visitors. Metrics associated with the Google __utma cookie include: first visit (unique visit), last visit (returning visit). 

__utmb Cookie & __utmc Cookies
These cookies work in tandem to calculate visit length. Google __utmb cookie demarks the exact arrival time, then Google __utmc registers the precise exit time of the user. 

Because __utmb counts entrance visits, it is a session cookie, and expires at the end of the session, e.g. when the user leaves the page. A timestamp of 30 minutes must pass before Google cookie __utmc expires. Given__utmc cannot tell if a browser or website session ends. Therefore, if no new page view is recorded in 30 minutes the cookie is expired. This is a standard 'grace period' in web analytics. Ominture and WebTrends among many others follow the same procedure. 

__utmz Cookie 
Cookie __utmz monitors the HTTP Referrer and notes where a visitor arrived from, with the referrer siloed into type (Search engine (organic or cpc), direct, social and unaccounted). From the HTTP Referrer the __utmz Cookie also registers, what keyword generated the visit plus geolocation data. This cookie lasts six months. 

__utmv Cookie 
Google __utmv Cookie lasts "forever". It is a persistant cookie. It is used for segmentation, data experimentation and the __utmv works hand in hand with the __utmz cookie to improve cookie targeting capabilities. 

The following cookies are set by My Surgery Website: 

cookieAccepted 

Cookie lasts "forever". Indicates that user has acknolwledged the 'cookie information' banner and so prevent the banner being shown again. 

apps 

Cookie lasts until the next time the creating form is opened. It is created when user ticks the box to request that form data is retained for next time in the appointments or appointments cancellation forms. Prevents user having to type in all their details again. 

dList1,dList2,repeatPrescriptions,repeatPrescriptions2 

Cookies last until the next time the no-registration verion of the prescriptions form is used. Cookies are created at request of user to retain form data for next time. Prevents user having to type in all their details again. 

userPoll 

Cookie lasts 30 days. Records that user poll has been answered so that the poll is not displayed again. 

other cookies 

Other cookies are used when editing or when logged on to the staff section to enable the editor to function correctly and to assist with retaining state. 

7. Data Storage

This Surgery Website uses third party vendors and hosting partners to provide the necessary hardware, software, networking, storage, and related technology required to run the website services. 

8. Disclosure

The Surgery may disclose personally identifiable information under special circumstances, such as to comply with the law or when your actions violate the Terms of Service. 

9. Changes to this Policy

My Surgery Website Limited reserves the right to change this Privacy Policy 

My Surgery Website part of the SRCL Group of Companies Reg No 3226910
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GDPR Letter.pdf
Dear

I am sure you will have heard about the General Data Protection Regulation (GDPR) and are wondering how it
will affect you and your use of Docmail. We have collaborated with our legal team and Business Consultants to
try to demystify some of the rumours around what GDPR means for you.

What are Docmail doing to prepare for GDPR?

We are getting ready for GDPR early, so from 22" February 2018 you will no longer have the ability to hold
data lists in your Docmail Library. We ask that you please remove any data that is saved there, as it will be
automatically deleted after that date. If you require our assistance with this please do not hesitate to contact our
friendly customer service team.

Don’t worry you can still process your mailings in exactly the same way, but to ensure compliance we will only
hold the data on Docmail for 21 days to allow us to provide a full audit trail of any mailings before deleting.

Then we will allow a maximum of 7 days for your data to be completely deleted from our systems.
We will still be able to supply you with management information and reports, such as number of orders, spend,
type of letter, postcards etc., we just won't be able to tell you to whom those documents were sent.

What is GDPR and how does it affect your use of Docmail?

The General Data Protections Regulation (GDPR) is a ruling intended to protect the personal data of those who
live within the European Union. It will provide a greater level of control to people over their personal data and how
it is used.

'Controllers’ and 'Processors' of data need to abide by GDPR legislation by the 25" May 2018.

Controller — That’s you and/or your customers.... Data Controller means the person or organisation who
alone or jointly determines the purposes of using personal data.

Whether or not you are a data controller depends in part on who prepared and owns the data that is being used.
If you simply pass on your customer’s data to us, without altering or changing it, then you are likely to be a
Processor too and your customer is the Controller. If however you take information that your customer provides
and you add additional information to it, change it or create that database yourself then you are the Controller.

Processor — That’s Docmail.... The Processor is the person or organisation who processes the information on
behalf of the Controller.

As we don't add to or amend your data when we receive it, we simply put it into a format that allows us to print
the documents; we are the processor of your data. We do this in line with your instructions and then we make
sure that we delete the data after we are done.





What you need to do.

Marketing Letters

As the Data Controller it's best practice to make sure that you have the consent of the people that you want to
send marketing letters to, be they your customers, prospective customers etc. or anyone who you want to contact
in the course of your business. If you have prepared your database yourself then you should have acquired
permission yourself, if you have purchased your data then you need to make sure the provider has obtained
consent.

However, you do not need consent from your customers to use Docmail to process your letters.

Transactional letters

These are documents such as invoices or legitimate service information providing customers with the information
that they need in order to use your services. You can usually rely on the legal basis of legitimate interest to send
items such as this to existing customers. Just make sure you keep appropriate records to show that you are
relying on the legal basis of legitimate interest for processing this data and that your privacy notices are clear and
up to date.

The ICO has a handy guide on what documentation you need to keep at https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-gdpr/documentation/

Medical Letters

As a public body providing a legitimate health service, NHS and medical users of Docmail are generally allowed
to rely on legitimate interest for their communications.

Again you do not need consent from your patients to use Docmail to process their letters.

At Docmail we strive to eliminate both clinical and data protection risks associated with this sensitive data so you
can rest assured that your information is in safe hands.

We are happy to speak to you about any of the points in this letter so please feel free to get in touch. We will be
updating you regularly over the coming months and will be happy to answer any questions you may have.

Please email docmailsupport@cfh.com or call 01761 409 701/2 and look out for more information on GDPR from
the Docmail team.

Yours sincerely,

/Lot

Victoria Coates
Operational Sales Manager
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bsi.
Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

By Royal Charter

This is to certify that: CFH Docmail Ltd
St. Peter's Park
Wells Road
Radstock
Bath
BA3 3UP
United Kingdom

Holds Certificate Number: IS 96493
and operates an Information Security Management System which complies with the requirements of ISO/IEC
27001:2013 for the following scope:

Please see scope page.

For and on behalf of BSI:

Andrew Launn, EMEA Sys Cert Ops & Compliance Director

Original Registration Date: 2006-01-09 Effective Date: 2017-12-16
Latest Revision Date: 2017-12-12 Expiry Date: 2020-12-15
@ Page: 1 of 3
UKAS . o
..making excellence a habit:

003

This certificate was issued electronically and remains the property of BSI and is bound by the conditions of contract.
An electronic certificate can be authenticated online.
Printed copies can be validated at www.bsigroup.com/ClientDirectory

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 345 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.
A Member of the BSI Group of Companies.



https://pgplus.bsigroup.com/CertificateValidation/CertificateValidator.aspx?CertificateNumber=IS+96493&ReIssueDate=12%2f12%2f2017&Template=uk



Certificate No: IS 96493

Registered Scope:

The Information Security Management System applies to data, processes and infrastructure of CFH
Docmail Ltd and PRINT.UK.COM and all business functions using ICT processes and information processing
facilities in relation to the processing, transmission and storage of sensitive CFH Docmail Ltd data; which
includes Information that is the intellectual property of CFH Docmail Ltd, personal information relating to
employees; sub-contractors, supplier and customer information; sites, buildings, offices and equipment
used to process, transmit and store information; personnel, ICT systems, tools, utilities and data used in
the execution of the critical CFH Docmail Ltd business functions.

This is in accordance with C&CCC Standard 55 and in accordance with the Statement of Applicability

version 22 dated 24/5/2017.

Original Registration Date: 2006-01-09 Effective Date: 2017-12-16
Latest Revision Date: 2017-12-12 Expiry Date: 2020-12-15
Page: 2 of 3

This certificate was issued electronically and remains the property of BSI and is bound by the conditions of contract.
An electronic certificate can be authenticated online.
Printed copies can be validated at www.bsigroup.com/ClientDirectory

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 345 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.

A Member of the BSI Group of Companies.
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Certificate No: IS 96493

Location Registered Activities

CFH Docmail Ltd The Information Security Management System applies to

St. Peter's Park data, processes and infrastructure of CFH Docmail Ltd and

Wells Road PRINT.UK.COM and all business functions using ICT

Radstock processes and information processing facilities in relation to

Bath the processing, transmission and storage of sensitive CFH
Docmail Ltd data; which includes Information that is the

BA_3 3UP_ intellectual property of CFH Docmail Ltd, personal information

United Kingdom relating to employees; sub-contractors, supplier and
customer information; sites, buildings, offices and equipment
used to process, transmit and store information; personnel,
ICT systems, tools, utilities and data used in the execution of
the critical CFH Docmail Ltd business functions.
This is in accordance with C&CCC Standard 55 and in
accordance with the Statement of Applicability version 22
dated 24/5/2017.

Print UK.Com The Information Security Management System applies to

160 Edinburgh Avenue data, processes and infrastructure of CFH Docmail Ltd and

Slough PRINT.UK.COM and all business functions using ICT

SL1 4UE processes and information processing facilities in relation to

United Kingdom

Original Registration Date: 2006-01-09
Latest Revision Date: 2017-12-12

the processing, transmission and storage of sensitive CFH
Docmail Ltd data; which includes Information that is the
intellectual property of CFH Docmail Ltd, personal information
relating to employees; sub-contractors, supplier and
customer information; sites, buildings, offices and equipment
used to process, transmit and store information; personnel,
ICT systems, tools, utilities and data used in the execution of
the critical CFH Docmail Ltd business functions.

This is in accordance with C&CCC Standard 55 and in
accordance with the Statement of Applicability version 22
dated 24/5/2017.

Effective Date: 2017-12-16
Expiry Date: 2020-12-15

Page: 3 of 3

This certificate relates to the information security management system, and not to the products or services of the certified organisation. The certificate reference
number, the mark of the certification body and/or the accreditation mark may not be shown on products or stated in documents regarding products or services.
Promotion material, advertisements or other documents showing or referring to this certificate, the trademark of the certification body, or the accreditation mark,
must comply with the intention of the certificate. The certificate does not of itself confer immunity on the certified organisation from legal obligations.

This certificate was issued electronically and remains the property of BSI and is bound by the conditions of contract.

An electronic certificate can be authenticated online.
Printed copies can be validated at www.bsigroup.com/ClientDirectory

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 345 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.

A Member of the BSI Group of

Companies.
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CFH Docmail Ltd ICO Data Protection Act Registration Certificate 2017_20.._.pdf
@
Upholding information rights
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
O T.0303 123 1113 F. 01625 524510

Information Commissioner’s Office www.ico.org.uk

Certificate of Registration
This is to certify that:
CFH Docmail Ltd

is registered with the Information Commissioner's Office under
registration reference:

25722574
Registration Start date:
18 June 2003
Registration Expiry date:

17 June 2018
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Shred-it Security Information.pdf
About Shred-it

Our core activity is the secure destruction of confidential information; therefore all our customers can be
assured that our focus is on this activity at all times.

We specialise in providing a tailored destruction service that allows businesses to comply with legislation
and ensures that the client, employee and confidential business information is kept secure at all times.
Through our strict chain-of-custody processes, hand held technology and reliable on-time, on-site and off-
site shredding service and a global network of local service centres, we can provide our secure destruction
services for paper, media materials such as DVD’s, CD’s, tapes, uniforms and hard drives on a regular and
ad-hoc basis.

Shred-it was founded in 1988 in Toronto, Canada. Since 1988 Shred-it has grown to become a world-
leading information security company providing information destruction services to ensure the security
and integrity of our clients’ private information. The company now operates in 140 markets throughout
18 countries worldwide, servicing more than 400,000 global, national and local businesses.

In the UK, Shred-it has been operating since 2000, in that time our operation has grown to 19 strategically
placed service centres including 6 dedicated off-site shred centres throughout the UK and Ireland, with
over 120 on-site shredding trucks and 140 off-site vehicles providing support and service to many
organisations requiring the most secure document handling processes anywhere in the UK.

In 2014, Shred-it merged with Cintas Document Shredding and acquired Iron Mountain’s International
Secure Shredding businesses in the UK, Ireland and Australia which created a new company that remained
under the Shred-it name, employing more than 5,000 associates, and operating a fleet of over 2,000
trucks.

In 2015, Shred-it was acquired by Stericycle and is now a wholly owned subsidiary. Operating for over 25

years, Shred-it continues to focus on delivering solutions to meet the ongoing needs of a diverse customer
base, while helping them comply with stringent privacy laws.

No Sub-Contractors

Shred-it can confirm that we do not use sub-contractors, agency staff or third parties, as we consider this a
strong element of our working practices as your security is never compromised and ensures Shred-it are
100% accountable for the service that we deliver to you.

\
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On-Site Shredding and Recycling

Shred-it provide a secure on-site shredding service either 4mm or 15mm cutting width, which complies
with BS EN15713 Information Destruction Standard and Data Protection guidelines. Our on-site service
would be provided by our BS 7858 security vetted Customer Service Representative who will arrive at
your location on the designated, pre-agreed scheduled date in one of our specially adapted logo marked
shredding vehicles, wearing the distinctive Shred-it uniform and carrying photo identification. Our
secure on-site shredding service happens in 6 easy steps:-

iy

STEP 1: Confidential documents are
placed into the secure locked consoles by
your staff for safe keeping.

STEP 3: Shred-its Customer Service
Representative will identify themselves to
your designated contact. Console/bags
are scanned using our hand held device
and documents are removed from the
locked consoles and transported securely
to the on-site document destruction
truck. The hand held device will direct
our Customer Service Representative to
all units causing no disruption to your
staff.

STEP 2: As per your schedule, our
document destruction truck arrives at
your location on a pre-agreed schedule to
ensure confidential information is not
stored longer than necessary.

Staff can put paper clips, staples and
metal binders in our consoles as these will
be shredded by our powerful cross cut
shredders.

STEP 5: The Customer Service
Representative will then return to the
vehicle where the material is loaded into
the shredding compartment behind a
locked security screen (to ensure no

STEP 6: At the end of the day the

unrecognizable shredded material is
taken to our secure CCTV monitored
service centre where it is bailed and

STEP 4: When collection of materials is
complete, our Customer Service
Representative will obtain a signature
using the hand held device. At this point a

Service Certificate/Waste Transfer Note is
printed and given to the site contact
displaying the number of units being
destroyed.

material can escape and allowing you to
witness the destruction). The material is
then placed into the hopper to be
destroyed. Shred-it will then depart the
location.

We protect what matters

transported to a paper mill to be recycled
into household products such as tissues
and toilet rolls.

\\hred-it





Off-Site Shredding and Recycling

Shred-it can provide a secure off-site shredding and recycling service from our secure shred centres
located across the UK in line with BS EN15713:2009 information destruction standards. Our off-site
service is carried out to Shred Level 3, 15mm (cutting width) and would be provided by our BS 7858
security vetted Customer Service Representative who will arrive at your location on the designated, pre-
agreed scheduled date in one of our logo marked collection vehicles, wearing the distinctive Shred-it
uniform and carrying photo identification.

e Qur process begins with confidential documents being placed into the secure locked consoles by
your staff for safe keeping. Staff can put paper clips, staples and metal binders in our consoles as
these will be shredded by our powerful shredders.

® As per your schedule, our collection vehicle will arrive at your location on a pre-agreed schedule
to ensure confidential information is not stored longer than necessary (in accordance with Data
Protection guidelines).

e Shred-its Customer Service Representative will identify themselves to your -—!_l
designated contact prior to emptying consoles and or collecting sacks,
ensuring the barcode of the unit is scanned using our hand held device to
initiate the chain of custody for your information. The hand held device will
direct our Customer Service Representative to all units causing no disruption
to your staff.

e  Qur Customer Service Representative will then obtain a signature using the
hand held device and a combined Service Certificate/Waste Transfer Note is
printed and given to the site contact displaying the number of units being
destroyed.

e All materials will then be transported to our secure collection vehicle.

® Once unlocked, our Customer Service Representative will move the material into our vehicle,
making sure they scan a consolidated barcode for the collection at this point. Once this is done,
our Customer Service Representative ensures the truck is locked and no access can be gained.

e When the Shred-it Customer Service Representative has completed his
collections the vehicle is returned to the Shred-it 24 hour alarmed centre.
Here the Customer Service Representative reverses the vehicle into the CCTV
monitored warehouse and closes the shutter doors.

e The barcode is scanned again at this point and the materials are placed ready for destruction.

e All confidential materials taken off-site will be shredded with 24 hours of arrival at the shred
centre in line with BS EN15713:2009 Information Destruction Standards.

e All the unrecognizable shredded material is then baled within our warehouse and transported to

our pre-approved paper mill where the material is recycled into household products such as
tissues and toilet rolls. A Certificate of Destruction/Invoice is then sent to you.

\
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Shred-it Secure Service/Shred Centres

All Shred-it service centres adopt measures in order to ensure that all confidential materials taken for off-
site destruction are secure. When our off-site service is utilised any confidential materials are shredded
within 24 hours of arriving at the shred centre, during this time they are kept in a highly secure centre.
This includes a maintained intruder alarm covering all shredding and storage areas and is connected to an
alarm receiving centre. All service centres have CCTV recording facilities to record all unloading, storage
and shredding areas and retain footage for 90 days.

All external doors are secured with high security locks and have restricted entry to non-vetted visitors. All
doors are controlled by key fob activation systems only allowing entry to verified personnel.

All visitors sign in and out and sign a confidentiality agreement stating they will abide by our procedures.
All visitors then receive an orientation to ensure they are aware of emergency procedures and site rules
and are escorted at all times. Some areas of our operations are restricted and cannot be viewed by
visitors.

Shred-it Vehicles

All of Shred-its on-site shredding vehicles carry on-board industrial proprietary multi — edge cross-cut
shredders which shred your materials into fragments which are then mixed together in the rear of the
vehicle, ensuring all confidential material is totally illegible and impossible to recreate into its original
form. Each on-site vehicle can carry approximately 4 tonnes of shredded paper.

All Customer Service Representatives carry out security checks on their vehicles before leaving the service
centre and on their return daily; this is to ensure the vehicle is in full operational order, fit for purpose and
of the required quality and security standard.

Shred-it vehicles have padlocks across the doors for added security, a maintenance schedule which is
completed every 12 weeks along and an annual service plan and GPS Tracking which provides an
additional layer of security by allowing us to know where your confidential materials are at all points of
the process.

Shred-it Secure Units - Consoles

Shred-it have two different sized lockable units which can be supplied to store confidential materials in
prior to destruction.

Shred-its Standard & Junior consoles comprise of the
following features:

\
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° Security Feed Slot (similar to a letterbox) measuring 3.5cm x 43cm which are capable of accepting
large documents of up to 250 pages of paper at once, at the same time ensuring that papers
cannot be retrieved by a human hand once deposited.

° Key Operated Deadbolt Lock which only an authorized individual with a key can operate to access
the contents of the consoles.

° Internal Nylon Security Bag to contain papers deposited in the consoles —
this bag is used to transport the material to the shredding truck or collection
vehicle, the console itself remains in situ, maximizing the security of
material and minimizing the disruption to your staff.

o o

° Durable Laminate Finish designed as off-grade furniture to blend into all
environments and study enough to take the weight of office equipment, if required.

Our junior consoles are designed to fit conveniently under a desk for convenience.

The dimensions of our Standard and Junior consoles are:-
Standard: 51cm (w) x 50cm (d) x 91cm (h) and holds approximately 50 kgs/135 litres
Junior: 51cm (w) x 50cm (d) x 66¢m (h) and holds approximately 35kgs/97 litres

For the convenience of your staff, stickers are placed on all consoles
clearly displaying what can and cannot be placed inside, and a
number to call our Client Care Associates, should you require
support.

Shred-it Secure Units — Reinforced White Sacks

Robust white paper sacks can be provided which are ideal for bulk collections and
will hold approximately 15 kgs of paper. The white sacks can be sealed by peeling
back the sticky strip and folding over the front of the sack.

All sacks will be labelled with what can and cannot be shredded, the Shred-it logo, a ‘ —
barcode for tracking the materials along with the label ‘Confidential Materials
Destruction’ and Shred-its telephone number.

All Shred-it consoles and sacks are provided free of charge as part of the Shred-it service.

\
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Staff Vetting

All Shred-it employees are screened to BS 7858:2012 which is carried out by Security & Vetting Solutions

Ltd. BS 7858:2012 provides the following vetting confirmation:

= MOBILE PAPER SHREDDINC
0800 028 1164 [C—

Right to Work

Identity

5 Year Character History
Character References
Financial Probity
Criminal Record

—_——

Further background checks including CTC (Counter Terrorism Clearance) and SC (Security Checked) can
also be carried out if requested.

Upon commencement of employment, all employees are required to read, sign and abide by our
Confidentiality Agreement, ensuring all employees are aware of their obligations and duties.

Shred-it Training

Shred-it provide all staff with appropriate training in order to conduct their duties in a safe and secure
manner.

Each job within Shred-it has been assessed for specific training requirements to ensure a high level of
competency is achieved throughout the work force. Personal development plans are used to identify
individual training requirements, where training is required, Shred-it will arrange and assess competence
of the individual prior to allowing them to conduct critical operations.

On commencing employment with Shred-it all operational staff, including our Customer Service
Representatives who drive and conduct all frontline shredding operations, undergo a formal 2 week
induction process. This includes training in security, health and safety and Data Protection legislation.
Subsequent to induction all Shred-it Customer Service Representatives sign off documents to confirm they
have received training in vehicle incidents, personal accident procedures, manual handling/safe lifting and
safe shredder operation with all elements of the health and safety operations being evaluated by a
supervisor.

All driving staff are CPC accredited (or are working towards this) and have been trained in-house to drive
in a safe and fuel efficient manner. This is monitored electronically through our Masternaut system which
displays if there are any issues immediately with the driving style deployed.

Specific training is provided on how to use our hand held device to ensure all staff know how to scan each
item ensuring a full audit trail is provided. This is completed along training on how to conduct other duties
including only putting the appropriate amount of sacks on to the trolley when taking the sacks to the
collection vehicle.
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Training is provided on hazards and risks of tasks undertaken, measures in place to deal with these and
how to follow all emergency procedures. This training has been modified based on feedback to ensure all
training is relevant. All Customer Service Representatives receive a checklist to help ensure these policies
are understood along with updates via weekly meetings, newsletters and emails. Customer Service
Representatives are subject to random security audits to ensure all policies and procedures are being
adhered to.

Risk Assessments

Shred-it ensures our health and safety measures are effective by carrying out risk assessments before any
work is carried out that prevents a risk or injury to ill-health, this covers all groups of people who might be
harmed. Shred-it understands how their business could potentially cause harm to people and ensures
that appropriate and sensible control measures are put into place.

A full risk assessment of our services has been carried out for the delivery of our goods and services on all
our shredders, manual handling and the operation of our vehicles.

Duty of Care

As part of our duty of care to you, Shred-it will provide Waste Transfer Notes as part of our Service
Certificate after each service has taken place to confirm that you have fulfilled your duty of care in
disposing of your confidential materials by applying the waste hierarchy as required by Regulation 12 of
the Waste (England and Wales) Regulations 2011.

The Certificate displays the following information:
° The number of containers or equipment serviced.
Any extra materials collected.
The date and time of service.
Customers contact name and signature.
Our Customer Service Representative’s name and signature.
Shred-it’s shred centre who has serviced you.
Customer address.
Our Waste Carriers Licence Number along with our Waste Exemption Reference Number.

All duty of care information is provided free of charge as part of the Shred-it service.

\
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Shred-it Accreditations & Memberships

Shred-it are always striving to improve our services, and to this end we have the following accreditations
and memberships to industry associations in order to keep up to date with current legislation and best

practice.

ISO 9001:2008 - This quality management system certification enables Shred-it to

demonstrate our commitment to service quality and customer satisfaction. h G:?
Customers can be assured that we are continually improving our quality 8 0 s

management systems and integrating the realities of a changing world.

ISO 14001:2004 - This environmental management system certification

demonstrates Shred-its commitment to the environment. The standard provides
guidelines on how we can manage the environmental aspects of our business
activities more effectively, whilst taking into consideration pollution prevention,
environmental protection and socio-economic needs.

BS EN 15713 - This accreditation outlines the key requirements of a professional information destruction
company and security is integral to this. Only by using an information destruction company that is
inspected to the new standard, will customers be rest assured that their confidential material is in safe

hands at all times.

British Security Industry Association (BSIA) - Shred-it have been principal members of
the BSIA since 2005. This is the trade association for the professional security industry
in the UK. BSIA members are responsible for more than 70% of UK security products
and services (by turnover) including the manufacture, distribution and installation of
electronic and physical security equipment and the provision of security guarding and
consultancy services. Being a member of this industry leading association ensures that
Shred-it clients benefit from us being at the fore-front of new legislation.

SAFEContractor - This is a health and safety accreditation scheme for contractors.

simplifies the process of demonstrating to our clients that Shred-it has health and safety
policies and procedures in place. This scheme assesses our health and safety
arrangements and our clients recognise the scheme and accept our SAFEContractor

certificate as confirmation of competency.

Fleet Operator Recognition Scheme (FORS) — Bronze accreditation which confirms Shred-
it employs good practices and complies with the requirements laid out by the FORS
Standard. This includes dedication to driver and vehicle safety, combined with improving

operating practices through effective monitoring of fuel and tyre usage.

Data Protection Act Registered: Registration Number: Z8335339. This entry includes the

Z=3BSIA

British Sccurity Industry Association

It

name and address of Shred-its data controller and details about the types of personal information they
process. The Data Protection Act 1998 is the main piece of legislation which governs the protection of

data in the UK.

Waste Carriers Licence Number: Reference: CBDU51993 (England and Wales),
(Scotland) and ROC UT 681 9 (Northern Ireland)

All certificates can be downloaded from our website:
https://www.shredit.co.uk/en-gb/about/certificates-and-policies

WCR/R/1137691

\
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N Shred-lt We protect what matters.

February 1, 2018
To whom it may concern
Reference: - Stericycle GDPR and data protection compliance programme

For Stericycle, data protection and compliance is very important and we are committed to the
success of our customers and the protection of our customers’ and staffs data.

In this regard, we have initiated a compliance programme to ensure that our internal
procedures and data handling comply with the upcoming General Data Protection Regulation
(“GDPR") when entering into full force and effect in May 2018.

Stericycle’s GDPR compliance program especially takes into account the following areas:-

Data subject rights and consent

Measures to ensure compliant data processing (including compliant cross-border
transfers)

Data mapping

Data protection by design and by default

Data protection impact assessments

Accountability

Data breach concept

e Data security.

As a multinational company operating in many areas globally, with numerous IT systems, this
programme of change remains on-going. New contracts that reflect the required changes, and
new data process and security protocols are currently being written. These will be made
available as needed and enacted in in due course.

Should you have any additional questions or thoughts we would direct you to the Stericycle
or Shred-it web page where more information is being made available on this matter daily.

Senior Sales Director EMEAA

Shred-#” s a Stenicyce salution.

Comer House = 177 Cross Street = Sale » Manchester = M33 7)0
T: 0800 028 1154 » shredit.co.uk
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NHS

Business Services Authority

We're making it easier for you to
find out how we handle your
prescription information

A new data privacy law will be introduced in the UK in May 2018. As a result, we've
published a new privacy notice to make it easier for you to find out how the NHS
Business Services Authority uses and protects your prescription information.

Your doctor or pharmacist sends your prescriptions to us after dispensing your medical
products to you, as stated on the prescription form. We manage the information on the forms
as required by Data Protection law and we use it to:

pay the organisation providing you with medical products
secure effective and efficient delivery of NHS services
analyse general trends to support more effective planning of NHS services
check for fraud and mistakes, including checking claims you make for help with NHS
charges. If we can't confirm you're entitled to help, you may be sent a Penalty
Charge Notice

e monitor the safety of new medicines

To prevent, detect and investigate fraud and errors, we may share your information with:

e NHS Counter Fraud Authority

The Department for Work and Pensions
HM Revenue and Customs

Veterans UK

NHS Commissioners and service providers

We'll only share information that can identify you with those directly involved in your NHS care
or reviewing your NHS care, those who have a legal right to it and those who you have given
us permission to share it with.

We also share information with Public Health England to help them protect and improve the
health of the population of England. You can only be identified from this information where
Public Health England have the legal power to do so. We share patient identifiable information
for new medicines with the Drug Safety Research Unit at Southampton University. They have a
legal right to this. They will contact your GP to ask for your permission to take part in the
medicine safety study. If you do not want to take part, your information will be deleted.

@ You can find out more about your rights and how we process information at
X www.nhsbsa.nhs.uk/yourinformation
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This Data Processing Agreement (“Agreement”) forms part of the Contract for Services (“Principal Agreement")
between:

Rooley Lane Medical Centre
Rooley Lane Medical Centre
Rooley Lane

Bradford

BD4 7SS

(the “Customer” and the “Controller”)
and

Numed Holdings Ltd (T/A Numed Healthcare)
Alliance House

Roman Ridge Road

Sheffield

S9 1GB

(the “Supplier” and the “Data Processor”)

(together as the “Parties”)

1. DEFINITIONS

1.1 Agreement means this Data Processing Agreement and all
Schedules;

1.2 Company personal data means any personal data processed by a
contracted processor on behalf of company pursuant to or in
connection with the Principal Agreement;

1.3 Contracted Processor means a subprocessor

1.4 Data Protection Legislation means the UK Data Protection

Legislation and, where applicable, any other data protection or
privacy laws of a jurisdiction relevant to the processing of Personal
Data under this Agreement (including, without limitation, laws
concerning the privacy of electronic communications).

DEDICATION « INNOVATION » TRUST

Alliance House, Roman Ridge Road, Sheffield, S9 1GB Telephone: 0114 243 3896 Fax: 0114243 3413

www.numed.co.uk @ Info@numed.co.uk
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Directors: M K Healy & S J Healy
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15 Data transfer means:
151 A transfer of Company Personal Data from the Company to a

Contracted Processor; or

1.5.2 An onward transfer of Company Personal Data from the Company
to a Contracted Processor to a Subcontracted Processor, or
between two establishments of a Contracted Processor;

1.5.3 In each case, where such transfer would be prohibited by Data
Protection Laws or by the terms of data transfer agreements in
place to address the data transfer restrictions of Data Protection
Laws;

1.6 Services means to provide integration software facilitating the
exchange of data between the patient record system and a range
of diagnostic medical devices supplied by Numed Healthcare.

1.7 Subprocessor means any person appointed by or on behalf of the
Processor to process Personal Data on behalf of the Company in
connection with the Agreement;

1.8 UK Data Protection Legislation means all applicable data
protection and privacy legislation in force from time to time in the
United Kingdom, including:

1.9 The UK General Data Protection Regulation (UK GDPR) (as
retained under the European Union (Withdrawal) Act 2018.

1.10 The Data Protection Act 2018

1.11 The Privacy and Electronic Communications Regulations 2003
(S12003/2426), as amended; and

1.12 The Data Protection (Charges and Information Regulations 2018),

which set out circumstances in which data controllers are required
to pay a charge and provide information to the Information
Commissioners Office.
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1.13 The Parties acknowledge that the Supplier may process Personal
Data on behalf of the Customer during the term of this Agreement.
Each Party agrees that, in the performance of its obligations under
this Agreement it will comply with the provisions of the Data
Protection Legislation to the extent it applies to it. For the purposes
of this Schedule, “personal data”, “controller”, “processor”, “data
subject”, “processing” and “appropriate technical and
organisational measures” shall have the meanings ascribed to
them in the Data Protection Legislation in force at the time.

1.14 Where the Supplier is deemed to be a processor of the Personal
Data, the ongoing processing of the Personal Data by the Supplier
shall be in accordance with Clause 2.

2. DATA PROCESSING CLAUSES
2.1 To the extent that the Supplier processes personal data on behalf
of the Customer in connection with this Agreement, the Supplier
shall:

2.11 Process the personal data for the purposes of fulfilling its obligations under this Agreement
and in compliance with the Customer’s written instructions as set out in this Agreement and
as may be specified from time to time in writing by the Customer. A description of the
personal data and the processing activities to be undertaken by the Supplier is set out in
Clause 3 (Data Processing Activities) to this Agreement.

2.1.2 Notify the Customer promptly if any instructions of the Customer relating to the processing of
personal data are unlawful.

2.1.3 Not transfer, access, or otherwise process any Personal Data outside the United Kingdom
(and, where applicable, the European Economic Area) without the prior written consent of
the Customer. Where such transfers are approved, the Processor shall ensure that
appropriate safeguards are in place in accordance with Chapter V of the UK GDPR,
including (where applicable) the use of the UK International Data Transfer Agreement (IDTA)
or the UK Addendum to the EU Standard Contractual Clauses, as issued or approved by the
Information Commissioner’s Office (ICO).

2.1.4 Comply with the Customer’s instructions in relation to transfers of personal data to a country
outside the European Economic Area unless the Supplier is required pursuant to Applicable
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Laws to transfer personal data outside the European Economic Area, in which case the
Supplier shall inform the Customer in writing of the relevant legal requirement before any
such transfer occurs unless the relevant law prohibits such notification on important grounds
of public interest.

2.15 Not engage any sub-contractor or third party (each a ‘Subprocessor’) to carry out any
processing of Personal Data without the prior written consent of the Customer. Before
appointing any Subprocessor, the Processor shall conduct appropriate due diligence to
ensure that the Subprocessor is capable of meeting its data protection obligations under this
Agreement and applicable Data Protection Legislation. The Processor shall maintain written
records of such due diligence and make them available to the Customer upon reasonable
request. Notwithstanding any such consent, the Processor shall remain fully liable for the
acts and omissions of any approved Subprocessor.

2.1.6 Subject to Clause 3 and without prejudice to any general obligations relating to confidentiality
in the Agreement, only permit the personal data to be processed by persons who are bound
by legally binding obligations of confidentiality in relation to the personal data.

2.1.7 Ensure that obligations equivalent to the obligations set out in this Schedule are included in
all contracts between the Supplier and permitted sub-contractors who will be processing
personal data.

2.1.8 Take appropriate technical and organisational measures against unauthorised or unlawful
processing of personal data and against accidental loss or destruction of, or damage to,
personal data taking into account the harm that might result from such unauthorised or
unlawful processing, loss, destruction or damage and the nature of the personal data to be
protected including without limitation, all such measures that may be required to ensure
compliance with the Data Protection Legislation.

2.1.9 Taking into account the nature of the data processing activities undertaken by the Supplier,
provide all possible assistance and co-operation (including without limitation putting in place
appropriate technical and organisational measures) to enable the Customer to fulfil its
obligations to respond to requests from individuals exercising their rights under the Data
Protection Legislation.

2.1.10 Maintain a record of its processing activities in accordance with Article 30(2) of the UK

GDPR and provide a copy of such record to the Customer upon request.

2.1.11  Provide all reasonable and timely assistance to the Customer to enable the Customer to
respond to: any request from a Data Subject to exercise any of its rights under Data
Protection Legislation (including its rights of access, rectification, objection, erasure and data
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portability, as applicable).

2.1.12  Assist the Customer in ensuring compliance with the obligations set out in Articles 32 to 36
(inclusive) of the GDPR taking into account the nature of the data processing undertaken by
the Supplier and the information available to the Supplier, including (without limitation):

1. Promptly and without undue delay, and in any event no later than forty-eight (48)
hours after becoming aware of a Personal Data Breach, notify the Customer in
writing of the breach, providing all information reasonably available to assist the
Customer in meeting its obligations under the UK Data Protection Legislation,
including natification to the Information Commissioner’s Office or affected Data
Subjects, where required;

2. Provide information and assistance upon request to enable the Customer to notify
data security breaches to the Information Commissioner and/or to affected
individuals and/or to any Regulatory Authority to whom the Customer is required to
notify any data security breaches; and

3. Provide input into and carrying out data protection impact assessments in relation
to the Supplier’s data processing activities.

2.1.13  Upon expiry or termination of this Agreement, at the choice of the Customer, delete securely
or return all personal data to the Customer and delete all existing copies of the personal data
unless and to the extent that the Supplier is required to retain copies of the personal data in
accordance with Applicable Laws in which case the Supplier shall notify the Customer in
writing of the Applicable Laws which require the personal data to be retained. In the event
that the personal data is deleted or destroyed by the Supplier, the Supplier shall provide the
Customer with a certificate of destruction evidencing that the personal data has been
destroyed or deleted.

2.1.14  Make available to the Customer all information necessary to demonstrate compliance with
the obligations set out in this Schedule and allow for and contribute to audits, including

inspections, conducted by or on behalf of the Customer or by the Information
Commissioner’s Office pursuant to Article 58(1) of the UK GDPR.
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3. DATA PROCESSING ACTIVITIES

Main point of contact for Data | dpl@numed.co.uk

Protection: Data Protection Lead

Subject Matter of the The subject matter of the processing is the performance
Processing: of the Services pursuant to the Agreement.

Duration of the Processing: For the life of the Agreement.

Nature and Purpose of the Nature of Data Processing:

Processing: The nature of processing means any operation

including collection, accessing, recording, use,
disclosure by transmission and other processing of
Personal Data (whether or not by automated means)
necessary to provide the Services.

Purpose of Data Processing:

Such processing is strictly necessary to facilitate the
provision of the functions set out above, to the extent
they support the provision of the Services.

Types of Personal Data: Identity Data
Contact Data
Technical Data

Types of Sensitive Data: Race or Ethnic Origin

LI Political Opinion

LI Religious or Philosophical
LI Trade Union Membership
LI Genetic Data

L] Biometric Data

Data Concerning Health
L] Sex Life

L] Sexual Orientation

Categories of Data Subject: Service Users

Patients
Customer Employees

Location of Processing: UK

Name of any approved Sub- | SwitchStance Limited — UK (software development)
Processor and Location of
Sub-Processing:
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4. Processor personnel

4.1. The processor shall take steps to ensure the reliability of any employee, agent or contractor of any
Contracted Processor who may have access to the Company Personal Data, ensuring in each case
that access is strictly limited to those individuals who need to know/access the relevant Company
Personal Data, as strictly necessary for the purposes of the Principal Agreement, and to comply with
Applicable Laws in the context of that individual's duties to the Contracted Processor, ensuring that all
such individuals are subject to confidentiality undertakings or professional or statutory obligations of
confidentiality and ensure all such individuals have received appropriate data protection and security
training.

5. Security

5.1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and
purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms
of natural persons, the Processor shall in relation to the Company Personal Data implement
appropriate technical and organisational measures to ensure a level of security appropriate to that risk,
including, as appropriate, the measures referred to in Article 32(1) of the UK GDPR.

5.2. In assessing the appropriate level of security, the Processor shall take account in particular of the risks
that are presented by Processing, in particular from Personal Data Breach.

6. Data Subject Rights

6.1. Taking into account the nature of the Processing, Processor shall assist the Company by implementing
appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the
Company obligations, as reasonably understood by Company, to respond to requests to exercise Data
Subject rights under the Data Protection Laws.

6.2. The processor shall:

6.2.1. promptly notify Company if it receives a request from a Data Subject under any Data Protection
Law in respect of Company Personal Data; and

6.2.2. ensure that it does not respond to that request except on the documented instructions of the
Company or as required by Applicable Laws to which the Processor is subject, in which case
Processor shall to the extent permitted by Applicable Laws Data Processing Agreement — inform
the Customer promptly and prior to responding to any request, unless prohibited by law.
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7. Personal Data Breach

7.1. The Processor shall notify Company without undue delay upon Processor becoming aware of a
Personal Data Breach affecting Company Personal Data, providing Company with sufficient information
to allow the Company to meet any obligations to report or inform Data Subjects of the Personal Data
Breach under the Data Protection Legislation.

7.2. Processor shall co-operate with the Company and take reasonable commercial steps as are directed
by Company to assist in the investigation, mitigation and remediation of each such Personal Data
Breach.

8. Data Protection Impact Assessment and Prior Consultation

8.1. The Processor shall provide reasonable assistance to the Company with any data protection impact
assessments, and prior consultations with Supervising Authorities or other competent data privacy
authorities, which Company reasonably considers to be required by article 35 or 36 of the GDPR or
equivalent provisions of any other Data Protection Law, in each case solely in relation to Processing of
Company Personal Data by, and taking into account the nature of the Processing and information
available to, the Contracted Processors.

9. Deletion or return of Company Personal Data

9.1. The Processor shall promptly and in any event within 10 business days of the date of cessation of any
Services involving the Processing of Company Personal Data (the "Cessation Date"), delete and
procure the deletion of all copies of those Company Personal Data.

9.2. Processor shall provide written certification to Company that it has fully complied with this section 9
within 10 business days of the Cessation Date.

10. Audit rights

10.1. Processor shall make available to the Company on request all information necessary to demonstrate
compliance with this Agreement, and shall allow for and contribute to audits, including inspections, by
the Company or an auditor mandated by the Company in relation to the Processing of the Company
Personal Data by the Contracted Processors. Audits shall be limited to once per year unless a material
breach or data incident has occurred.

10.2. Information and audit rights of the Company only arise under section 10.1 to the extent that the
Agreement does not otherwise give them information and audit rights meeting the relevant
requirements of Data Protection Legislation.
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11. International Data transfer

11.1. The Processor shall not transfer, access, or otherwise process any Personal Data outside the
United Kingdom (and, where applicable, the European Economic Area) without the prior written
consent of the Company.

11.2. Where any such transfer is approved, the Parties shall ensure that the Personal Data are
adequatley protected in accordance with Chapter V of the UK GDPR and any equivalent
provisions of the EU GDPR, as applicable. To achieve this, the Parties shall, unless otherwise
agreed in writing:

11.3. rely on the UK International Data Transfer Agreement (IDTA) or the UK Addendum to the EU
Standard Contractual Clauses, as issued or approved by the Information Commissioner’s Office
(ICO); or

11.4. where relevant to transfers from within the EEA, rely on the EU Standard Contractual Clauses or

other lawful transfer mechanism recognised under the EU GDPR.

11.5. The Processor shall not make any such transfer unless and until the appropriate safeguards are
fully implemented and enforceable rights for Data Subjects are ensured.

12. General Terms

12.1. Confidentiality: Each Party must keep this Agreement and information it receives about the other Party
and its business in connection with this Agreement (“Confidential Information”) confidential and must
not use or disclose that Confidential Information without the prior written consent of the other Party
except to the extent that:

12.1.1. Disclosure is required by law;
12.1.2. The relevant information is already in the public domain

12.2. Notices: All notices and communications given under this Agreement must be in writing and will be
delivered personally, sent by post or sent by email to the address or email address set out in the
heading of this Agreement at such other address as notified from time to time by the Parties changing
address.
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13. Governing Law and Jurisdiction
13.1. This Agreement is governed by the laws of England.

13.2. Any dispute arising in connection with this Agreement, which the Parties will not be able to resolve
amicably, will be submitted to the exclusive jurisdiction of the courts of England.

IN WITNESS WHEREOF, this Agreement is entered into with effect from the date first set out below.

For and on behalf of Numed Holdings Ltd

ST
Signed:

Date: 19/03/2026

Title:  Managing Director

For and on behalf of Rooley Lane Medical Centre

Signed: Chasfien /‘/\G‘“\’cvl
Date: 20 Mar 2026

Title: Doctor
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Version Date Summary of Changes Author

41 13-04-2026 Creation of Annexes 1—-4. |JHolmes
Clauses 2.6(a)—(d)
updated to reflect the
inclusion of additional
annexes.

Appointment of sub-
processors under clause
3.1.5 updated to adopt a
general authorisation
model.

International data transfer
provisions under clause 12
updated to adopt a more
flexible, general
authorisation approach.

This Data Processing Agreement is the current public version and forms part of the Principal Agreement between
Numed Holdings Ltd and its customers. If you require a fully executed copy for governance, audit or procurement
purposes, please use the “Request a Signed DPA” button at the bottom of this page.

1. Parties

This Data Processing Agreement (“Agreement”) forms part of the Contract for Services (“Principal Agreement®)
between:

Customer (Controller)
The entity purchasing services under the Principal Agreement (the “Customer” and the “Controller”)

and

Numed Holdings Ltd (T/A Numed Healthcare)
Alliance House

Roman Ridge Road

Sheffield

S9 1GB
(the “Processor")

(together as the “Parties”)

2. Definitions
2.1 Agreement means this Data Processing Agreement and all Schedules;

2.2 Customer Personal Data means any Personal Data processed by the Processor (including any Sub-
processors) on behalf of the company pursuant to or in connection with the Principal Agreement;

2.3 Contracted Processor means a Sub-processor





2.4 Data protection legislation means the UK Data Protection Legislation and, where applicable, any other data
protection or privacy laws of a jurisdiction relevant to the processing of Personal Data under this Agreement
(including, without limitation, laws concerning the privacy of electronic communications).

2.5 Data transfer means:
2.5.1 A transfer of Customer Personal Data from the Processor to a Contracted Processor; or

2.5.2 An onward transfer of Customer Personal Data from the Processor to a Contracted Processor to a Sub-
processor, or between two establishments of a Contracted Processor;

2.5.3 In each case, where such transfer would be prohibited by Data Protection Laws or by the terms of data
transfer agreements in place to address the data transfer restrictions of Data Protection Laws;

2.6 Services means the provision of one or more of the following service components depending on the products
purchased by the Customer under the Principal Agreement:

(a) Envisage Media Only and Patient Call Functionality (Annex 1A/ 1B)
Services mean to provide a media display service for a practice waiting room with the option to call a patient
through to see a doctor by means of a visual and audio prompt for the patient.

(b) Envisage Patient Check-in (Annex 2)
Services means to provide a patient self-check-in system notifying clinicians of patients' arrival for a pre-booked
appointment.

(c) I3 Integration Software (Annex 3)
Services means to provide integration software facilitating the exchange of data between the patient record
system and a range of diagnostic medical devices supplied by Numed Healthcare.

(d) I3 Cloud Service (Annex 4)

Services means to provide the i3 Cloud Service, including secure transmission of diagnostic data files from
supported medical devices to the Customer’s electronic medical record system, together with related support,
maintenance, monitoring and security functions.

The applicable components of the Services shall determine the scope of processing and the applicable
Annex(es) under this Agreement.

2.7 Sub-processor means any person appointed by or on behalf of the Processor to process Personal Data on
behalf of the Customer in connection with the Agreement;

2.8 UK Data Protection Legislation means all applicable data protection and privacy legislation in force from time
to time in the United Kingdom, including:

¢ The UK General Data Protection Regulation (UK GDPR) (as retained under the European Union
(Withdrawal) Act 2018.

e The Data Protection Act 2018

e The Privacy and Electronic Communications Regulations 2003 (S12003/2426), as amended; and

e The Data Protection (Charges and Information Regulations 2018).

2.9 The Parties acknowledge that the Processor may process Personal Data on behalf of the Customer during
the term of this Agreement.

2.10 Where the Processor processes Personal Data, the ongoing processing shall be in accordance with Clause
3.

3. Data Processing Clauses

3.1 To the extent that the Processor processes Personal Data on behalf of the Customer in connection with this
Agreement, the Processor shall:

3.1.1 Process the Personal Data for the purposes of fulfilling its obligations under this Agreement and in
compliance with the Customer’s written instructions as set out in this Agreement and as may be specified from





time to time in writing by the Customer. A description of the Personal Data and the processing activities to be
undertaken by the Processor is set out in Clause 4 (Data Processing Activities) to this Agreement.

3.1.2 Notify the Customer promptly if any instructions of the Customer relating to the processing of Personal
Data are unlawful.

3.1.3 The Processor shall not transfer, access, or otherwise process any Personal Data outside the United
Kingdom or, where applicable, the European Economic Area, except in accordance with Clause 12.

3.1.4 The Processor shall comply with the Customer’s documented instructions in relation to restricted transfers
of Personal Data, unless required to do otherwise by applicable law, in which case the Processor shall inform the
Customer in writing before the transfer, unless prohibited by law.

3.1.5 The Processor may appoint Sub-processors to process Personal Data on behalf of the Customer, provided
that such appointment is made in accordance with this clause and subject to a written contract imposing data
protection obligations on the Sub-processor that are no less protective than those set out in this Agreement.

The Processor shall:

a) maintain an up-to-date list of its Sub-processors, which shall be made available to the
Customer in the relevant Annex (Annexes 1 — 4, as applicable to the Services);

b)  notify the Customer in advance of any intended addition or replacement of Sub-processors;

c) provide the Customer with the opportunity to object to such changes within 30 days of
notification;

d) where the Customer objects on reasonable data protection grounds, work with the Customer
in good faith to address the objection and, where such objection cannot reasonably be resolved, permit
the Customer to terminate the affected Services or functionality as its sole remedy in respect of such
change; and

e) remain fully liable for the acts and omissions of any Sub-processor and ensure that each
Sub-processor is bound by a written contract imposing data protection obligations that are no less
protective than those set out in this Agreement.

3.1.6 Subject to Clause 4 and without prejudice to any general obligations relating to confidentiality in the
Agreement, only permit the Personal Data to be processed by persons who are bound by legally binding
obligations of confidentiality in relation to the Personal Data.

3.1.7 Take appropriate technical and organisational measures against unauthorised or unlawful processing of
Personal Data and against accidental loss or destruction of, or damage to, Personal Data taking into account the
harm that might result from such unauthorised or unlawful processing, loss, destruction or damage and the
nature of the Personal Data to be protected including without limitation, all such measures that may be required
to ensure compliance with the Data Protection Legislation.

3.1.8 Taking into account the nature of the data processing activities undertaken by the Processor, provide all
possible assistance and co-operation (including without limitation putting in place appropriate technical and
organisational measures) to enable the Customer to fulfil its obligations to respond to requests from individuals
exercising their rights under the Data Protection Legislation.

3.1.9 Maintain records of processing activities as required by applicable data protection law, including Article
30(2) of the UK GDPR and, where applicable, the EU GDPR, and provide a copy of such records to the
Customer upon reasonable request.

3.1.10 Provide all reasonable and timely assistance to the Customer to enable the Customer to respond to: any
request from a Data Subject to exercise any of its rights under Data Protection Legislation (including its rights of
access, rectification, objection, erasure and data portability, as applicable).

3.1.11 Assist the Customer in ensuring compliance with Articles 32 to 36 of the GDPR, including as set out
further in Clause 8.

3.1.12 Upon expiry or termination of this Agreement, the Processor shall return or delete Customer Personal
Data in accordance with Clause 10, unless retention is required by applicable law, in which case the Processor





shall notify the Customer of the relevant legal requirement.

3.1.13 Make available to the Customer all information necessary to demonstrate compliance with this Agreement
and allow for and contribute to audits and inspections in accordance with Clause 11.

4. Data Processing Activities

The details of the processing of Personal Data by the Processor shall depend on the Services purchased by the
Customer under the Principal Agreement.

Each component of the Services corresponds to a specific Annex to this Agreement.

The applicable processing activities are set out in the Annexes below. Only the Annexes corresponding to the
Services purchased by the Customer shall apply.

Where multiple Services are purchased, the relevant Annexes shall apply cumulatively.

5. Processor personnel

5.1 The Processor shall take steps to ensure the reliability of any employee, agent or contractor of any
Contracted Processor who may have access to the Customer Personal Data, ensuring in each case that access
is strictly limited to those individuals who need to know/access the relevant Customer Personal Data, as strictly
necessary for the purposes of the Principal Agreement, and to comply with Applicable Laws in the context of that
individual’s duties to the Contracted Processor, ensuring that all such individuals are subject to confidentiality
undertakings or professional or statutory obligations of confidentiality and ensure all such individuals have
received appropriate data protection and security training.

6. Security

6.1 Taking into account the state of the art, the costs of implementation and the nature, scope, context and
purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of
natural persons, the Processor shall in relation to the Customer Personal Data implement appropriate technical
and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the
measures referred to in Article 32(1) of the UK GDPR.

6.2 In assessing the appropriate level of security, the Processor shall take account in particular of the risks that
are presented by Processing, in particular from Personal Data Breach.

7. Data Subject Rights

7.1 Taking into account the nature of the Processing, the Processor shall assist the Customer by implementing
appropriate technical and organisational measures, insofar as this is possible, for the fulfiiment of the Customer’s
obligations to respond to requests to exercise Data Subject rights under applicable Data Protection Laws.

7.2 The Processor shall:

7.2.1 promptly notify Customer if it receives a request from a Data Subject under any Data Protection Law in
respect of Customer Personal Data; and

7.2.2 ensure that it does not respond to that request except on the documented instructions of the Customer or

as required by applicable law, in which case the Processor shall, to the extent permitted by applicable law, inform
the Customer promptly and before responding, unless prohibited by law.

8. Personal Data Breach

8.1 The Processor shall notify the Customer without undue delay and in any event no later than 48 hours after
becoming aware of a Personal Data Breach affecting Customer Personal Data, and shall provide the Customer





with sufficient information to enable the Customer to meet any obligations to report or inform Data Subjects or
competent supervisory authorities under applicable Data Protection Legislation.

8.2 Processor shall co-operate with the Customer and take reasonable commercial steps as are directed by
Customer to assist in the investigation, mitigation and remediation of each such Personal Data Breach.

9. Data Protection Impact Assessment and Prior Consultation

9.1 The Processor shall provide reasonable assistance to the Customer with any data protection impact
assessments, and prior consultations with Supervising Authorities or other competent data privacy authorities,
which Customer reasonably considers to be required by article 35 or 36 of the GDPR or equivalent provisions of
any other Data Protection Law, in each case solely in relation to Processing of Customer Personal Data by, and
taking into account the nature of the Processing and information available to, the Contracted Processors.

10. Deletion or return of Customer Personal Data

10.1 The Processor shall promptly and in any event within 10 business days of the date of cessation of any
Services involving the Processing of Customer Personal Data (the "Cessation Date"), delete and procure the
deletion of all copies of those Customer Personal Data.

10.2 The Processor shall provide written certification to the Customer that it has fully complied with this clause
10 within 10 business days of the Cessation Date.

11. Audit rights

11.1 Processor shall make available to the Customer on request all information necessary to demonstrate
compliance with this Agreement, and shall allow for and contribute to audits, including inspections, by the
Customer or an auditor mandated by the Customer in relation to the Processing of the Customer Personal Data
by the Contracted Processors. Audits shall be limited to once per year unless a material breach or data incident
has occurred.

11.2 The information and audit rights of the Customer under this clause 11 apply only to the extent necessary to
satisfy the relevant requirements of applicable Data Protection Legislation and to the extent that this Agreement
does not otherwise provide equivalent information and audit rights.

12. International Data Transfer

12.1 The Processor shall not transfer, access, or otherwise process Personal Data in a country or territory in a
manner that would constitute a restricted transfer under applicable data protection law unless it has first notified
the Customer in writing of the proposed transfer, including the destination, purpose, and proposed safeguard
mechanism.

12.2 The Processor shall ensure that any such transfer is carried out in compliance with Chapter V of the UK
GDPR and, where applicable, Chapter V of the EU GDPR.

12.3 To this end, the Processor shall ensure that any such transfer is subject to a lawful transfer mechanism
under applicable data protection law, which may include (as applicable) the UK International Data Transfer
Agreement (IDTA), the UK Addendum to the EU Standard Contractual Clauses, the EU Standard Contractual
Clauses, adequacy regulations, or any other valid transfer mechanism recognised under the UK GDPR or EU
GDPR.

12.4 The Processor shall not proceed with any such transfer unless and until:

a) the Customer has not objected on reasonable data protection grounds within 30 days of receiving notice;
or

b) any such objection has been resolved on terms that adequately address the Customer’s reasonable data
protection concerns.

12.5 The Processor shall ensure that appropriate safeguards are implemented before any such transfer and
maintained for the duration of the processing, and that enforceable rights and effective legal remedies are
available to Data Subjects where required by applicable data protection law.





13. General Terms

13.1 Confidentiality: Each Party must keep this Agreement and information it receives about the other Party and
its business in connection with this Agreement (“Confidential Information”) confidential and must not use or
disclose that Confidential Information without the prior written consent of the other Party except to the extent
that:

13.1.1 Disclosure is required by law;
13.1.2 The relevant information is already in the public domain

13.2 All notices and communications given under this Agreement must be in writing and shall be delivered
personally, sent by post, or sent by email to the address or email address set out in this Agreement, or to such
other address or email address as either Party may notify to the other from time to time.

14. Governing Law and Jurisdiction
14.1 This Agreement is governed by the laws of England.

14.2 Any dispute arising in connection with this Agreement, which the Parties will not be able to resolve amicably,
will be submitted to the exclusive jurisdiction of the courts of England.

Annex 1A/ 1B - Envisage Media Only System and Patient
Call Functionality

Annex 1A/1B - Envisage Media Only System and Patient Call Functionality

Nature of Data Processing

The nature of processing means any operation including collection, accessing, recording, use, disclosure by
transmission and other processing of Personal Data (whether or not by automated means) necessary to provide
the Services.

Duration of the Processing
For the life of the agreement.

Purpose of Data Processing
Such processing is strictly necessary to facilitate the provision of the functions set out above, to the extent they
support the provision of the Services.

Types of Personal Data

e Identity Data
e Contact Data
¢ Technical Data

Categories of Data Subject

e Service Users
e Patients
e Customer Employees

Location of Processing

e UK





Name of any approved Sub-Processor and Location of Sub-Processing

e Amazon Web Services - UK (Hosting)
e Telemarq Ltd - UK (Software Development)
e DLSHealth Ltd - UK (Software Development)

Annex 2 - Envisage Patient Check-in System

Annex 2 - Envisage Patient Check-in

Nature of Data Processing

The nature of processing means any operation including collection, accessing, recording, use, disclosure by
transmission and other processing of Personal Data (whether or not by automated means) necessary to provide
the Services.

Duration of the Processing
For the life of the agreement.

Purpose of Data Processing
Such processing is strictly necessary to facilitate the provision of the functions set out above, to the extent they
support the provision of the Services.

Types of Personal Data

e Identity Data
e Contact Data
¢ Technical Data

Types of Special Category Personal Data
¢ Data Concerning Health
Categories of Data Subject

e Service Users
e Patients
e Customer Employees

Location of Processing
e UK
Name of any approved Sub-Processor and Location of Sub-Processing

e Amazon Web Services - UK (Hosting)
e Telemarq Ltd - UK (Software Development)
e DLS Health Ltd - UK (Software Development)

Annex 3 - i3 Integration Software

Annex 3 - i3 Integration Software

Nature of Data Processing

The nature of processing means any operation including collection, accessing, recording, use, disclosure by
transmission and other processing of Personal Data (whether or not by automated means) necessary to provide
the Services.





Duration of the Processing
For the life of the agreement.

Purpose of Data Processing
Such processing is strictly necessary to facilitate the provision of the functions set out above, to the extent they
support the provision of the Services.

Types of Personal Data

e Identity Data
e Contact Data
e Technical Data

Types of Sensitive Data

¢ Race or Ethnic Origin
e Data Concerning Health

Categories of Data Subject

e Service Users
e Patients
e Customer Employees

Location of Processing
e UK
Name of any approved Sub-Processor and Location of Sub-Processing

e Switchstance Ltd (Software Development)

Annex 4 - i3 Cloud Service

Annex 4 - i3 Cloud Service

Nature of Data Processing

The nature of processing means any operation including collection, accessing, recording, use, disclosure by
transmission and other processing of Personal Data (whether or not by automated means) necessary to provide
the Services.

Duration of the Processing
For the life of the agreement.

Purpose of Data Processing
Such processing is strictly necessary to facilitate the provision of the functions set out above, to the extent they
support the provision of the Services.

Types of Personal Data
Patient identifiers and demographic data, including name, date of birth, NHS number or other unique identifier,
where included in the transmitted file; diagnostic or test data; device and file metadata; user account and access

data; support and audit log data.

Types of Sensitive Data
e Data Concerning Health

Categories of Data Subject

e Patients
e Customer clinical and administrative staff





e Authorised users of the service

Name of any approved Sub-Processor and Location of Sub-Processing

Sub- Purposes Data Location
Processor
Amazon Web Cloud infrastructure hosting, compute services, and secure data UK
Services storage supporting file transfer from the device to the patient's
medical record.
Redwood Secure file transfer services facilitating temporary transmission of UK
Software Inc data files.
(Cerberus)
Idera Inc. IP address validation and geolocation services are used to restrict | USA
(IPStack) and prevent unauthorised system access.
Zoho Provision of technical support services, limited to troubleshooting EU
Corporation system issues and restoring service functionality. Access is
restricted to system metadata and diagnostic logs where
necessary to investigate and resolve faults.
Veeam Backup software support services where remote access to backup | UK
environments is required.
Switchstance Software development, maintenance, and technical support UK
services, which may involve controlled access to personal data.
Microsoft Technical services supporting the system operating environment. EU
DLS Health Ltd | Software development, maintenance, and technical support UK

services, which may involve controlled access to personal data.
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